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Abstract

This thesis develops an automated testing framework and new testing techniques
for discovering concurrency-related bugs in C and C+4 compilers. Firstly, we
present a technique that compares source and compiled program behaviours
using source and architecture models. The Téléchat tool implements this
technique and has found a number of new concurrency bugs. Secondly, we
present the Mix testing technique, that tests the interoperability of compiler
mappings. The Atomic-mixer tool implements mix testing, has found a number
of new mizing bugs, and has been used to develop an Atomics Application
Binary interface with Arm’s engineers. Lastly, we deploy Téléchat in automated
testing, exposing the limits of current tools and models whilst exploring the
state of concurrency compilation correctness in the LLVM and GCC compiler

toolchains.
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Impact Statement

We summarise how the thesis has been, and could be, put to use inside and

outside of academia.

Conference Publications and Workshops: Our work has been published
in two international conferences. These are the IEEE/ACM Symposium on
Code Generation and Optimisation (CGO 2024) and the ACM Conference on
Systems, Programming, Languages and Applications (OOPSLA 2024). We also
presented at The Future of Weak Memory Workshop (POPL 2024), and the
Kent Concurrency Workshop 2024.

We outline several lines of inquiry for future work in Chapter 5 that could

motivate work on, for instance, scalable testing using models.

Testing Techniques, Tools, and a New Kind of Bug: We present two
techniques that find bugs in C/C++ compilers. The first technique compares
outcomes of executing concurrent programs under source and architecture
models, finding bugs when unexpected outcomes arise. This technique is
implemented in the Téléchat framework. Our approach is simpler than prior
work, and is amenable to testing as understood by engineers who are not
necessarily experts in concurrency. The second technique, known as mix testing,
finds bugs by mixing implementations of atomics. Mix testing is implemented
in the atomic-mixer tool. We identify a new class of bugs, coined mizing bugs,
that arise only when mixing mappings from source operations to assembly
sequences. John Wickerson kindly published a blog post on the topic:
https://johnwickerson.wordpress.com/2024/06/28/mix-testing-r

evealing-a-new-class-of-compiler-bugs/


https://johnwickerson.wordpress.com/2024/06/28/mix-testing-revealing-a-new-class-of-compiler-bugs/
https://johnwickerson.wordpress.com/2024/06/28/mix-testing-revealing-a-new-class-of-compiler-bugs/
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Mix testing is a general idea that could be applied in domains outside
of concurrency. Other groups are working on the interoperability problem as

summarised in Chapter 6.

Better Oracles: Testing under source and architecture models increases
the chances of observing bugs. By using models of the C/C++ language
standards and processor architectures, we gain oracles that closely follow
official specifications. Of course testing only shows the presence of bugs, but
the task of finding bugs up to fixed bounds is now more reliable.

Testing compilers under models of source and architecture specifications
brings together the fields of testing and formal modelling. We expect that
testing under specifications will become more important as the demands on
modern processors increases their complexity. Indeed, RISC-V maintainers [156],
Arm [6], and NVIDIA [103] have already developed formal models and used
them for testing. We contribute compiler testing under processor (CPU)
architecture models and expect there is work to be done on GPU compilation

testing in the future.

Another Angle on Testing: Mix testing exposes an uncomfortable truth.
Mix testing implies we cannot test atomics mappings in isolation, but rather by
strategically testing in the presence of exponentially many choices of mappings,
both now and as architectures evolve. This requires a new bug class definition,
practical methods to test interoperability, and specifications to bound the test
surface. To quote an informal remark from an academic: The OOPSLA work is
“One of those rare papers that opens your mind to a new bug class and therefore
the need for a new definition of what compilation correctness even means in
this setting”.

https://x.com/tobycmurray/status/1806679173454504251

We expect there is work to be done on further reducing the search space,

to make it feasible to deploy mix testing as part of continuous integration.

Tool Adoption: Our work was adopted and deployed by Arm’s compiler

teams. The Téléchat tool tests Arm’s open-source and commercial compilers.


https://x.com/tobycmurray/status/1806679173454504251
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Given we support models of most mainstream processors, one could straight-

forwardly deploy Téléchat in testing for other architectures too.

Bugs Discovered: We found 9 bugs in the LLVM and GCC compilers, which
have either been fixed, or are triaged for fixing by Arm’s engineers. This
compares favourably with the numbers of bugs found by prior work.
https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board
After assessing the limitations of today’s test generators in Chapter 5 we
conclude that more work is needed on concurrency test generation to catch

some corner cases in code generation we found manually.

Software Specification: We worked with Arm’s engineers to publish an
official Atomics Application Binary Interface (ABI) specification.
https://github.com/ARM-software/abi-aa/releases/tag/2024Q3
When we reported [50] a bug in the implementation of atomic structs, the
question arose of what other architecture ABIs say about atomics. Since there
were no official CPU atomics ABIs beyond what we contribute in this thesis,

one could develop ABIs for each CPU architecture in the future.

Curating Expertise: We fostered a cross-group team of compiler engineers
who now maintain the C/C++ atomics ABI for the Armv8 architecture, fix
concurrency bugs, and answer queries regarding the compilation of atomics. We
document our work in the form of internal presentations, wiki pages, artifacts,
and talks at the Arm Global Engineering Conference and the Arm Research

Summit.


https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board
https://github.com/ARM-software/abi-aa/releases/tag/2024Q3
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Chapter 1

Introduction

According to a February 2024 White House report [157], “up to 70 percent of
security vulnerabilities [...] are due to memory safety issues”. The cited source
of these issues [152] are unsafe C and C++ programs. Unsafe languages leave
memory management to the user, where any slip up can introduce bugs.

This thesis is concerned with testing C/C++ compilers for bugs. We
test LLVM and GCC for bugs introduced during the translation of concurrent
programs. Concurrent programs are temporal in nature, consisting of multiple
threads that observe memory accesses made by other threads, but not necessarily
in program order. As a compiler engineer at Arm, I was sitting at my desk one
day, wondering why we rarely tested the compilation of concurrent C/C++,
beyond rudimentary checks that the assembly code generated by compilers
remains unchanged between compiler revisions.

Like many simple questions, it turns out the answer is not straightforward.
As we shall see, modelling the semantics of concurrency is hard as processors can
exhibit many unintuitive behaviours as a result of implementing relazed memory
models. Worse still, just observing concurrent behaviour can be hard as certain
behaviours may only arise if specific conditions are met. It is unsurprising that
engineers, who are not necessarily concurrency experts, have largely left the
task of concurrency compilation testing to researchers.

In this chapter we motivate some problems (§1.1), provide the context of

this thesis (§1.2), and summarise our contributions (§1.3).
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1.1 Motivating The Problems

We focus on two problems. Firstly, we lack techniques that test concurrency
compilation from source to assembly and produce the same results every time.
Secondly, prior work had not considered the case of mixing atomic compiler
mappings, which can be done by the linker.

Our desire to test compilation from source to assembly arises from the
need to test Arm Compilers. Our use case is the compilation of concurrent
C/C++ to Armv8 assembly, where both the source and assembly can exhibit
multiple behaviours. All such behaviours must be observed if we are to catch
unexpected bugs. Such observations must be repeatable if we are to detect bugs,
or regressions, as they arise in the many compiler revisions made each day.
Our desire for a technique that gives the same results every time acknowledges
this fact, with a secondary benefit that such a technique may be deployed in
industry regression testing. Further, compilers for mobile applications optimise
programs at both compile-time and link-time to minimise the memory and
runtime footprint. Our desire to test mixing arises from the observation that
bugs may arise when combining programs using mappings with programs using
different mappings (that are otherwise self-consistent) at link time.

This thesis presents testing techniques that find concurrency bugs in
C/C++ compilers. We do so by leveraging relaxed memory models as parts of
compiler testing oracles. By using models to test source and compiled program
behaviour we gain techniques that can repeatedly detect bugs as they arise. We
implement these techniques in tools that find numerous bugs in the LLVM and
GCC compilers. These bugs have already been fixed or are triaged for fixing.
We test compilation from C/C++ to multiple architectures, showing that our
technique is not specific to Armv8, but is parametric in the models available.
We test the interoperability of mappings, finding new mixing bugs, and we
worked with Arm’s engineers to develop a specification that, if implemented,
outlaws such bugs from arising in the future. Lastly we deploy these techniques

in industry, finding gaps where models or tools can be improved.
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1.2 Some History on The Matter

Our work sits at the intersection of concurrency (§1.2.1), specification (§1.2.2),
and compiler correctness (§1.2.3). Each field has a rich history, and we do not

aim to cover it all, but instead focus on related works.

1.2.1 Concurrency and Relaxed Memory Models

In 1979, Lamport articulated a well-known early model [91] of concurrency
that informs this thesis. The Sequential Consistency (SC) model describes a
programmer’s view in the sense that developers have an intuitive understanding
of concurrency as an interleaving of multiple programs that access shared
memory. The SC model is defined in terms of relations between threads that
access shared memory. We illustrate the SC model in Figure 1.1.

Under SC, threads read and write to a single shared memory and the
sequence of accesses is called an execution. A program exhibits many SC
executions that are made by interleaving accesses in the program order specified
by each thread. Program order is the syntactic sequencing of instructions in
the program listing for each thread. In other words, the SC model constrains
executions to the interleavings that obey the stated program order. Executions
define the behaviour of the concurrent program in question under a model such
as SC. Formally, executions are modelled as graphs that are consistent with
the partial orders specified by the model [1]. There is a wealth of work on both
memory consistency models and SC [3, 78]. Both the C/C++ memory model

and processor memory models build on the SC model.

Concurrent Program Interleaving 1  Interleaving 2
PO P1 PO P1 PO P1
a a——¢

- P T

b +——d

Figure 1.1: Pseudocode consisting of two threads PO and P1, each with memory
accesses a;b and ¢;d in program order (po), respectively.



1.2. Some History on The Matter 25

A relaxed model is one where executions do not necessarily respect pro-
gram order [146]. SC is too restrictive to model the behaviour of modern
multiprocessors, whose executions do not necessarily respect program order [2].
Such executions can arise due to processor pipelining, out-of-order execution,
cache hierarchies, and many other reasons. We work with relaxed models.

There are two dominant formalisms for specifying relaxed models: opera-
tional and axiomatic semantics. Operational semantics define state transitions
over abstractions of machine or language components, including caches and
buffers [54, 22, 127]. Axiomatic models abstract the system entirely and
describe relations over executions. We use axiomatic models in this work.

In the last three decades, there was an explosion of architecture models.
These include models of IBM Power and Armv7 [7, 105, 135], Intel x86-TSO [143,
136, 105], Armv8 [22, 127, 6], MIPS and RISC-V [22] and many more. Each
model relaxes particular constraints as permitted by a given architecture.
Models are defined in terms of relations over the effects of executing assembly
instructions. For example, the Intel x86 Total Store Order (TSO) model [143]
relaxes store-to-load ordering, such that store instructions may be observed
after subsequent loads issued by the same thread.

Figure 1.2 shows the languages and compilers we test in the centre. A

C/C++ program is parsed and translated into LLVM or GCC’s internal

I1SO C/C++

IBM PowerPC «+—— LLVM or GCC ———— Armv7

/

Intel x86-64 RISC-V

MIPS Armv8 and many more. ..

Figure 1.2: The languages and compilers we work with. Nodes are the languages
and arrows are the steps where bugs may arise.
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representation, where mappings and optimisations are applied, then code
generators for each architecture produce the final assembly. At each stage bugs
may be introduced, and compiled programs may exhibit executions under the
architecture model, that do not have comparable executions in their source
program under the source model. Such executions may lead to an erroneous
final state, assuming the source model forbids that behaviour. We use models
of assembly languages to compute compiled program behaviour.

The C and C++ models are also relaxed. The C/C++ models have evolved
over time, as numerous authors have contributed to them including Boehm
and Adve [36], Batty [32, 31], and others [155, 90, 28, 85, 97]. The ISO C/C++
standards [80] define their models in terms of constraints on relations over
memory access events. There are also intermediate models that act as stepping
stones in soundness proofs between C and architecture models, for instance
the LLVM memory model [39], the intermediate [125] memory model (IMM),
and its axiomatic counterpart WeakestMO [40]. We use variants of the C/C++
models [90] to compute source program behaviours.

The compiler must implement the intent of the ISO C/C++ model in
terms of the available architecture instructions. These mappings from C/C++
statements to assembly sequences (mappings) must respect the constraints on
executions given by the C/C++ model. To assist in this endeavour, new
C/C++ models provide compilation schemes that present idealised mappings
from C/C++ atomic operations to assembly sequences. Schemes such as those
in Table 1.1 are unfortunately quickly outdated, since compilers implement

multiple mappings that are routinely revised.

Atomic Operation Assembly Sequence
load(loc,sc) LDAR W2, [loc]
MOV W2, #val
STLR W2, [loc]

store(loc,val,sc)

Table 1.1: Mappings from C/C++ to Armv8, from Lahav et al. [90].

We now turn to the second pillar of work upon which this thesis depends.
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1.2.2 Architecture and Language Specifications

Memory models began as part of language specifications. As such there is
a lot of prior work, and we do not attempt to be exhaustive. We focus on
efforts to make models executable as test oracles, the tools that compute the
behaviour of small programs called litmus tests, and tools for reasoning about
larger programs. To set the scene we first look at some work that reasons about
large programs before focusing in on the work closely related to this thesis.
Reid [131] presented Archex, a tool for running and reasoning about the
executable pseudocode (of the whole architecture, not just the memory model)
developed by Arm’s architects over the years. Armstrong et al. [22] incorpo-
rated this work into the Sail [23] project, which has a tool for reasoning about
pseudocode for Armv8, RISC-V, and CHERI-MIPS amongst others. Specify-
ing architectures required monumental efforts, but led to many publications
including on synthesising correct Verilog programs [132], formalising virtual
memory [147], and heap temporal safety of capability architectures [53].
There are similar tools for reasoning about large C and C++ programs.
Memarian et al. [114] presented the Cerberus tool, which enables reasoning
about C and has been used to study pointer provenance [113], a memory
object model [75], and for verifying hypervisors [128]. The CBMC [45] tool is
a model-checker for C that has been extended to compute the partial orders
(DPOR) of concurrent C programs [10]. Kokologiannakis and Vafeiadis have
made numerous improvements to the DPOR algorithm in the GenMC [89] tool,
which has been used to verify concurrency algorithms and libraries [88].
Work on specifying memory models happened in parallel. The C11 and
C++11 language standards introduced atomic operations and with them a
prose description of the C/C++ memory model. Likewise, the Arm Architec-
ture Reference Manual (Arm ARM) defines a prose model of the Arm AArch64
architecture in terms of relations over the effects of executing assembly in-
structions. The relations defined by each model differ, but both models define

axiomatic relations in some form. We use ezecutable variants of these models.
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Many works focused on making these models executable as test oracles.
The memevents [7] tool explored program behaviour under the x86-TSO and
Armv7 models as defined in the axiomatic style. Likewise ppcmem [136] and
ppcmem?2 tools (that later evolved into RMEM [137]) enable the exploration of
IBM Power and x86-CC program executions under operational models. The
RMEM [22, 137, 127] tool provided the means to explore program behaviours
under models of Armv8. In 2012, the cppmem tool [30] and its successor [34]
enabled exploration of concurrent C/C++. There are of course earlier tools,
such as TSOtool [76] and Nemos [163], but we focus on cppmem and RMEM as
they are close predecessors of tools we use in this thesis.

The RMEM and cppmem tools use litmus tests to explore model behaviour.
Litmus tests are small concurrent programs with a fixed initial state and a
predicate over the final states. Under axiomatic models, the threads of a
litmus test are run in parallel from their fixed initial state to produce a set of
executions. Those executions lead to one or more outcomes and the predicate
over the final state is used to query whether certain outcomes are observed.
Litmus tests are thus a blend of syntax and semantics that is used to test
whether a certain execution, and hence behaviour, is allowed. In this thesis we
test compilation from C/C++ litmus tests to assembly litmus tests. We use
tools to compute the behaviour of litmus tests.

The Isla [21], Dartagnan [126], and herd [17] tools simulate litmus test
behaviour under models encoded using the Cat [5] language. The Cat language
puts a syntax to memory models specified in the relational algebra style [17].
Lau [94] extended Cerberus to simulate concurrent C/C++ under Cat [5]
models and Batty et al. [28] extended the herd tool to model the concurrency
semantics of OpenCL. We use herd to simulate both C/C++ and assembly
litmus tests under executable models. We do so because it hosts models of
both C/C++, and the processor architectures that are targeted by compilers.
Our work can however be adapted to use tools that accept litmus tests and

Cat memory models, including Dartagnan, CerberusBMC, and herd.
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In order to simulate behaviour one must have tests. The diy [15] tool
generates litmus tests from specifications. Litmus tests are specified as cyclic
executions over the relations used by a memory model. The Memalloy [158] im-
proved on diy by framing the presence of cyclic executions as a constraint prob-
lem and using a solver to generate tests. The Litmustestgen and Kater [87]
tools built on this idea to generate suites of litmus tests. We use the diy tool
to generate C/C++ litmus tests.

The works outlined in this section treat simulators as oracles of program
behaviour. We will return to the oracle problem in the context of compiler

testing soon, but first we describe the third pillar that supports this thesis.

1.2.3 Compiler Correctness

The origins of compiler correctness are at least as far back as McCarthy and
Painter [111], and has been considered by many authors over the years of
which we mention only a few. In 1966, McCarthy and Painter [111] presented
a proof of correctness for a compiler of arithmetic expressions and memory
operations. In 1989, Moore [117] presented a verified compiler, whose correctness
is witnessed by observing the final state of the FM8502 processor after executing
a compiled program. Later, Leroy [98] presented the CompCert verified C
compiler, which is a verified implementation of C built on a notion of semantic
preservation between the source and compiled programs. While themes of
memory operations, observing architecture state, and semantic preservation
will recur in this thesis, we focus on the work that proceeds from CompCert.

Verified compilation aims to show that any behaviour of the compiled
program is also permitted by the source program semantics. A behaviour
is the result of executing a source program s from a given input ¢ (assum-
ing s terminates), defined as a set of assignments to shared and local data.
Concurrent programs can exhibit multiple executions, and so it is useful to
characterise concurrent program behaviours for the source and target as sets
(Bsrc or BarcH, respectively). A compiler is correct if the compiled pro-

gram behaviours, denoted using the set Barcm(comp(s)(i)), form a subset
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of the permitted source program behaviours, denoted Bgrc(s(i)). Of course,
source and compiled program behaviours are not directly comparable, since
source behaviours affect global and local variables (for instance { x=1, r0=2
}), and architecture behaviours affect machine registers and shared memory
locations ({ x=1, X0=2 }). We thus require a state mapping from compiled
to source program state, which is constructed from compiler metadata, repre-
sented as a function f: Biarcx — Bsrc. Correct compilation is then defined
Vs.Vi.f(Barcr (comp(s)(i))) € Bsro(s(i))-

In 2019, Ringer [133] surveyed verification tools, highlighting work in-
cluding CompCert [98] and Vellvm [164]. Sev¢ik developed a theory of sound
optimisations [140] with the idea being that if a compiled program exhibits an
execution, then the source program should also exhibit that execution. Sevéik
et al. [141] extended CompCert to CompCertTSO [141], which verifies the
compilation of concurrent C/C++ programs to x86 assembly programs that
follow the x86-TSO model. While we do not verify compilers, it is worth
noting that ideas from these works influenced the state of the art in testing
and translation validation. We focus on translation validation and testing.

Translation validation (TV) [124] is an alternative method of verification
that decouples the compiler from validation. TV complements a compiler with a
validator that checks a posteriori that the output of the compiler is correct [98].
Kasampalis [86] surveys TV works, identifying how equivalence is achieved by
verifying a generated proof script [124], symbolic evaluation [120], normalising
value graphs [154], or matching path conditions through execution graphs [41].
TV is useful whenever the validator is maintained outside the compiler code
base (say as a solver) or when it is critical that one particular program is
verified. For instance, Sewell et al. [145] verify the sel.4 kernel, and Lopes et
al. [101] conduct bounded translation validation using the LLVM intermediate
representation (IR). Chakraborty and Vafeiadis 2016 [41] extend Sevéik’s work
to TV, by matching the executions of concurrent LLVM IR programs before

and after optimisation using SMT solvers to enumerate states.
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Compiler testing only checks that the expected and actual output match,
given an input. The input in this case is a fixed program and initial state.
Chen et al. [42] survey compiler testing techniques that vary such inputs,
identifying differential and metamorphic testing. These techniques, spearheaded
by CSmith [162] and Orion [95], have found hundreds of sequential compiler
bugs to date. Lidbury et al. [99] and Donaldson et al. [52] test the compilation
of parallel GPU/OpenCL kernels, and graphics shaders but do not address
concurrency-related bugs [41]. In each case, techniques such as fuzzing [115],
slicing [77], and mutation [84, 122] are used to find bugs. Fuzzers or slicers apply
semantic-preserving transformations to modify or reduce a program. Morisset
et al. [118] adapt Sevéik’s work to testing by matching executions derived from
the architecture state of assembly programs, before and after optimisation.
Windsor et al. 2021 [160] test the compilation of concurrent C/C++ programs
by comparing final outcomes of source and compiled programs.

There is a wealth of work on ensuring source programs are correct [8, 134,
33], or improving performance by, for instance reducing caching [92]. We focus
solely on testing the compilation of concurrent C/C++ programs that use
atomic operations, rather than fixing or improving programs to begin with.

The test oracle problem [83, 82] affects all correctness efforts. The test
oracle problem is the challenge of “distinguishing the corresponding desired,
correct behaviour from potentially incorrect behaviour” [25] given an input to a
system. Using the correct compilation terminology, this means that a technique
must take care to compute B correctly, regardless of the choice of s and 1.

The work in §1.2.2 treats simulators as oracles of program behaviour B.
For compiler testing we need two such oracles. One for the source, or expected
program behaviour, and one for the compiled, or actual program behaviour. As
such a compiler testing oracle can be defined in two parts. The oracle 1) checks
if the behaviour of executing a compiled litmus test is 2) also a behaviour
of executing the source litmus test. When this does not hold we observe a

concurrency-related compiler bug.
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Prior work [118, 41, 160, 159] on compiler testing for concurrency differs
in how they instantiate the oracle. Prior work defines test behaviours as either
executions [118, 41] or outcomes [160, 159]. As such, the behaviour comparison
is either a sub-graph check [118, 41] or an outcome subset check [160, 159].
Additionally, these works differ in that they use either hardware execution [160,
159], or simulation under models [118, 41, 160, 159] (or both) to compute be-
haviours. We take the program behaviour to be the outcomes. This simplifying
assumption reduces the problem of bug finding from one of matching graphs
of executions to a simple subset check on the sets of allowed outcomes. We
compute program outcomes by simulating a litmus test before and after compi-
lation under relaxed models. This assumption pushes the the complexity of
observing all concurrent program behaviour into the simulator, so that testing
is reduced to a problem of test generation.

We now have everything we need to outline our contributions.

1.3 Contributions and Thesis Structure

Chapter 2, Foundations: This chapter provides the technical foundations
for the rest of the thesis, including concurrent programs, compiler testing, and

memory models. We also formalise our approach at the core of this thesis.

Chapter 3, and First Contribution (Observability): The state of the
art compiler testing [118, 160] and TV [41] tools for concurrent C/C++ do
not test compilation from source to assembly under models of both. One [160]
of the techniques depends on hardware execution, and one [41] does not test
compilation down to the assembly level. Hardware implementations may
omit behaviours allowed by the model. Even if the hardware implements the
behaviour, it may not exhibit it at runtime. Testing the IR, rather than the
assembly, will miss bugs in target dependent optimisations.

We contribute a compiler testing technique that parameterises testing
under source and architecture memory models to increase the likelihood of

observing the concurrency-related bugs introduced by the compiler. We develop
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the Téléchat compiler testing tool that implements this technique, and use it
to find a number of new compiler bugs, deploy automated compiler testing of
concurrent C/C++, and conduct a number of novel experiments on the GCC

and LLVM compilers.

Chapter 4, and Second Contribution (Interoperability): The question
of compositional correctness arises when combining binaries produced with mul-
tiple compilers. Compositional correctness is ensured with an application binary
interface (ABI), which specifies interoperable compiler mappings. Processor
designers publish many such ABIs, like the ABI for the Arm Architecture,
but the ABI of concurrent programs is relatively unexplored!. At the time of
writing, there are no official concurrency ABIs as far as we could tell. The lack
of published ABIs may be due to a lack of will to engage with the ABI definition
processes, or the desire not to diverge from a particular set of mappings once
they are established. Indeed, the state of the art testing techniques assume the
compiler is fixed such that the whole concurrent program is translated using
one set of mappings. Compiled programs, whose assembly is constructed from
multiple mappings, have not been tested.

We present mix testing: a new technique designed to find compiler bugs
when the instructions of a C/C++ litmus test are separately compiled and then
linked together. We have designed and implemented a tool, atomic-mixer,
which we have used to: (a) to reproduce an existing compiler bug that arises
when mixing mappings (a mizing bug), (b) to find previously-unknown mixing
bugs in LLVM and GCC, and (c) find one prospective mixing bug in mappings
proposed for the Java Virtual Machine. Lastly, we develop, jointly with
engineers at Arm, an atomics ABI for Armv8, and use atomic-mixer to

validate the LLVM and GCC compilers against it.

Chapter 5, and Third Contribution (Limitations): Since memory models
are part of larger specifications there are many language features that interact

with concurrency. Despite their effectiveness in the validation of concurrent

1Sewell [144] maintains a web page of mappings.
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programs, today’s models and simulators are limited in their practical applica-
bility since the models paired with the herd simulator are either unsound or
incomplete. Significant work was required to apply such models to the task
of finding concurrency-related compiler bugs. We report on our experience
deploying these models, emphasising cases where the models or herd misses
bugs, language features, and behaviours otherwise overlooked.

We found nine bugs and while this compares favourably with the number
of bugs found by prior work, it is perhaps less than one would expect from
a thesis on compiler testing. We test the limits of model implementations
using Téléchat. We explore examples including: a study on how concurrent
programs interact with sequential undefined behaviour, how they interact with
const-qualified atomic types, and a comparison of some C/C++ models to

assess their relative strengths with respect to a corpus of tests.

Chapter 6, Related Work: We compare our work with the state of the art

in compiler testing for concurrency, and other related works.

Chapter 7, Conclusions and Further Work: We summarise our contribu-

tions, explore their implications, and outline future lines of inquiry.

Artifacts and Experiment Results: We provide a number of artifacts to
reproduce the results in our work. Guides on how to access and use these

artifacts are included in the appendices.

Atomics ABI for the Armv8 Architecture: We provide a copy of the
C/C++ Atomics Application Binary Interface Standard for the Arm® 64-bit
Architecture we developed with our Arm colleagues. The document was released

as an official specification in the Q3 2024 release of the Arm ABI.
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Chapter 2

Foundations

In this chapter we describe concurrent programs (§2.1), memory models (§2.2),
tools (§2.3), and compiler testing (§2.4). We assume the reader is aware of

compilers, architectures, and concurrency, but is not necessarily an expert.

2.1 Program Syntax and Semantics

We first describe the syntax and semantics of the concurrent programs we use.

2.1.1 Concurrent Program Syntax

We define two families of languages for the source and target domains. FEach
family differs to account for the syntax of C, C++ and Armv8, RISC-V and so
on, but all languages represent concurrent programs. The first family of high-
level C-like languages represents the source languages of the compilers under
test. Source programs consist of statements including assignments, control
flow, and the sequencing of expressions that read or write to local or shared
variables. The second family describes assembly-like languages that represent
compiler target languages. Assembly programs break expressions (and hence
statements) down into sequences of instructions with explicit control flow.
Assembly instructions differ from source expressions in that they read and write
to either local registers or memory locations rather than variables.

We first define the syntax of a simplified C-like language. We assume
the reader is familiar with the C or C++ languages whose syntax mirrors the

syntax described below. As such we do not provide a full grammar of C-like
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statements but rather focus on the syntax used in this thesis. Variables are
defined as an infinite set of distinct locations including shared variables (x, y,
z, ...) and local variables (r0, r1, r2, ...). Likewise, values are defined as an
infinite set of constants. Local variables are lexically scoped to their enclosing
thread whereas shared variables are globally visible. Expressions are built from
variables, values, operations, and so on, ... Statements are either assignments,
compound statements, function calls, or read-modify-write statements. Com-
pound statements include sequences, control-flow, and iterators, which contain
nested sequences of expressions and statements. A thread is then one or more

statements referred to by a unique thread ID (PO, P1, P2,...).

Definition 2.1.1. Concurrent Program: A program is a set of threads and a
concurrent program P is a program where at least two distinct threads refer to
a common shared variable. Each thread of P is a statement! that has a unique

thread id. Figure 2.1 summarises the syntax.

Prog := Set(Thread) TID :={PO, P1, ...}
Thread := TID (O { Stmt = [type] Variable = Expr
Stmit | Cmp
} |  Variable rmw-op Expr
| Variable(Expr[, Expr])
Expr := Variable
| Value Cmp = Stmt; Stmt;
|  Variable bin-op Expr | if( Ezpr ) { Stmt }

| while ( Expr ) { Stmt}
Variable := { x, y, r0, rl, ... }
Value :={0, 1, 2, 3, ...} rmw-op ={+=, =, ... }
bin-op ={+, -, ...} and so on ...

Figure 2.1: We formalise concurrent programs as sets of threads. For a more
complete reference of C/C++ see, for example, Stroustrup [149].

Concurrent programs abstract idiomatic patterns of access to shared
memory found in production software. Our testing focuses on simple idiomatic

patterns of C/C++ and assembly code (of multiple architectures) for analysis.

IDefining the thread body as one statement implicitly encodes the AST structure of the
program via sequencing, control-flow, and other compound statements.
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PO O { // The "Producer"
*X = 1; // @ computes some message
xflag = 1; // b signals P1 that message is ready
}
P1 (O A // The "Consumer"
int r0 = xflag; // C checks for a ready flag
int rl = *x; // d before reading the new message
}

Figure 2.2: Message Passing Program.

Example 2.1.1. Consider the C program in Figure 2.2, which describes
the Message Passing (MP) idiom. Message passing describes a system of
communicating data between multiple threads. There are two threads PO and
P1, shared variables x and flag, and locals rO and r1. Each thread PO and P1
consists of sequences of stores and loads to x and flag, respectively. Thread PO
proceeds by a) writing to some shared location x b) setting a flag to indicate

x is ready to be read. In parallel, P1 ¢) reads the flag and then d) reads x.

We now describe the syntax of assembly-like languages, using A Arch64

assembly as a concrete instance.

A Arch64 assembly (A64) syntax: Arm assembly programs use a mix of
registers (WO, X0, Wi, ...) throughout this work. Likewise, constants use #.
The MOV, LDR, and STR instructions take a comma-separated list of registers as
input where the first register is typically the destination register into which
data is loaded, or the source register from which data is written. In either case

the address register in brackets [] holds the location of data being accessed.

Example 2.1.2. The Arm AArch64 assembly program in Figure 2.3 has two
threads (PO and P1) lined up in columns, where each column is a sequence of
A64 assembly instructions. Each column consists of sequences of MOV, LDR, and
STR instructions, which access shared locations x and flag stored in the local
X-registers on each thread. For tooling convenience reasons we use symbolic X
registers for each thread Pn containing location x (X/%Pn_x). Assembly programs
for other assembly languages have a similar shape but use a different instruction

syntax. We define the syntax of such assembly programs as they arise.
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PO | P1

MOV WO ,#1 | LDR Wi,[X%P1_flag]
STR WO, [X%PO_x] | LDR W3,[X%P1_x]
MOV W2 ,#1 |

STR W2, [X%PO0_flag] |

Figure 2.3: Arm Assembly MP program. For a more complete reference of AArch64
instructions, see Arm Limited [18].

2.1.2 Concurrent Program Semantics

The semantics of a program is defined in terms of events. An event is a tuple
(I:Alloc]=val) that characterises an access (A=R (a read), W (a write), or RMW
(a read-modify-write)) to a location (loc), with a particular value (val). Events
are also given labels (I=a, b,...). For example, the statement x=1 gives rise
to the event a:W[x]=1, which describes a write of value 1 to the location x.
Compound statements are described by sets of events.

Composing events can induce relations between them. Intuitively, some
events communicate through shared memory, influencing other events. Other
events simply arise in program order (po) in a given thread. Some events are
thus related. For instance, in the sequence x=1; r0=x the read event b:R[x]=1
of the statement rO=x reads from (rf) the write event a:W[x]=1 of the statement
x=1. Of course not all events are related, for instance in a parallel program
that consists of multiple threads where each thread accesses distinct memory.
An execution is thus a partial order over the events of a program. For tooling
convenience reasons, executions are bounded by fixed parameters on loop

unrolling, function calls, and recursion unless otherwise stated.

Definition 2.1.2. Ezecution [71]: Given a program P and the set of P’s
events £ ={ a, b, ¢, d } as derived from the semantics of the program, an

execution is a partial order (denoted for example abcd) over E.

A concurrent program may exhibit multiple executions owing to the non-
deterministic nature of executions involving unrelated events and the order in
which threads proceed. When a read event occurs before any write to the same

location in an execution, it reads from the initial state. A state is a function
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from local and shared variables to values. We define a convenient set-like
syntax { x=1, P0:r0=0 } to represent states. The syntax PO:r0 means the
local variable rO owned by thread PO. We drop thread identifiers (PO) when
the variable r0 is clear from the context of its use. An initial state is a special
state that declares and initialises variables as a set of write events to complete

reads-from. By convention, we zero-initialise locations that are not defined.

Example 2.1.3. Figure 2.4 shows four possible executions produced by running
Figure 2.2 given the initial state { x=0, flag=0 }. The execution cdab arises
when running P1 followed by PO. The execution dabc arises if P1 reads x first,

then runs PO, followed finally by a late read of flag on P1.

Thread 0 Thread 1 Thread PO Thread P1 Ay
a: W[x]=1 c: Rflag]=0 a: W[x]=1 c: R[flag]=0
pi pi pﬂl N pﬂl
b: W[flag]=1 d: R[x]=0 b: W[flag]=1 d: R[x]=1
cdab cabd
Thread 0 Thread 1 Thread PO Thread P1
a: W[x]=1 c: R[flag]=1 a: W[x]=1 c: RI[flag]=1
p £ p p el B
Gl tf Gl 1 / 1 Ay.
b: W[flag]=1 d: R[x]=1 b: W[flag]=1 d: R[x]=0
abcd dabc

Figure 2.4: Message Passing Executions. For now fr is undefined.

The state of the program at the end of an execution is known as an outcome
of execution (outcome). A program that exhibits multiple executions beginning

from some fixed initial state may also exhibit multiple distinct outcomes.

Definition 2.1.3. Outcome [71]: Given a concurrent program s and fixed
initial state 7, an outcome is a final state reached by an execution of s(7).
Outcomes are states expressed as assignments to shared memory locations (e.g.

{ y=2 }) and thread-local data (e.g. { P1:r0=1 }) to values.
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Example 2.1.4. Consider Figure 2.2 once more. Given the initial state {
x=0, flag=0 }, we execute PO and P1 in parallel, and get back an outcome. If
the outcome { P1:r0=1, P1:r1=0 } arises, then there is an execution (dabc)
where the location x is read before the flag is set. In other words, thread
P1 has read the old value 0 from the initial state of x. This outcome may be
undesirable, but at this point we make no statement about which outcomes

are allowed.

Example 2.1.5. Consider Figure 2.5, which shows the outcomes of executing
Figure 2.2 from the initial state { x=0, flag=0 }. The outcome { P1:r0=1,

P1:r1=0 } is marked with !! to indicate a late read of flag.

{ P1:r0=0, P1:r1=0 }
{ P1:r0=0, P1:ri=1 }
11{ P1:r0=1, P1l:r1=0 }!!
{ P1:r0=1, P1l:r1=1 }

Figure 2.5: Message Passing Outcomes. Shared locations x and flag are always 1,
so MP checks the locals rO and r1 instead.

A program’s executions can also be unconstrained. So far we have seen
that related events can constrain the order and contents of events. For instance
the reads-from relation requires two events that have the same location and
value. A program may exhibit executions which have no such constraints. For
instance the C/C++ standards define [80] the notion of Undefined behaviour
(UB) which permits anything to happen. We consider the outcomes of a
program’s executions (unconstrained or otherwise) from some initial state to
be its behaviour B.

To summarise, given a concurrent program, we derive the semantics of
events from the expressions, statements, or instructions on each thread. We
then construct partial orders of those events to form executions. Connecting
those executions to a fixed initial state produces a set of outcomes. The set
of outcomes defines the program’s behaviour B. This holds regardless of the
choice of source or assembly language. The process of constructing executions

to produce a set of outcomes is known as shared memory concurrency.
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So far we have covered program syntax, initial states, executions, and
outcomes. We have made no judgement of whether a program’s behaviour is

interesting (good or bad) or observed at all. For this we use litmus tests.

2.1.3 Litmus Test Syntax and Semantics

A litmus test consists of an initial state, a program, and a predicate over the
final state. Litmus tests are used to ask if this program is run from the initial
state, do we observe a particular outcome? Following the conventions of the
state of the art, we use litmus tests in the following chapters for their concise
notation.

We define a predicate over the final state as a predicate logic formula with
an outermost universal (forall) or existential (exists) quantifier and an inner
propositional formula over states (P1:r0 = 1 /\ P1:rl = 0). The predicate
is a formula over final outcomes that uses standard connectives and grouping

rules for conjunction (/\), disjunction (\/), and negation (not (...)).

Definition 2.1.4. Litmus Test: A litmus test is a labelled record {init:/,
prog: P, pred:F}, where P is a program (named prog), I is a fixed initial
state for P (named init), and F is a final state predicate for P (pred).

We follow the convention of specifying exactly one initial state and using
predicates to check the reachability of ‘bad’ final states. Historically, litmus
tests were used to understand (and model) the concurrent behaviour of either
hardware, a programming language, or a system. The predicate over the final
state is typically used to test for forbidden or undesirable behaviour. For
instance, it is reasonable that a message passing system should forbid the read
of flag after x and the outcome { P1:r0=1, P1:r1=0 }. This notion of a
test can be easily conflated with our test for concurrency-related compiler bugs

later, but it is instructive to describe the precedent behind litmus tests.

Example 2.1.6. Figure 2.6 shows Figure 2.2 as a litmus test. The exists
clause in the predicate over the final states returns true if the specified final

state { P1:r0=1, P1:r1=0 } is reachable from the fixed initial state. We do
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PO O A{
*X
xflag

I
= e

P1 O A
int r0
int ri

*flag;
*X;

}

// Predicate over the final states
exists (P1:xr0 =1 /\ Pl:r1 = 0)

Figure 2.6: Message Passing Litmus Test.

not need predicates for compiler testing, but it is instructive to use them to
restrict focus onto potentially ‘buggy’ states introduced by the compiler. We

are now equipped to explore models of concurrent systems.

2.2 Memory Consistency Models

Figure 2.5 highlights that concurrent programs can exhibit multiple outcomes
that are unintuitive. We must address the test oracle problem, which broadly
covers the challenge of “distinguishing the corresponding desired, correct be-
haviour from potentially incorrect behaviour” [25] given an input to a system. A
number of questions follow, including what behaviour do we ezpect a system to
exhibit? and what behaviour does the system actually exhibit? These questions
are the purview of memory consistency models.

Models can help distinguish the right behaviours from wrong. Many out-
comes can be described by interleaving the events on each thread as they appear
in program order. However, multicore processors can execute the instructions
on each thread out-of-order. Such executions influence the execution of other
threads through shared memory and increase the possible behaviours a program
may exhibit. In light of such behaviours it is not trivial for an engineer who
is not necessarily a concurrency expert to determine whether a behaviour
is correct. Given our motivations stem from the desire to test concurrency

compilation for an engineering team, we use models as oracles in this thesis.
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A Memory Consistency Model (model) determines the allowed behaviour of
concurrent programs by constraining executions to filter out forbidden outcomes.
Both C/C++ and the various architectures have models that must be respected
by the compiler. Running a concurrent program s from a fixed initial state @
under a model M or a machine implementation of that model should produce
a set of outcomes allowed by M, denoted B = outcomes(s(i), M). Constraints
assert requirements on the relations, and while most models have different

relations, there are four relations that they all share.

Definition 2.2.1. Relations Between Events [142]

Program Order (£%): program order (po) is an irreflexive and transitive

total order on events with the same thread ID.

Reads-from (r—f>) reads-from (rf) relates writes and reads with the same

location and value where there is at most one rf edge for each read?.

(¢0) . . . oy
Coherence (—): coherence (co) is an irreflexive and transitive total order

over writes to the same address.

From-read: (f—r>) from-read (fr) is a derived relation that orders reads between

writes in coherence order.

More Derived Relations: The Cat [5] language derives more events and
relations (such as sm, fre, and coe) from the base relations po, rf, and co
where convenient. We will cover derived concepts as we need them. For now,
e annotations constrain relations so that their events are on different threads.
So fre, or from-read external means that an event reads from a write on a

different thread.

Example 2.2.1. Consider the executions in Figure 2.4. Execution cdab occurs
since ¢ 2% d and a 2> b, but also d I a Connecting cdab to the initial
state { x=0, flag=0 } gives rise to the final outcome { P1:r0=0, P1:r1=0

}. This execution effectively interleaves the events on each thread.

2We assume the initial state is a set of write events, simplifying this definition somewhat.
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In this thesis we use axiomatic models defined in the relational algebra
style [17]. Axiomatic models define and constrain relations over events. We
define constraints and models, and illustrate these ideas using Lamport’s [91]

model of Sequential Consistency (SC).

Definition 2.2.2. Constraint: A constraint is a predicate over relations. The
predicate asserts that relations are either acyclic, empty, or irreflexive.
Relations (sets of pairs) are composed using set theory union (1), intersection
(&), complement (~), difference (\), and sequencing (;) operators with lexical

scoping () rules. Constraints are named using the as construct.

Definition 2.2.3. Axiomatic Memory Model: Given a program s written
in a language SRC, a model Mgrc is a set of constraints that determines
whether an execution of s is allowed. An execution is consistent if the model’s
constraints (defined in terms of the relations po, rf, and co) hold. Models in

this style constrain the behaviour of s, leaving only the consistent executions.

Example 2.2.2. Figure 2.7 shows the SC model [107], expressed using the
Cat model language, and the outcomes of Figure 2.2 allowed by SC. The SC
model assumes there is a single coherent memory (sm) space and is known as
the interleaving model, which allows any execution whose events appear in
the order specified by each thread of execution. In other words, the SC model
forbids executions that do not respect program order. The cyclic execution
dabc, in Figure 2.4 and outcome { P1:r0=1, P1:r1=0 } are forbidden, since
they can only occur if the read of flag happens after the read of x, which

opposes the model’s acyclic sc constraint in Cat.

(* Atomic - we describe this later *)
empty rmw & (fre;coe) as atom { P1:r0=0, P1:r1=0 }
{ P1:r0=0, P1:ri1=1 }
{ P1:r0=1, Pl:ri=1 }

(* Sequential consistency *)
acyclic po | ((fr | rf | co);sm) as sc

Figure 2.7: (left) SC model, (right) outcomes of Figure 2.2 under SC.
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2.2.1 Architecture Memory Models

Unfortunately, the SC model is too restrictive to model modern multicore
processors. Most processors exhibit reordering behaviours due to design choices
made in the pursuit of performance and parallelism. These choices include
but are not limited to instruction pipelining, out-of-order execution, and using
multiple caches organised in memory hierarchies. Compiling and running
Figure 2.2 on such a machine would risk the undesirable outcome { P1:r0=1,
P1:r1=0 }. Multicore processors effectively relax the constraints of SC, leading

to Relaxed Memory Models (relaxed models). We illustrate these ideas using

the Arm assembly program in Figure 2.8.

Example 2.2.3. Figure 2.8 shows an Arm AArch64 (64-bit) assembly litmus
test, and its outcomes allowed by the official Arm AArch64 memory model
(AArch64 model) [19]. The statement *x = 1 from Figure 2.2 is compiled to
a move (MOV) instruction that puts 1 into the 32-bit register W0, and a store
(STR) instruction that writes the contents of WO to the location in the 64-bit
symbolic register X%P1_x (ie it writes to x). The statement int r0 = *flag

is compiled to a load (LDR) instruction, and the outcomes check the contents of

local registers W1 and W3 of P1.

Definition 2.2.4. Relazed Memory Model: A relaxed memory model (or
relaxed model) is a memory consistency model that relaxes the constraints of
the SC model [91]. Relaxations include the reordering of stores, loads, fences,

and read-modify-write operations on each thread.

{ *x = 0, *xflag = 0 }

PO | P1 { P1:W1=0, P1:W3=0 }
MOV WO,#l | LDR Wl,[X%Pl_flag] { Pl,w1=o 1,w3=1 }
STR WO, [X%PO_x] | LDR W3, [X%P1_x] oy ol
MOV W2, #1 | { P1:Wi=1, P1:W3=0 }
STR w2,[X%PO_f1ag] | { P12w1=1, 1:W3=1 }
exists (P1:Wi=1 /\ P1:W3=0)

Figure 2.8: (left) Arm Assembly MP litmus test (right) Outcomes allowed under
AArch64 model [19]. Note the model allows { P1:Wi=1, P1:W3=0 }.
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{ *x = 0, *flag = 0 }

PO |P1

MOV WO ,#1 ILDAR Wi, [X%P1_flag] 1 P1:W1=0, P1:W3=0 }
STLR WO, [X%PO_x] | LDAR W3, [X%P1_x] { P1:W1=0, P1:W3=1 }
MOV W2, #1 | { P1:wWwi1=1, P1:W3=1 }

STLR W2, [X%PO_flagll

exists (P1:Wi=1 /\ P1:W3=0)

Figure 2.9: (left) Arm Assembly MP litmus test with Release-Acquire Instructions
(right) Outcomes allowed under AArch64 model [19].

There are relaxed models of multiple languages including C/C++ [46, 26,
27, 90, 28, 31], Armv8 AArch64 [19, 127], Armv7 [11, 7], RISC-V [106], Intel
x86-64 [110, 136], MIPS [109], IBM PowerPC [108, 7, 135], NVIDIA PTX [103,
102], and more. Each language provides instructions furnished with special
ordering semantics that prevent the reordering of events. These instructions are
used to synchronize accesses to data, preventing for instance the undesirable

outcome { P1:Wi=1, P1:W3=0 }.

A Arch64 assembly semantics: Certain Arm assembly instructions exhibit
acquire or release semantics [20]. Load instructions with acquire semantics
ensure that all memory access events after the load are observed after executing
the load. Dually, store-release instructions ensure all access events before the
store are observed before executing the store. There are also fence instructions
(such as DMB ISH) that offer a stronger synchronisation method, and are used by
architectures where release-acquire instructions are insufficient. Lastly there are
instructions with more relaxed (such as LDAPR) or no ordering semantics (LDR,

MOV, or STR). We refer the reader to the Arm ARM [18] for more information.

Example 2.2.4. Consider Figure 2.9 that shows Figure 2.8, but using load-
acquire (LDAR) and store-release (STLR) instructions. These instructions pre-
vent the outcome { P1:Wi1=1, P1:W3=0 } when running the test under the
AArch64 model. Alternatively, placing a DMB ISH fence in between each pair

of LDR and STR instructions in Figure 2.8 prevents the outcome.

We now explore the source C/C++ memory models.
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Memory Order Parameter (abbrev.) | Meaning
memory_order_seq_cst (sc) SC semantics
memory_order_acquire (acq) acquire semantics per location
memory_order_release (rel) release semantics per location
memory_order_acq_rel (acq_rel) | acquire and release per location
(
(

memory_order_relaxed (rlx no ordering semantics
memory_order_consume (con consume semantics

~ ~—|

Table 2.1: Memory order parameters and abbreviations used throughout.

2.2.2 The C/C++ Memory Model

Not wanting to outlaw these commonplace behaviours, the C/C++ model is

also relaxed. We summarise C/C++ model features relevant to this thesis.

Atomic syntax: Since C11, C/C++ has supported the _Atomic-qualified
integer types (atomic_int) of various sizes or sign, and their associated
atomic operations. These operations include atomic_load_explicit (load),
atomic_store_explicit (store), and atomic_thread_fence (fence). Each
operation takes a memory order parameter that determines its ordering seman-

tics. Table 2.1 details the C11 memory order syntax and their semantics.

Atomic semantics: Atomicity ensures that an operation’s accesses execute to
completion without being interrupted by another thread. This means there are
no executions where a load or store can tear [55] and another thread interleaves
an access, leading to nonsense or partial data. Assembly instructions also
support atomicity typically by ensuring instructions are naturally aligned
whilst accessing normal memory (each language or architecture has its own
rules). Natural alignment ensures that data is loaded on a single cache line,
avoiding the need for two loads that could be interrupted. With these concepts
we can rewrite Figure 2.2 to use C/C++ atomic operations, finally outlawing

the outcome { P1:r0=1, P1l:r1=0 }.

Example 2.2.5. The MP litmus test in Figure 2.10 uses C/C++ atomic
operations. The types of x and flag are declared atomic in the initial state,
and atomic operations are used in the program. The atomic load operations

have acquire ordering semantics and the stores have release ordering semantics.
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{ atomic_int *x, *xflag = 0 }
PO O A{
store(x, 1, rel);
store(flag, 1, rel); { P1:10=0, P1:r1=0 }
> O { P1:10=0, P1:ri=1 }
int r0 = load(flag, acq); { P1:r0=1, Pl:ri=1 }
int rl = load(x, acq);
}
exists (P1:r0 =1 /\ Pl:r1 = 0)

Figure 2.10: (left) MP litmus test rewritten with C/C++ Atomic Operations.
(right) outcomes under C/C++ model.

The outcome { P1:r0=1, P1:r1=0 } is forbidden by the C/C++ model and

compiling this example (targeting "-march=armv8-a") leads to Figure 2.9.

Non-atomic semantics: Not all operations have ordering or atomicity guar-
antees. The C/C++ languages existed long before atomics were bolted on,
and regular operations such as those in Figure 2.2 are typically non-atomic.
Non-atomic operations have no ordering semantics (they can reorder) and no
atomicity semantics (they can tear). Non-atomics introduce a new form of
UB in concurrent contexts, called a data race (race). A data race can occur
if a concurrent program has two conflicting accesses to a location, where one
access is non-atomic, and neither access happens before the other [80]. Two
accesses conflict if one access is a write and the other is a read or write [80].
If a program exhibits any form of UB then the C/C++ language standards
provide no guarantees. In other words anything can occur during execution.
In practice, language implementations (the compiler) may emit assembly in-
struction counterparts to non-atomic operations, including plain LDR or STR

instructions. Concurrent programs are well-defined if they contain no UB.

Read-modify-write semantics: Lastly, there are atomic Read-modify-write
(RMW) operations. RMWs are statements that access data multiple times in
one event. Much like the non-atomic increment (x+=1), atomic RMW operations

may read x, optionally operate on them, and write back the resulting value.
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Unlike the increment operator, RMW operations have atomicity and ordering
semantics. Extra care must be taken when compiling atomic RMW operations.
The SC model, and every C/C++ model since, forbids any rmw event that
reads-from external (rfe) locations (writes from different threads) followed
by intervening externally coherent writes (coe), and the RMW’s write back.
The atom constraint in Figure 2.7 ensures that atomic RMW operations do not
tear. It is also worth noting that some architectures do not have atomic RMW
assembly instructions. Compilers implementing C/C++ RMW operations may
use sequences of instructions for such architectures. Competing threads may
interleave with such RMW sequences, and so proper checks and memory order

semantics must be implemented by the compiler to prevent reordering.

Example 2.2.6. Figure 2.11 shows an MP litmus test. Figure 2.11 is the same
as Figure 2.10 except it uses an atomic_fetch_sub_explicit (fetch_sub)
operation in place of the first load on P1. The fetch_sub reads flag, storing
the value into r0, then it subtracts the value 1 from the flag, and writes that
value back to memory. In this example the acquire-release semantics are used
to ensure flag is written before x on P1, and flag acts as a binary semaphore
on x. This means PO sets flag to indicate x is ready for accessing, and P1

loads and decrements flag, indicating it is about to read x.

{ atomic_int *x, *flag = 0 }

PO O A{
store(x, 1, rel);
store(flag, 1, rel);

+ { P1:10=0, P1:r1=0 }

P1 (O A . = el =
int r0 = fetch_sub(flag, 1, acq); { P1:10=0, Pl:ri=1 }
i (20 == 1) { { P1:r0=1, P1:r1=1 %}

int rl = load(x, acq);
}
}

exists (P1:r0 =1 /\ Pl:r1 = 0)

Figure 2.11: (left) MP litmus test rewritten with Atomic RMW Operations. (right)
outcomes under C/C++ model.
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This example does not forbid intervening writes to x. It is possible that
another thread may write to x after the successful read of flag, but before
the read of x on P1. A more realistic example might repeatedly poll on atomic
RMWs until ready to implement mutual exclusion algorithms that ensure safety

and fairness properties for concurrent programs.

We have now covered litmus test syntax, semantics, and the models that
constrain their behaviour. We now turn to the techniques that generate tests,

run tests on hardware, or simulate test behaviour under models.

2.3 Test Generation, Execution, and

Simulation

We summarise the tools used by the state of the art and direct the reader to

Chapter 6 where we survey recent works.

2.3.1 Litmus Test Generation

Litmus tests are either constructed manually, with a directed specification,
or by undirected exploration. Manually constructed tests typically require
concurrency experts to examine the system under test and create a test stimulus
to reproduce a behaviour. When a model exists, tests may be generated by
specifying executions that probe a model’s constraints. Such specifications
direct test generation down individual paths. We used the diy tool [15] to
generate numerous C/C++ and AArch64 assembly litmus tests in this chapter.
The diy tool takes a specification of a cyclic execution as input and produces
a litmus test checking whether that cycle is allowed. Litmus tests and their

predicates are generated using the algorithm in §4.6.1 of Alglave et al. [15].

Example 2.3.1. Consider Figure 2.12 that shows the execution dabc from
Figure 2.4 specified as a string. Feeding the string "PodWW Rfe PodRR Fre"
to diy generates the C/C++ litmus test in Figure 2.6. The string is a cyclic
MP specification, defined as an explicit sequence of reads and writes connected

by communicating relations between threads. Since this execution has a race
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Thread PO Thread P1
"PodWW Rfe PodRR Fre" defines dabc
PodWW: Two different writes (dWW) in 2>
pi ol pi o Rfe that reads-from external (Rfe) on P1
b: Witag] =1/ " R[x]=0/ PodRR: two different reads (dRR) in 2%
Fre: close the cycle to the write on PO

a: Wix]=1 c: Rlflag]=1

Figure 2.12: Generating the Figure 2.2 litmus test from a cyclic specification.

the program has UB. Cycles in UB-free executions are however forbidden
and may induce concurrency bugs if exhibited after compilation. For example,
to generate Figure 2.10, we specify: "PodWW Rel Rfe Acq PodRR Acq Fre
Rel", which adds acquire (Acq) and release (Rel) annotations to the edges
of the previous specification. This cycle is forbidden by the C/C++ model
and is a concurrency-related compiler bug (concurrency bug) if exhibited after

compilation.

2.3.2 Hardware Execution and Program Simulation

Litmus tests need to be run to observe their behaviours. The most straightfor-
ward execution strategy is to compile and run tests on hardware. Concurrent
programs must be run many times on a particular piece of hardware to collect

its behaviours. One of the state of the art tools uses hardware to this end.

Example 2.3.2. Table 2.2 which the outcomes of running Figure 2.9 on an
Apple M1 machine 100,000,000 times. Outcomes 1 and 3 are exhibited just under
50,000,000 times each, whereas outcome 2 arises just over 201,000 times. We
used the litmus tool [16] to collect these outcomes. The litmus tool takes an
assembly litmus test, embeds it in a test rig, runs it on the underlying machine,
and collects the resulting outcomes. Hardware executions are influenced by the
runtime state of the test environment including the hardware, the operating
system, and flags passed to the tools. As such hardware execution environments
must be stressed in order to increase the chances of observing all behaviour

implemented by that hardware.

Of course, C/C++ litmus tests cannot run directly on hardware. Such
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# | Outcome Frequency
1 | { P1:W1=0, P1:W3=0 } | 49,999,646
2 | { P1:W1=0, P1:W3=1 } | 201,469

3 | { P1:Wi=1, P1:W3=1 } | 49,798,885

Table 2.2: Frequency of outcomes when running Figure 2.9 on an Apple M1 machine
(8 cores, 8 GB memory), it takes around 17 seconds.

litmus tests must either be compiled and run, which precludes testing under the
C/C++ model, or they can be run in a simulator. A simulator takes a litmus
test and a memory model as input, computing the allowed outcomes of executing
that test under the model. Simulators may be designed for a particular model,
such as C/C++ or Arm AArch64, or they may be parameterised over models.
We use the herd simulator [17] to compute the executions and outcomes in
this thesis, and we highlight alternative tools in related work. Given a litmus

test s and model Mg the herd simulator proceeds as follows:
1. Parse the litmus test s and compute the set of events F.
2. Compute the base relations B (po, rf, and co) between the events in F.
3. Compute the derived relations D using B, as specified in Mg.

4. Compute the set of executions X using B and D when running s from

its fixed initial state.
5. Filter X according to the constraints specified by Mg.

6. Compute the set of outcomes Bg = outcomes(s(i),Mg) using the predi-

cate over the final state of s.

7. Print the outcomes and warnings if a program has concerning behaviour

such as data races.

Simulators are not subject to the test environment of the underlying
machine, but are slower as they lack hardware acceleration and are subject to

the complexity [38] of generating executions.
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In summary, when you have a model it can serve as the basis of specification,
simulation, and generation. When you do not have a model, or the model is

untrustworthy, you can use hardware execution to generate behaviours.

2.4 Compiler Testing

We focus on finding bugs that arise when compiling C/C++ programs to target
processor (CPU) architectures. While the principles below are general, we do
not test GPU compilation (see Chapter 6). In this thesis we test the clang/gcc
compilers used to invoke the LLVM/GCC toolchains. We input a syntactically
valid C/C++ concurrent program s, and a fixed initial state ¢ to a compiler

comp and observe its response. A compiler will:

Crash due to an internal compiler error, such as a segmentation fault.

Report a static error in the source program.

Produce an assembly program whose behaviour is unconstrained, because

the C/C++ source program has undefined-behaviour.

Produce an assembly program that must be checked for bad behaviour.

For concurrency compilation testing we require that every concurrent
behaviour exhibited by the compiled program must also be a behaviour exhibited
by the source program. If the compiled program behaviours are represented by
some set A and the source behaviours by some set S, then this requirement
is described by a subset: A C S. When this requirement does not hold (Z)
there is a concurrency-related compiler bug. Of course the compiled program
behaviours have a different type to source program behaviours, and so we also
require some state mapping function from the state in A to the state in S. With
these components we can formalise a concurrency test activity and concurrency

test oracle using the notation from Barr et al. [25].

Definition 2.4.1. Concurrency compilation test activity: Let s be a well-

defined concurrent source program, i be its fixed initial state, a = comp(s) be
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the compiled program produced by translating s with some compiler comp. Let
S be the set of concurrent behaviours exhibited by s when run from the initial
state ¢ and A be the set of concurrent behaviours exhibited by a when also run
from 7. Then a concurrency compilation test activity is given by the stimulus-
response pair and the testing requirement (s, a): [f(a) C s]. Repeating this
test activity for multiple source tests (a test suite) describes compiler testing

for concurrent programs.

Definition 2.4.2. Compiler testing oracle for concurrency is a partial function
from a concurrency compilation test activity sequence to true or false. If the
conjunction of all test activities in the sequence is true in the oracle’s test
environment, then testing under that sequence reveals no concurrency related
compiler bugs. The test environment computes the program behaviour before

and after compilation.

Prior work differs in behaviours, requirements, and the test oracle. Firstly,
prior work defines test behaviours as either executions [118, 41] or outcomes [160,
159]. Secondly, these works define the testing requirement in terms of a sub-
graph check [118, 41] or an outcome subset check [160, 159]. Thirdly, these works
use either hardware execution [160, 159], or simulation under models [118, 41,
160, 159] (or both) to compute behaviours. In this thesis we define behaviours
as outcomes that are compared using a subset check and produced by simulation

under source and target models. These concepts are at the heart of this thesis.

2.4.1 Our Approach to Finding Bugs

We are looking for behaviours in the form of either comp(s)(i) crashing at
runtime or exhibiting buggy program outcomes in a test environment. The
test environment is a simulator running a source or target memory model.
Our oracle compares the outcomes of running a litmus test before and after
compilation.

We test compilation from source languages to assembly languages under

memory models Mgrc and M grcom, respectively. A compiler bug arises if,
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for any syntactically valid source program s that does not exhibit undefined
behaviour in the source semantics, any outcome b € Barcpg of a compiled
program comp(s)(i) is not a outcome Bgrc of the source program s(i). Of
course we cannot directly compare Byromg with Bgro since Bgrco g represents
machine outcomes whereas Bgro represents source program outcomes. We
therefore require a state mapping function f : Barcm — Bsre from source
variables to target registers®, derived from the debug data emitted by the

compiler. We can now define a bug:

Definition 2.4.3. Concurrency-related compiler bug: Let s be a well-defined
concurrent source program, i be its fixed initial state, and f be a mapping
from machine to source states. Let Mggrc be the source model, and let
M rep be the architecture model. Let Bgro = outcomes(s(i), Mgrc) be
the set of allowed outcomes of s(i) with respect to the model Mgp¢, and let
Barcr = outcomes(comp(s)(i), M arcm) be the set of allowed outcomes of
comp(s)(i) with respect to the model M 4 ey after compilation with a compiler

comp. Then comp exhibits a concurrency bug if 3o € Barcn. f(0) € Bsre-

Definition 2.4.4. State mapping A state mapping is a projection from a

machine location to a source location denoted using a set notation: { a—b }.

Example 2.4.1. Consider Figure 2.13, which shows the outcomes of executing
an unspecified source program and its compiled counterpart, under source
and architecture models respectively. We use C/C++ and AArch64 outcomes
in this example but the principle is general. Given the state mapping f = {
P1:W1—P1:r0, P1:W3—P1:r1 } observe that the compiled program exhibits
the outcome { P1:Wi=1, P1:W3=0 }, for which there is no source counterpart,

indicating a bug in the compiler.

For each litmus test s in a test sequence S, our oracle for compiler testing

is defined by the procedure in Definition 2.4.5.

3which is a simplification of the relationship between source and target state, but is
sufficient for our needs.
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{ P1:r0=0, P1:r1=0 } { P1:W1=0, P1:W3=0 }

{ P1:r0=0, P1:r1=1 } { P1:W1=0, P1:W3=1 }
11{ P1:Wi=1, P1:W3=0 }!!

{ P1:r0=1, P1l:r1=1 } { P1:wW1=1, P1:W3=1 }

Figure 2.13: Illustration of a concurrency-related compiler bug.

Definition 2.4.5. QOur compiler testing oracle

1. Compute the expected behaviour Bgro = outcomes(s(i), Mggrc) using a

simulator.

2. Compute the actual behaviour Barcg = outcomes(comp(s)(i), MarcH)

also using a simulator.
3. Derive state mappings f from the compiler comp.
4. Return false if compiler bugs (Def. 2.4.3) are found.

Under multi-copy atomic models, concurrency bugs can arise due to reorder-
ing of events [24]. Indeed, almost* every concurrency bug report we know of is
an expression over test outcomes before and after compilation. New outcomes
arise due to the reordering of events on individual threads. Re-orderings occur
when either the compiler’s mappings are incorrect or compiler optimisations

re-order or modify assembly sequences, and hence events, on a thread.

2.4.2 Mappings from C/C++ to Assembly Sequences

C/C++ models may be equipped with compilation schemes. Compilation
schemes are idealised mappings from C/C++ atomic operations to assembly
sequences. Some [90, 28, 31] schemes are proven sound, such that if a compiler
were to implement them, they should not introduce concurrency bugs. Unfor-
tunately, compilers often step outside the domain of proof when new mappings
arise. The interoperability of multiple mappings has not been tested, as the
state of the art testing tools operate on a closed-world assumption [123], finding

bugs when whole programs are compiled under one atomics mapping.

4Non multi-copy atomic architectures such as Power can exhibit bugs that are not-solely
the result of thread-local effects.
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Definition 2.4.6. Mapping: A mapping is a function from a source language
statement, such as a C/C++ atomic operation, to an assembly sequence. We

use operation and statement interchangeably throughout this thesis.

Compiler Profiles: A compiler implements mappings under Compiler Profiles
(profiles). A compiler profile is a mapping from the triple (comp, arg, op) to
assembly sequences generated by compiler comp, for that atomic operation op,
using that command-line argument arg. Since a compiler may emit different
sequences based on the profile used, the compiler actually implements multiple

mappings for a given C/C++ operation.

Example 2.4.2. Consider Table 2.3 that shows some compiler profiles for load
acquire and store release atomics implemented in LLVM. Compiling a load
acquire using clang and targeting the Armv8-A architecture generates a LDAR
instruction, whereas targeting Armv8-A when the Release Consistency Processor
Consistency (RCPC) extension is enabled generates an LDAPR. The RCPC
extension introduces the LDAPR instruction, which has different semantics [153]
from LDAR. In this case the optimisation flag -03 is omitted as it has no effect.
It is possible to target other architectures using profiles for Armv7-A, RISC-V,
Intel x86-64, IBM PowerPC, and MIPS. GCC has a similar command-line

interface.
Atomic Operation Command Assembly Sequence
load(loc,acq) "clang -march=armv8" LDAR W2, [loc]

"clang -march=armv8+rcpc" | LDAPR W2, [loc]
MOV W2, #val
STLR W2, [loc]

store(loc,val,rel) | "clang -march=armv8"

Table 2.3: Some of LLVM’s acquire and release mappings from C/C++ to Armv8-A
and Armv8-A with the RCPC extension enabled.
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Chapter 3

Téléchat: Testing Using Models

In this chapter we address the problem of observability. The problem is, given a
concurrent C/C++ litmus test, can we observe concurrency bugs introduced by
the compiler under test? This is not a straightforward question to answer since
concurrent programs can exhibit multiple unintuitive behaviours. The state
of the art compiler testing techniques [118, 41, 160] have made good progress
in finding bugs under the C/C++ model by matching expected executions
or outcomes of litmus tests before and after compilation. In recent decades,
numerous architecture models have been developed and some, such as the
AArch64 model [19], have been ratified by processor companies. We develop
a technique that leverages both the source and architecture models in our
compiler testing oracle to find concurrency bugs in compilers.

We present the Téléchat automated testing framework for concurrent
C/C++ programs. The technique compiles the source C/C++ program ex-
pressed as a litmus test s, getting an assembly program represented as a litmus
test ¢; simulates s and ¢ under their respective source and architecture memory
models; and detects bugs if the assembly litmus test exhibits an outcome that is
not exhibited by the source test under the source model (after mapping machine
to source states). We implement the technique in the Téléchat toolchain and
used it to find a number of new concurrency bugs in LLVM and GCC. Some
of these bugs have been fixed and others are triaged for fixing by engineers.

Téléchat finds behaviours missed by other techniques on the same inputs. We
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conduct an extensive testing campaign of LLVM and GCC, generating over
9,000,000 tests targeting Arm, Intel, RISC-V, PowerPC, and MIPS.

The remainder of this chapter is structured as follows. §3.1 describes
the observability problem, §3.2 describes the technique, §3.3 describes the
Téléchat toolchain, §3.4 describes how we evaluate our work, and we end with

a discussion in §3.5.

3.1 The Observability Problem

We begin by describing the problem faced by concurrency compilation bug
finders. To detect bugs we must address the test oracle problem [83, 82]. The
test oracle problem is the challenge of “distinguishing the corresponding desired,
correct behaviour from potentially incorrect behaviour” [25] given an input to a
system. Since concurrent programs can exhibit multiple behaviours, we refine
the problem to a question of observability: given a litmus test and a compiler,
do we observe the correct sets of behaviours before and after the program has
been compiled? Answering this question is tricky, since concurrent programs

often exhibit unintuitive behaviours that require specific conditions to arise.

Example 3.1.1. Figure 3.1 shows a C/C++ MP litmus test and an AArch64
assembly test. The outcome { P1:W8=0, y=2 } checked by the exists pred-
icate should be forbidden in both cases. The assembly test is produced by
compiling the source test using "clang -march=armv8.2-a -03". These tests
expose a concurrency bug, as the compiled test exhibits an outcome not ex-
hibited by the source, under the C/C++ model [80] and AArch64 model [19],
respectively. The SWP instruction reads from the location y using the address
stored in the register X,P1_y and writes the contents of W9 back to y. Normally,
The value read from y is stored in the register WZR, however WZR is a read-only
register, and so no data is stored. The write back to y has release (L) semantics.
The DMB ISHLD instruction is a memory barrier that ensures all loads prior
to the barrier complete before any subsequent memory accesses occur. The

outcome { P1:W8=0, y=2 } arises since the effects of executing the SWPL may
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Message Passing Example

C/C++ Litmus Test C/C++ Outcomes

{ *xx = 0, *y = 0 }
PO O A
store(x,1,rlx);
fence(rel);
store(y,1,rlx); { P1:xr0=0, y=1 }
} . —3 —3
P1 O | { P1.r0_1, y_l }
exchange (y,2,rel); { P1:r0=1, y=2 }
fence (acq);
int r0 = load(x,rlx);
}
exists (P1:r0=0 /\ y=2)
Assembly Litmus Test AArch64 Outcomes
{ *xx = 0, *y = 0 }
PO |P1 { P1:wW8=0, y=1 }
MOV W9, #1 | MOV W9 ,#2 11{ P1:W8=0 y=2 i
STR W9, [X%PO_x]|SWPL W9,WZR,[X%P1_y] 1: _1’ -1 .
DMB ISH |DMB ISHLD { Pl:w8=1, y=1}
STR W9, [X%PO_y1|LDR W8, [X%P1_x] { P1:w8=1, y=2 }
exists (P1:W8=0 /\ y=2)

Figure 3.1: (Top) MP litmus test that induces the bug [60] in the test (bottom)
after compilation using LLVM.

be reordered past the effects of DMB ISHLD and LDR on P1. The reordering
is allowed because C/C++ atomic_exchange_explicit (exchange) maps to
the SWPL instruction, but the Arm Architecture Reference Manual [18] states
that “instructions where the destination register is WZR or XZR, are not regarded
as doing a read for the purpose of a DMB ISHLD barrier”. The LLVM dead
register definitions (DRD) pass [100] rewrote the destination register of the
SWPL instruction to be WZR, since the result of reading y was not used in the
source program. The fix, as implemented following our bug report, is to prohibit

the DRD pass from zeroing out the destination register of SWP* instructions.

Unfortunately, prior testing techniques may not observe these behaviours.

The state of the art tools either rely on hardware [160], or do not test compilation
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down to the assembly [41]. This is problematic in two ways. Firstly, Table 2.2
of the previous chapter shows that hardware executions give a probabilistic
chance of observing a given outcome. While probabilistic methods [160] are
effective [162] in finding bugs, it is possible that repeating the same test
run twice will produce different sets of outcomes in a concurrent context.
This assumes that the underlying hardware implements the behaviour at all.
Secondly, techniques that do not test compilation down to assembly will miss
bugs in target dependent optimisations, such as the DRD pass. By testing
using models of the architecturally allowed envelope of all conforming hardware,
we sidestep these issues.

We present the Téléchat compiler testing technique, which finds bugs when
an outcome of a compiled litmus test under its architecture model is not an
outcome of the source test under its source model. We implement this technique
in the Téléchat toolchain. By using the herd simulator and diy test generator,
Téléchat finds bugs automatically. By testing under executable models of both
the source and target languages, Téléchat covers compilation from the source to
assembly. We use Téléchat to conduct a range of experiments and a campaign
of compiler testing. In doing so we uncover a number of new, developer-
confirmed compiler bugs. One such bug is in Figure 3.1. We contribute
experimental evidence that suggests Téléchat finds behaviours missed by the
state of the art on the same inputs. Since we parameterise testing over both
source and target models we can test compilation targeting Armv8, Armv?7,
Intel, RISC-V, PowerPC, and MIPS. By testing compilation under these models
we achieve test coverage of over 9,000,000 tests, which is the most extensive
concurrency compilation testing campaign as far as we know. We depend on
model correctness, and so we compare test results under numerous source and

architecture models, finding a bug in an unofficial model of Armv7.

3.2 The Téléchat Technique

We present the Téléchat technique in Figure 3.2, which proceeds as follows:
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1. generate* 2. Téléchat
entry ] c

3. sim(c, MarcoH)*

3.sim(s, Mgpo)* outcomes(c, M grcH)

4.state mappings f

outcomes(s, Mggc) < = outcomes' (¢, M arcH)

Figure 3.2: The Téléchat tool and prior work (marked ).

1. Generate a concurrent C/C++ litmus test s.

2. Given a compiler profile comp, Téléchat prepares s for compilation, com-
piles it using comp, disassembles comp(s), and returns an assembly litmus

test ¢ and state mappings f (from assembly to source program states).

3. Simulate s under a C/C++ model, get the set outcomes(s, Mgrc), sim-

ulate ¢ under its architecture model, get the set outcomes(c, M agrc).
4. Apply f to outcomes(c, Marcn), get the set outcomes'(c, Marcn)-

5. If outcomes’ (¢, M arcr) € outcomes(s, Mggc), then there is a bug.

The technique straightforwardly implements Def. 2.4.3 from the previous
chapter. Téléchat enables automatic testing from source to assembly by com-
pleting the graph in Figure 3.2. We extend the diy [15] test generator, the
herd [17] simulator, and mcompare [12] outcome comparison tools to make
this possible. This technique had not been automated before, since neither
the models nor the tools were mature enough to be used in this way. The
litmus [16] tool can also compile C/C++ litmus tests, and additionally run
them on hardware. The Téléchat toolchain differs in that litmus embeds the
program in a test rig that is repeatedly run on hardware to increase the chances
of observing all outcomes, whereas Téléchat needs no such skeleton as the sim-
ulator takes on the responsibility of computing executions. We thus instantiate
our compiler testing oracle (Def. 2.4.5) with herd and its implementation of

the models in question.
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3.3 The Téléchat Toolchain

We describe the Téléchat toolchain and challenges faced during development.

We use the running example to illustrate how each stage of the toolchain works.

3.3.1 Téléchat Tool Implementation

The Téléchat toolchain consists of 12¢, ¢2s, and s21. By passing files along at
each step, we can customise the input parameters for the target architecture,

compiler, and so on. Step 2 (Téléchat) of Figure 3.2 proceeds as follows:

1. Input: A C/C++ litmus test s and a compiler profile comp. Tests must

use the .litmus test format.

2. The litmus2c (12c) tool prepares s for compilation, returning a program

s’. Since C/C++ litmus tests are typically simplified programs often
lacking required components, such as a main function, function return
types, and pthread invocations of the threads in question, we add these

features to the program so that it can be compiled either as a library

(without main) or as an executable, both with or without POSIX threads.

3. The c2assembly (c2s) tool compiles s’ with ELF relocations (requires
flags —c -g) and disassembles the object file. c2s returns an assembly file
o and state mappings f as derived from the compiler emitted metadata

and symbol table information.

4. The assembly2litmus (s21) tool parses o and constructs an optimised

assembly litmus test ¢. This test is also in the .1itmus format.

5. Output: Pass s and c¢ to herd for simulation under source and architecture
models (step 3 of Figure 3.2). Pass f to mcompare (step 4) to project
machine outcomes onto source outcomes so that a comparison can be

made (step 5).

Example 3.3.1. Figure 3.3 shows the C program output by 12c, given the
C/C++ litmus test in Figure 3.1 as input.
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/* the Telechat toolsuite

/ *

/* Luke Geeson, University College London, UK.

/ *

/* This C source is a product of 12c and includes source
/* that is governed by the CeCILL-B license.

/ *

//

// Generated with:

// 12c bug.litmus

//

// C test

//

// { *x = 0; *xy = 0; }

#ifndef __cplusplus
#include <stdatomic.h>
#include <stddef .h>
#include <stdint.h>
#else

#include <atomic>
using namespace std;
#endif

// globals
int* P1_rO0;
_Atomic intx* x;
_Atomic int* y;

// Test body

void PO() {
atomic_store_explicit(x,1,memory_order_relaxed);
atomic_thread_fence (memory_order_release);
atomic_store_explicit(y,1,memory_order_relaxed);

}

void P1() {
int r0;
atomic_exchange_explicit(y,2,memory_order_release);
atomic_thread_fence (memory_order_acquire);
r0 = atomic_load_explicit(x,memory_order_relaxed);
*P1_r0 = r0;

}

// exists (P1:r0=0 /\ y=2)

/**********************************************************/

*/
*/
*/
*/
*/
*/
*/

/**********************************************************/

Figure 3.3: The output of 12¢, given Figure 3.1 as input.

Figure 3.4 shows the AArch64 assembly program output by c2s, given

Figure 3.3 as input. This program is represented using the FEzxecutable and

Linkable Format (ELF). ELF files lay out the assembly for each function in
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segments within the .text section. Each assembly instruction is prefixed by
its address, and certain instructions are followed by R_AARCH64_* relocations.
Relocations provide metadata for the linker to resolve numeric addresses with
symbolic locations. In this case the ADRP instruction at address 0 in PO computes

the address of x and stores it in the register X8.

file format elf64-littleaarch64

Disassembly of section .text:
0000000000000000 <PO>:

0: adrp x8, 0x0 <PO>
0000000000000000: R_AARCH64_ADR_PREL_PG_HI21 x
4: mov w9, #1
8: adrp x10, 0x0 <P0O+0x8>
0000000000000008: R_AARCH64_ADR_PREL_PG_HI21 y
c: ldr x8, [x8, #0]
000000000000000c: R_AARCH64_LDST64_ABS_L0O12_NC x
10: str w9, [x8, #0]
14: dmb ish
18: ldr x8, [x10, #0]
0000000000000018: R_AARCH64_LDST64_ABS_L012_NC y
lc: str w9, [x8, #0]
20: ret x30

0000000000000024 <P1>:

24: adrp x8, 0x0 <P1>
0000000000000024: R_AARCH64_ADR_PREL_PG_HI21 y
28: mov w9, #2
2c: adrp x10, 0x0 <P1+0x8>
000000000000002c: R_AARCH64_ADR_PREL_PG_HI21 x
30: ldr x8, [x8, #0]
0000000000000030: R_AARCH64_LDST64_ABS_L012_NC y
34: swpl w9, wzr, [x8]
38: adrp x9, 0x0 <P1+0x14>
0000000000000038: R_AARCH64_ADR_PREL_PG_HI21 P1_r0
3c: dmb ishld
40: ldr x8, [x10, #0]
0000000000000040: R_AARCH64_LDST64_ABS_LO12_NC x
44 ldr w8, [x8, #0]
48: ldr x9, [x9, #0]
0000000000000048: R_AARCH64_LDST64_ABS_L012_NC P1_rO
4c: str w8, [x9, #0]
50: ret x30

Figure 3.4: The output of c2s, given Figure 3.3 as input.

Figure 3.5 shows the output of 21, given Figure 3.4 as input. Figure 3.5
shows the AArch64 litmus test that has three major changes. Firstly, the
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program no longer features ADRP; LDR sequences, instead the initial state
declares symbolic registers Pn_x=x for each location x and thread n. Secondly,
the relevant instructions use symbolic registers directly (e.g. SWPL W9, WZR,
[X%P1_y]. Lastly, the final state predicate replaces locals P1:r0 with globals
P1_r0 where local state is stored. We justify these changes in the following

sections. Before we do, we detail how compilers and mappings are represented.

AArch64 test

{ *x=0; *y=0; P1_r0=0;
uint64_t .bss[3]={x,y,P1_r0};
uint64_t %PO_x=x; uint64_t %PO_y=y;
uint64_t %P1_r0=P1_r0;
uint64_t %P1_x=x; uint64_t %Pl_y=y }

(**********************************************************)

(* the Telechat toolsuite *)
(* *)
(* Luke Geeson, University College London, UK. *)
C* *)
(¥ This Assembly is a product of s21 and includes source %)
(x that is governed by the CeCILL-B license. *)
(* *)
(* Further this toolchain uses compiler toolchains and is *)
(* subject to license requirements of those toolchains *)
C* *)
(* Compiler: *)
(¥ clang -c -g -03 -march=armv8.2-a -pthread --std=cl1l *)
(* *)
(¥ Disassembler: *)
(* objdump -Dr --disassemble --section=.text [...] *)
C* *)
(¥ Generated with: *)
(¥ s21 -jsonfile profiles.json -profile \
1lvm-03-AArch64-8.2 bug.litmus -no-compress -save-temps*)
C* *)
(% 5k ok ok ok ok ok ok ok ok ok oK ok ok oK oK 3K oK oK oK oK oK K oK oK K oK oK K oK ok K oK ok K ok ok K ok ok K ok ok K ok ok ok ok ok K ok ok K oK ok K ok k)
PO | P1 ;
MOV W9 ,#1 | MOV W9 ,#2 ;
STR W9, [X%PO_x1 | SWPL W9, WZR,[X%P1_yl;
DMB ISH | DMB ISHLD s
STR W9, [X%PO_y]l | LDR W8, [X%P1_x] ;
RET X30 I STR W8, [X%P1_r0] ;
I

RET X30 ;

exists (P1_r0=0 /\ y=2)

Figure 3.5: The output of s21, given Figure 3.4 as input.
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Figure 3.6 shows the compiler profile and state mappings, both stored
as JSON files. The profiles file contains one or more compiler profiles used
to translate a C/C++ program, disassemble it, and parse metadata from the
ELF file. The mappings file contains mappings from target to source locations,
including their locations in the .bss section of the ELF file. To reproduce
similar tests, please see the artifact in Appendix A. This bug has been fixed in
compilers that ship with systems including MacOS — you may not observe it

outside of the artifact environment.

{
"comment": "Comment summarises profiles in this file",
"profiles": [
{
"comment":"clang/1lld/gnu-objdump",
"name":"1llvm-03-AArch64-8.2",
"comp":"clang",
"arch":"AArch64",
"cmp-args":"-c -g -03 -march=armv8.2-a -pthread \
--std=c11 [...]1",
"dis-tgt": "objdump",
"dis-args": "-Dr --disassemble --section=.text \
-Mno-aliases --no-show-raw-insn",
"sym-tgt": "objdump",
"sym-args": "-t",
"model":"aarch64.cat"
3,
]
}
L
{
"bug": {
"mappings": [
{ "P1_r0": "P1:xr0" },
{ "y": "y }
1,
"sections": [
{ "PO": ".text" 1,
{ "x": ".bss" },
{ "y": ".bss" 1,
{ "P1": ".text" 1,
{ "P1_r0": ".bss" }
]
¥
}
]

Figure 3.6: The compiler profile and state mappings.
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3.3.2 Challenges Faced During Implementation

In implementing the Téléchat toolchain we faced two major implementation
challenges: representing compiled programs and supporting compiled programs.
Compiled programs are binary files. Litmus tests are symbolic programs.
Representing compiled programs as litmus tests is not a direct conversion, since
addresses can be computed from numbers (such as the base address of a .bss
section in an ELF file), which can be manipulated with arithmetic instructions.
For example, in Figure 3.4, the ADRP instruction computes the PC-relative
address of x, stores the result in register X8, and then the LDR at address Oxc
loads the pointer to the address from the register X8, adds the offset #0, and
stores the address back in X8. A linker may change all numeric addresses above,
all instructions concerning numeric addresses, and will remove all metadata
including symbolic locations. Litmus tests on the other hand represent memory
locations as symbolic variables x that have no memory layout constraints.
Our first attempt at representing compiled programs involved formalising
the semantics of numeric addresses, which requires changing the memory access
semantics of herd to support both numeric and symbolic addresses. This did
not change the semantics of existing symbolic programs, but it was not accepted
by code reviewers since it changed the paradigm of litmus tests. Instead, we
use DWARF metadata and symbol table information to map numeric addresses
to symbolic locations. We use the ‘compile-only’ (-c) flag in LLVM and GCC,
which emits assembly programs with symbolic locations intact, that is before
the linker has applied memory layout, numeric address translation, and link-
time optimisations'. We replace ADRP with instructions that access a symbolic
location Pn_x directly. As such the tests that Téléchat generates today, and
herd accepts, are as accurate as the compiler metadata, but do not represent
programs exactly as they appear in ELF files. This is fine for programs that use
virtual memory, but may not support embedded applications where memory

layout constraints map directly onto hardware.

I'Running the assembly litmus tests in all experiments in this thesis produce the same
outcomes using our numeric address patch or with the symbolic mode of herd.
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Developing Téléchat required significant improvements to the herd tool-
suite [12]. Improvements included formalising the semantics of, and implement-
ing, many new instructions, developing new data vector types, and generally
improving the existing tools. Adding new instructions took the most time, as
herd requires that the semantics of instructions are manually specified. We
implemented many new instructions for Armv8, Armv7, Intel x86-64, RISC-V,
MIPS, and IBM PowerPC architectures. We found that the semantics of many
existing instructions had changed over the years, and so we added a regression
suite for the herd tool-suite itself. Compiled programs often store data together,
which required us to implement a vector datatype in herd to model memory
layout and store pair instructions that span contiguous locations. Our vector
work was then used as the basis of multiple projects modelling the NEON [13]
and SVE [14] extensions of the Arm architecture. Lastly, we added state
mapping support to the mcompare tool, which enabled us to compare outcomes

of tests of different languages.

3.4 Evaluation

We evaluated Téléchat by conducting experiments using multiple compilers.
Our results suggest Téléchat improves on the state of the art as we found
numerous bugs and behaviours missed by prior work when run on the same

inputs.

3.4.1 Comparing Téléchat Against c4

Téléchat was developed at the same time as c4 [160, 159, 93], but neither group
was aware of the others’ work. Both tools use the herd tool-suite [12], but
Téléchat relies on simulation only whereas c4 relies on hardware executions to
collect assembly outcomes. To compare these tools, we compare the results of
passing the same 89 tests as input to each tool. The results in this case are
litmus test outcomes before and after compilation. We found that Téléchat

finds outcomes that c4 does not observe on the same input tests.
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Example 3.4.1. Figure 3.7 shows a Load Buffering (LB) litmus test and its
outcomes allowed by the RC11 model [46]. We compile Figure 3.7 (top) using
Téléchat and "clang -03" to get the Arm AArch64 litmus test in Figure 3.7
(bottom). Observe that the outcome { PO:r0=1, P1:r0=1 } in the exists
clause is forbidden by the RC11 model, but its compiled counterpart is exhibited
by the compiled program. Windsor et al. state [159] that c4 missed this compiled
program outcome when executing the test on a Raspberry Pi. We elaborate
below on why hardware may not exhibit such outcomes. We observe the
outcome when running the Téléchat-generated test using herd. To be clear,
this is not a compiler bug, since ISO C/C++ explicitly permits load buffering

— observing the compiled program behaviour is the focus.

Load Buffering Example
C/C++ Litmus Test RC11 Outcomes

{ atomic_int *x, *y = 0 }

PO O {
int rO = load(x,rlx);
fence(rlx);
store(y,1,rlx);

}

P1 O {
int r0 = load(y,rlx);
fence(rlx);
store(x,1,rlx);

}

{ P1:r0=0, P1:r0=0 }
{ P1:r0=0, P1:r0=1 }
{ P1:r0=1, P1:r0=0 }

exists (PO:r0=1 /\ P1:r0=1)
AArch64 Litmus Test AArch64 Outcomes

{x, y=013%

PO | P1 { P0:X0=0, P1:X0=0 }
MOV X1, #1 MOV X1, #1 { P0:X0=0, P1:X0=1 }
LDR X0, [X%PO_x]|LDR X0, [X%P1_y] { P0:X0=1, P1:X0=0 }
STR X1, [X%PO_yl|STR X1, [X%P1_x] 11{ P0:X0=1, P1:X0=1 }!!

exists (P0:X0=0 /\ P1:X0 = 0)

Figure 3.7: RC11 forbids { P0O:r0=1, P1:r0=1 } but numerous compiled pro-
grams exhibit it under their respective architecture models.
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It is well known that many (though not all?) implementations of the Arm
architecture do not exhibit this load buffering behaviour and so it is perhaps not
surprising that c4 misses it. However, the Arm architecture, and by extension
its memory model, permits load buffering and so compiler testing techniques
should aim to detect such behaviours.

We found hundreds of litmus tests that induce load buffering behaviour
when compiled by either LLVM or GCC. We also observe LB when targeting
Armv7, IBM PowerPC, and RISC-V. Further, Téléchat observes these same
test outcomes every time whereas c4 requires that the hardware implements
this behaviour and that users can ‘stress-test’ [160] the hardware to reproduce
it. c4 is not guaranteed to observe the same outcomes on different machines,
or even the same machine.

Téléchat is useful when hardware is inaccessible. For instance, we as-
sisted Arm’s engineers with a query from one of Arm’s partners, who proposed
to change the compilation of C/C++ atomic acquire loads when targeting
Armv8.3-A. The change had promising performance characteristics on unspeci-
fied hardware, but correctness was untested beyond reading the specifications.
The c4 tool could not be deployed here, since the user requires access to hard-
ware that may not be available. We tested the proposal under simulation and
Arm’s engineers accepted the proposal based on our findings.

Téléchat does not subsume the state of the art as, for example, simulation
does not terminate when checking large programs. The c4 tool can thus detect
behaviours in large concurrent programs that simply do not terminate under
our simulation-based approach. Further, the c4 tool conducts rigorous fuzzing
to increase the chances of observing concurrent behaviours. Téléchat does no
such fuzzing, but rather focuses on testing the mappings of small litmus tests.

We explore the intersection of these techniques in Chapter 5.

2Sarkar et al. [135] observe LB on an Apple A9 and NVIDIA Tegra2 chips https:
//www.cl.cam.ac.uk/~pes20/arm-supplemental/arm001.html#toch


https://www.cl.cam.ac.uk/~pes20/arm-supplemental/arm001.html#toc5
https://www.cl.cam.ac.uk/~pes20/arm-supplemental/arm001.html#toc5
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3.4.2 The Local Variable Problem

The local variable problem affects all concurrency compilation testing techniques
and masks a subset of compiler bugs, known as Heisenbugs, if not explicitly
addressed. The problem concerns transformations allowed by source models, in
our case the C/C++ [41] model, that delete data required to observe bugs, but
instrumenting the program to preserve such data prevents observation of the
bug. In hindsight this is not surprising, but it appears to counter the claim that
“optimisations affecting only the thread-local state cannot induce concurrency
compiler bugs” made by prior work [118]. We reported a new Heisenbug [60]
(see Figure 3.1), reproduced two such bugs for Arm’s engineers, and discuss

how we address the local variable problem in Téléchat.

Example 3.4.2. Figure 3.8 (top left) shows a non-atomic load buffering test.
When simulated under a model, the values of the local data PO:r0 and P1:r0
are tracked for use in the final program outcomes. The C/C++ memory
model [80] permits the compiler to remove unused local data however. A litmus
test that refers to deletable data [41] in its final outcomes, such as P0O:r0 and
P1:r0, will have no data to refer to if the compiler removes it. When compiling
Figure 3.8 (top left) with "clang -02" we get Figure 3.8 (bottom left, in C
for illustration). The only allowed outcome of Figure 3.8 (bottom left) is {
PO:r0=0, P1:r0=0 } since herd assumes data is zero-initialised. On hardware

one may observe nonsense data when attempting to observe deleted data.

Unfortunately, we cannot ignore local data. Local reads are snapshots
of shared data at points in a program’s execution. Many concurrency idioms
rely on local data to check whether the thread-local reordering of accesses
occurs. For example, LB checks whether for instance caches buffer loads during
execution. Further, thread-local reordering is common in many processors - we
cannot ignore it, even if the C/C++ model permits the removal of local data.

Today’s techniques may miss bugs in optimisations that delete local data.
Such techniques cannot test the compilation of load buffering, message passing,

and others unless local data persists. Authors of prior work either overlook the
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C/C++ Litmus Test Before Optimisation

C/C++ Litmus Test RC11 Outcomes
{ int *x, *y = 0 }

PO () {
int r0 = *x;
xy = 1; { P1:r0=0, P1:r0=0 }
} { P1:r0=0, P1:r0=1 }
P1 O A { P1:r0=1, P1:r0=0 }
int 10 = *y; { P1:r0=1, P1:r0=1 }
*x = 1;
}

exists (PO:r0=1 /\ P1:r0=1)
After Optimisation

{ int *x, *y = 0 }

PO O Ao
// deleted
*y = 1;
. O { P1:10=0, P1:r0=0 }
// deleted
*x = 1;
}

exists (PO:r0=1 /\ P1:r0=1)

Figure 3.8: (Top) LB litmus test. (bottom) Test after "clang -02" deletes data.

issue [41, 160] or claim [118] local optimisations cannot induce concurrency-
related bugs. In particular, Morisset et al. [118] claim that “optimisations
affecting only the thread-local state cannot induce concurrency compiler bugs”.

We now explore this claim further.

Example 3.4.3. Figure 3.9 shows a message passing litmus test and its
outcomes under the C/C++ model. P1 uses an atomic_fetch_add_explicit
(fetch_add) RMW operation that reads the value of y into P1:r1, adds 1 to
it, and writes the new value to y. In this case P1:r1 is unused and is deletable
This induced two bugs in past versions of LLVM and GCC, first by targeting
the incorrect Arm instruction and second by deleting P1:r1. In both cases, the

outcome { P1:r0=0, y=2 } is forbidden by the C/C++ model, but exhibited
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MP Litmus Test Example
C/C++ Litmus Test Outcomes

{ atomic_int *x, *y = 0 }

PO O {
store(x,1,rlx);
fence(rel);
store(y,1,rlx);
}
P1 O {
int r1l = fetch_add(y,1,rlx);
fence (acq);
int r0 = load(x,rlx);

}
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exists (P1:r0=0 /\ y=2)

Assembly Litmus Test AArch64 Outcomes
{x, y=013

PO | P1

MOV W9, #1 | MOV W9, #2 .
STR W9, [X%PO_x]|LDADD W9, WZR, [X%P1_yl
DMB ISH | DMB ISHLD

STR W9, [X%PO_yl|LDR W8, [X%P1_x]
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exists (P1:W8=0 /\ y=2)

Figure 3.9: A previously miscompiled MP litmus test that demonstrates thread-
local optimisations can induce bugs. Found by Will Deacon.

by the compiled program when targeting Arm AArch64. Engineers fixed the
first bug by replacing the incorrect STADD instruction with LDADD. The second
bug is observed when the LLVM DRD pass [100], a thread-local optimisation,
zeroes the destination-register of LDADD as it did in Figure 3.1. The outcome
{ P1:r0=0, y=2 } is observed in the latter case as LDADD aliases STADD when

the destination register is the zero register.

Interestingly, these bugs disappear if one attempts to study them. Message
passing tests classically check the reordering of P1:r0 and P1:r1. If instead
we delete P1:r1 and check the value of y, then we see the reordering. In other
words, you only catch the bug through indirect observation. It appears that

thread-local optimisation can introduce bugs via indirect observation.
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We implement a mitigation in Téléchat but acknowledge it isn’t a general
solution. Téléchat augments Figure 3.9 with global variables that store local
data at the end of each thread (see Figure 3.3 for an example). This augmenta-
tion is optional to allow thread-local optimisations to be tested. The original
code under test remains, but with the additional constraint that local data
persists after compilation. We update the initial and final states to reflect this
new data. It is unsatisfactory to modify the test, but we have had success thus

far (detecting the bug in Example 3.1.1). We are open to better alternatives.

3.4.3 Bug-Finding Campaign
While developing Téléchat we reported four new concurrency bugs [58, 61, 60,

57| including the bug in Figure 3.1, and a missed optimisation [66] for the
MIPS backend of GCC. We describe the four bugs and the MIPS example.

First bug: We reported a bug [58] in the compilation of 128-bit sequentially
consistent [91] load operations. The bug occurs when the load is implemented
using a load pair (LDP) instruction when targeting Armv8.4. The Armv8.4
Large Systems Extension (v2) ensures load or store pair instructions are single-
copy atomic [18], assuming accesses are 16-byte aligned to normal memory.
This means you can use an LDP instruction in place of a potentially more
costly compare-and-swap (CAS) loop. LDP has no ordering requirements and
so accesses made by LDP can be reordered before a prior store that has no
synchronisation. We propose to fix sequential consistency in LLVM by adding

synchronisation, following GCC [51].

Second bug: We reported a wrong-endian bug [61] in the compilation of
128-bit atomic stores. Since AArch64 has 64-bit register sizes, an 128-bit store
is implemented using a pair of 64-bit registers. We report that the order
registers are written to memory is flipped by atomic store operations. This
affects store-release-exclusive pair instructions in CAS loops (for Armv8.3 or
below), and individual store pair instructions (Armv8.4 or above). We propose

to flip order of the writes to fix the bug.
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Third bug: Is described in Example 3.1.1.

Fourth bug: We reported [57] a bug in the implementation of 128-bit const-
qualified atomic loads. We found that the program crashes at run-time, as
the load is compiled to a store instruction that attempts to write to read-only
memory. This case study required some elaborations on the AArch64 memory

model and so we describe it in Chapter 5.

Optimisation opportunity: We reported [66] an optimisation opportunity
in the MIPS backend of GCC. We discovered that GCC (and LLVM) are
conservative in optimising instructions that access atomic data. Extra code is
emitted, since atomic-accessing code cannot inhabit branch delay slots. GCC
maintainers note that atomic data is considered volatile for practical reasons,
despite no change in compiled program outcomes under models. Whether it is

still valid to treat atomic as volatile is further work.

3.4.4 Large-Scale Differential Testing
We use Téléchat to conduct differential testing of LLVM and GCC. We check

compatibility between compilers, for multiple architectures and optimisations.
We generate over 9,000,000 tests that have 2 to 5 threads, up to 5 shared

variables, and up to 50 lines of compiled assembly code. We test:

« LLVM and GCC compilers: From C/C++ to Armv8 AArch64 (64-bit),
Armv7-a (32-bit), RISC-V, Intel x86-64, IBM PowerPC, and MIPS.

o Optimisation levels: -01, -02, -03, -0fast, and for GCC -0g.

C/C++ constructs: (atomic operations|non-atomic operations
|fences|control-flow|straight-line code)+
Compiler under test: | (LLVM|GCC)

Optimisation flags: (-01|-02|-03|-0fast|-0g)+

Target Architecture: | (Armv8 AArch64 (64-bit official)

| Armv7-a (32-bit unofficial)

| RISC-V (64-bit official)

| Intel x86-64 (64-bit)

| MIPS (64-bit)

| IBM PowerPC (64-bit))

Table 3.1: We test C/C++ constructs x Compiler x Flags x Arch.
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o Compare a compiler with itself at increasing optimisation levels: e.g.

"clang -01" vs. "clang -02".

o Compare compilers at each level, e.g. "clang -01" vs. "gcc -01".

Table 3.1 defines the combinations of test, compiler, and architecture under
test. Our tests feature control-flow, atomic operations, non-atomic operations,
fences, straight-line code, signed integers, unsigned integers, and access sizes
ranging from 8-bits up to 64-bits. Following the steps in §3.2, we generate
multiple source C/C++ test sets enumerating the features in Table 3.1 using
diy [15]. For each test set, we use Téléchat with the compiler under test to
generate multiple assembly test sets according to multiple compiler profiles.
Both source and target tests are passed to herd for simulation under the
RC11 [46] model and architecture model, respectively. Lastly, we apply state
mappings to the compiled test outcomes (see Figure 3.6) and use mcompare to
find assembly program outcomes that are not outcomes of the source program
after mapping machine states to source states. We split up the test results
by tests where the compiled program outcomes are not a subset of the source
program outcomes (Z), or vice versa (2).

Table 3.2 details our results and suggests Téléchat is effective as it found
tricky concurrency behaviours hidden in over 9,000,000 compiled tests, given
167,184 tests as input. The 2,352 tests common to Armv8 (official), Armv7
(unofficial), RISC-V (official), and IBM PowerPC are due to 294 variants of
the load buffering pattern in Fig 3.7. Since Intel x86-64 implements the total-
store order model [136] there are no differences. To be clear, these results
are not bugs in today’s compilers, since we used the RC11 model [90] that is
not ratified by the C/C++ standards. The ISO C/C++ standards explicitly
permit load-to-store reordering (§7.17.3 of C23 [80]), whereas RC11 forbids it.
Téléchat is parameterised over models, and we repeat testing using a modified
rcl1+1b.cat model. Under this new model all 2,352 results drop to 0 if load
buffering is permitted. This suggests our technique is particularly sensitive to

the correctness of models.
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-01 -02 -03  -0fast  -0g | Total %
Armv8 AArch64 clang
Z 2,352 2,352 2,352 2,353 - 0.23%
2 44,300 44,300 44,300 44,300 - 4.42%
ArmvT7-a clang
z 2,352 2352 2,352 2,352 - 0.25%
2 68,228 68,228 68,228 68,228 - 6.91%
RISC-V clang
z 2,352 2,352 2,352 2,352 - 0.23%
2 34,204 34,204 34,204 34,204 - 5.44%
IBM PowerPC clang
Z 2,352 2,352 2,352 2,352 - 0.23%
2 43,956 43,956 43,956 43,956 - 4.38%
Intel x86-64 clang
Z 0 0 0 0 - 0.0%
2 64,112 64,112 64,112 64,112 - 6.39%
MIPS clang
Z 0 0 0 0 - 0.0%
2 69,664 69,664 69,664 69,664 - 7.09%
-01 -02 -03  -0Ofast  -0g | Total %
Armv8 AArch64 gcc
z 2,352 2,352 2,352 2,352 2,352 | 0.23%
) 44,300 44,300 44,300 44,300 44,300 | 4.42%
Armv7-a gcc
z 3,480 2,352 2,352 2,352 2,352 | 0.25%
) 69,890 70,220 70,220 70,220 70,220 | 6.91%
RISC-V gcce
z 2,352 2,352 2,352 2,352 2,352 | 0.23%
) 70,772 70,772 70,772 70,772 70,772 | 5.44%
IBM PowerPC gcc
z 2,352 2,352 2,352 2,352 2,352 | 0.23%
) 43,956 43,956 43,956 43,956 43,956 | 4.38%
Intel x86-64 gcc
z 0 0 0 0 0 0.0%
) 64,112 64,112 64,112 64,112 64,112 | 6.39%
MIPS gcc
z 0 0 0 0 0 0.0%
) 72,488 72,008 72,008 72,008 72,488 | 7.09%

Table 3.2: Results under RC11. Since clang does not support -0g, these results

are marked ‘-’. 167,184 tests input, 9,027,936 tests output.
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3.4.5 Complexity Can Impede Bug Finding

We end by discussing our attempts to scale simulation using herd and how
we reduced its complexity. Téléchat [71] relies on the herd [12] simulator
to compute source and compiled program behaviour under memory models.
Unfortunately, simulation complexity expands factorially [71] in the size of
the litmus test and relaxations of the model. Simulation timeouts are not
acceptable for automated testing, since testing must keep pace with developers.
We describe how we address scalability in practice so that testing terminates

in seconds. Simulation scalability remains a problem for finding bugs.

Example 3.4.4. Figure 3.10 (top) is a three thread LB variant of Figure 3.8 that
uses relaxed atomic operations. Initially Téléchat [71] compiled Figure 3.10 (top)
directly into Figure 3.10 (middle). We have not however observed Figure 3.10
(middle) terminate using herd after 72 hours. The problem is that each
source statement (e.g. int r0 = load(x,rlx)) is translated into a pointer
load (MOV;LDR) and a value load/store (LDR/STR). Each assembly instruction
contributes to the reads-from (rf) relation computed by herd and the number

of generated executions explodes.

To mitigate this we optimise Figure 3.10 (middle) into Figure 3.10 (bottom),
which terminates in milliseconds. By removing the indirection via pointer loads
we obtain tests that are minimal in a sense that they check for cyclic executions
specified by the source litmus test without unnecessary instructions. As such,
litmus tests up to 5 threads typically terminate within seconds. We do not prove
that our optimisations are sound, but an informal soundness argument is that
herd uses symbolic locations which cannot be accessed by other threads. The
locations associated with removed memory accesses cannot be named by other
threads and an access cannot side effect other symbolic locations (assuming no
overlaps in the address space). Soundness thus depends on the non-interference
of other threads after applying our optimisations. This holds for multi-copy
atomic models [24] such as the AArch64 model [19], where concurrency bugs

primarily arise due to reordering of thread-local events rather than interference.



3.4. Evaluation

Input Load Buffering Test

80

{ *xx = 0, *y = 0, *z

PO O A{
int rO0=load(x,rlx);
store(y,1,rlx);

}

P1 () Ao
int ri=load(y,rlx);
store(z,1,rlx);

}

P2 () Ao
int r2=load(z,rlx);
store(x,1,rlx);

}

exists (PO:r0=1 /\ P1

=0 %

:r1i=1 /\ P2:r2=1)

Unoptimised Test (does not terminate under simulation)

{ *x=0, *y=0, *z=0 }

PO
MOV X8,X%PO_px
MOV X9,X%PO_py
LDR X8, [X8] L
LDR X9, [X9] L

| P1

|

|

|

|
MOV W10 ,#1 | M

|

|

|

|

I

M
M

LDR W8, [X8] L
STR W10, [X9] S
MOV X9,X%PO_r0
LDR X9, [X9]
STR W8, [X9]

L
S

exists (PO_rO0=1 /\ P1

MOV X9,X%P1_r1

P2
MOV X8,X%P2_pz
MOV X9,X%P2_px

|

0V X8,X%P1_py |

0V X9,X%P1l_pz |

DR X8, [X8] | LDR X8, [X8]

DR X9, [X9] | LDR X9,[X9]

0V W10 ,#1 | MOV W10 ,#1

DR W8, [X8] | LDR W8, [X8]

TR W10, [X9] | STR W10, [X9]
| MOV X9,X%P2_r2
| LDR X9,[X9]
| STR W8, [X9]

DR X9, [X9]
TR W8, [X9]

_ri=1 /\ P2_r2=1)

Optimised Test (terminates in seconds)

{ *x=0, *y=0, *z=0 }

PO | P1
MOV W10 ,#1 | MOV
LDR W8, [X%PO_x] | LDR

STR W10, [X%PO_yl| STR
STR W8,[X%PO_r0]| STR

exists (PO_r0=1 /\ P1

| P2
W10 ,#1 | MOV W10 ,#1
w8, [X%P1_yl | LDR W8, [X%P2_z]
W10, [X%P1_z]| STR W10, [X%P2_x]
w8, [X%P1_r1]l| STR W8, [X%P2_r2]

_ri=1 /\ P2_r2=1)

Figure 3.10: Three thread Atomic LB variant of Figure 3.8.
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This is acceptable for automated testing, and enabled our experiments in §5.5
to finish. Unfortunately, compiling larger C/C++ tests still do not terminate
under herd.

We conclude that simulation scalability limits bug-hunting, and other
techniques should be considered. It is unfortunate that accelerating testing by
running tests on hardware [160, 159] may miss bugs [71], and that simulation
suffers from scalability issues. That said, most concurrency—related compiler
bugs we know of can be reduced to small litmus tests and run using a tool
like herd. Of course there are bugs [96, 43] that do not straightforwardly fit
into litmus tests, for which scalable techniques are required. To summarise,
simulation may be used to validate bugs once they have been found, but the

task of finding bugs still requires scalable tools.

3.4.6 Testing When Proof is Unavailable

C/C++ models are often accompanied by compilation schemes. Compilation
schemes are idealised mappings from C/C++ to assembly sequences that are
proven sound under the source and architecture models. These mappings should
not introduce concurrency bugs. Unfortunately, these mappings and their proofs
become outdated as architectures are extended with new instructions. Compilers
routinely use new mappings in the pursuit of performance, stepping outside
the domains of earlier proofs. We use Téléchat [71] to test the correctness of a
patch proposing a new mapping, which was subsequently accepted based on
our results. We emphasise that there are limits to what can be achieved by
compiler testing under models and the need for verification.

Following compelling performance metrics on hardware, engineers proposed
to change the implementation of C/C++ acquire loads to use the LDAPR
instruction instead of LDAR when the Armv8.3-A weak release consistency
extension is enabled. The LDAPR instruction allows more re-orderings than
LDAR; however experts failed to find a bug under this proposal. Reviewers
were inclined to accept the proposal without a correctness proof, which was

estimated to take three months.
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Store Buffering Test

C/C++ Litmus Test C/C++ Outcomes
{ *x, *y = 0 }
PO O {
store(x,1,rel);
int r0 = load(y,acq); { PO:r0=0, P1:r1=0 }
¥ { PO:10=0, P1:ri=1 }
P1 () { { PO:r0=1, P1:r1=0 }
store (y,1,rel); { PO:r0=1, Pl:ri=1 }
int rl = load(x,acq);
}
exists (PO:xr0=0 /\ Pl:rl1 = 0)
Assembly Litmus Test AArch64 Outcomes
{x=0,y =013
;gv WO ,#1 : ;év WO ,#1 { PO:W3=0, P1:W4=1 }
STLR WO, [X%PO_x] | STLR WO, [X%P1_y] { P0O:W3=1, P1:W4=0 }
LDAR W3,[X%PO_y] | LDAR W4, [x%Pi x] © PO:W3=1, P1l:W4=1 }
exists (P0:W3=0 /\ P1:W4=0)

Figure 3.11: (Top) Store Buffering litmus test with acquire release semantics.
compiled to AArch64 test (Bottom) using STLR and LDAR pairs.

Example 3.4.5. Consider Figure 3.11 which shows a SB litmus test before and
after compilation using LLVM. In this case the C/C++ store release operations
are compiled to STLR instructions, and load acquires are compiled to LDAR. The
AArch64 model [19] model forbids the outcome { P0:W3=0, P1:W4=0 }, but
if LDAR is replaced with LDAPR, then the outcome is observed. The C/C++

model permits the ‘0-0’ outcome, so there is no bug.

This patch was time-sensitive and the LLVM reviewers were inclined to
accept it without a correctness proof. We spent three days using Téléchat [71]
to provide experimental confidence in the patch with several thousand litmus
tests. We generated 5,200 C/C++ tests that exercise combinations of at least
one acquire or consume load with other accesses. We used Téléchat to generate

AArch64 litmus tests with clang before and after the patch was applied.
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Our test results suggest that for the tests we checked, replacing LDAR with
LDAPR is safe. We observed 96 tests that represent variants of the load buffering
behaviour we covered in §5.5 these are present before and after LDAPR is used.
The 121 tests reduce to 65 after the patch is applied, which implies LDAPR
does not allow more outcomes than those allowed by the RC11 model. This
reduction occurs since the LDAPR tests have the same outcomes as their C/C++
counterparts, increasing the number of tests with equal outcomes from 4,981 to
5,037. After seeing these results, Arm’s compiler team decided to provisionally
accept the patch and published a blog on the issue [153]. Of course litmus
test generation is not exhaustive and a formal proof of mapping equivalence is

needed. We are not aware of such a proof.

3.5 Discussion

We end this chapter by discussing questions concerning Téléchat.

Why does prior work miss bugs found by Téléchat? Prior work either
computes outcomes using hardware or does not test compilation down to
the assembly. It is possible to miss architecturally allowed outcomes if
compiled program outcomes are computed using hardware. Techniques
that do not test compilation down to assembly will miss bugs in target

dependent optimisations.

Why is Telechat repeatable? Our test oracle is repeatable as it relies on
simulators to compute program behaviour. This means our oracle com-

putes the same source and compiled program outcomes every time.

What is the automation gap for prior work? Figure 3.2 describes the
diy, herd, and mcompare tools, and shows how Téléchat completes the
diagram. The diy tool can generate C/C++ litmus tests, but they are not
syntactically valid programs. The 12c tool in the Téléchat toolchain turns
diy-generated tests into syntactically valid programs. Likewise the herd

tool required significant improvements to support compiler-generated
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tests. We extended herd with several new instructions, a vector data
type, and deployed testing of herd itself to catch regressions. Lastly, the
mcompare tool could not compare the outcomes of programs written in
different languages. We extended mcompare to accept state mappings to

compare outcomes of programs written in different languages.

The state of the art techniques (Table 6.1) addressed similar gaps. The
cmmtest and validc authors had to develop test generators and graph
transformation techniques to compare program executions. The c4 au-

thors had to adapt the 1itmus tool to compiler testing.

Does the diversity of litmus tests limit bug finding ability? Yes, since
litmus tests have very little diversity. Litmus tests focus on a finite set
of concurrency idioms (see Figure 2.2) using a finite set of C/C++
atomic operations, fences, and dependencies. During simulation, each
operation corresponds to a partial or totally ordered memory operation
with synchronisation. The synchronisation, be it a fence or otherwise,
either is or is not there in the program. This is the primary focus of
litmus tests. Sufficiently large programs might induce or reveal bugs in

atomic re-ordering, but they are beyond the scope of this work.

Could Godel Testing and Genetic Programming help? Godel testing
could help improve our test coverage. If an LLM were to be equipped
with a test generation framework, such as that of Litmustestgen [104]
then the AI could interactively search for litmus test shapes that we have

not yet put through the compiler.

Genetic programming could assist in fuzzing the compiler. One could
mutate a seed set of litmus tests by transforming atomic operations into
equivalent source operations. The challenge would be defining appropriate
mutations that preserve the atomicity and memory order requirements of

the source program.
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Does the size of programs limit test coverage? Yes. Litmus tests are
designed to test small concurrency patterns over accesses to memory.
As such litmus tests typically contain only the reads, writes, and fences
needed to induce unexpected outcomes of execution. Litmus tests will
miss bugs in compiler optimisations applied to large programs. Our
coverage is thus bounded to bugs in atomics mappings, and optimisations
on those mappings, as observed when testing the compilation of small

litmus tests.

Does the choice of predicate limit test coverage? Possibly. The pred-
icates over the final states of litmus tests (as generated by diy) are
designed to check for cyclic executions forbidden by the memory model
under test. Litmus tests generated in this style can be considered negative
tests. Such predicates restrict the outcomes of interest to the states
affected by concurrent accesses to memory. It is possible that testing
using litmus tests may miss bugs in other parts of the program state not
probed by the test’s predicate. It is further work to investigate the extent

to which this occurs and its implications for coverage.
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Chapter 4

Atomic-mixer: Mix Testing

This chapter concerns program interoperability. Interoperable programs do
not exhibit bugs when mixed with others. Mizing occurs when programs such
as linkers combine assembly programs produced by different compilers. The
interoperability of assembly is specified using an application binary interface
(ABI), which defines calling conventions, error handling, and so on. Compilers
should implement ABIs, and testing tools should check for compliance against
the ABI. Unfortunately, there are no official concurrency ABIs, and no tools to
test their interoperability. Consequently, concurrent assembly programs which
are correct in isolation might exhibit bugs when mixed.

We present the mix testing technique which finds concurrency bugs when
different parts of a C/C++ litmus test are translated by different compilers.
The technique splits a C/C++ litmus test s into its statements; compiles
each statement separately with different compiler profiles; and combines the
resulting assembly into the set of assembly tests C'. Fach ¢ in C' is the result of
compiling s with a different combination of profiles. We check for a specific kind
of bug, called a mizing bug, which arises if any ¢ € C' exhibits a concurrency
bug with respect to s. The atomic-mixer tool implements mix testing. We
use atomic-mixer to reproduce an existing non-mixing bug and find four new
mixing bugs. Additionally, we found and prevented a mixing bug from arising
in mappings proposed for the Java Virtual Machine. Lastly, we worked with
Arm’s engineers to develop the Atomics ABI for Armv8 [69].
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The rest of this chapter is structured as follows. §4.1 describes the mixing
problem, §4.2 and §4.3 describe mix testing and the atomic-mixer tool, which

we evaluate in §4.4. §4.5 describes the ABI, and we discuss mixing in §4.6.

4.1 The Mixing Problem

The question of program interoperability arises when mixing binaries produced
with different mappings from C/C++ atomics to assembly sequences. The
question is: can binaries produced by different mappings be mixed without
inducing bugs in the final executable?

Concurrent program interoperability is less well studied than whole pro-
grams. There is a widely held belief that concurrent code should be compiled
using one mapping, and mixing should not occur. Indeed, prior work [160,
71, 118, 41] exclusively tests the compilation of whole programs under one
mapping. No guarantees are given if mappings are mixed together. However,
the widespread use of dynamically linked shared objects makes some mixing
all but inevitable in practice. When discussing the trailing and leading fence
mappings for IBM PowerPC, Batty et al. [29] state that “for code produced
by different compilers to correctly interoperate, they must all make the same
choice of mapping”. The academic state of the art is Sewell’s mappings web
page [144], which does not yet account for all mappings in today’s compilers.

Mixing mappings does however occur in industry applications. Generally,
mixing code is allowed for CPUs that can co-exist in the same shared-memory
system, and mixing occurs in projects where portability is key. For instance,
mixing MSVC and LLVM-generated code occurs on Windows on Arm where
MSVC’s C/C++ STL accesses [91] are mixed with LLVM’s mappings. Likewise,
the developers of Mono, a tool for creating portable applications, insert barri-
ers [116] when mixing LLVM’s and GCC’s mappings for the Arm architecture.
Kernel developers [48] resolve correctness issues associated with concurrency
mixing via online discussions. The industry state of the art is largely contained

in mailing lists, some of which have disappeared.
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Unfortunately, concurrency bugs can arise when mixing. Such bugs (herein
called mizing bugs) are concurrency bugs that arise only when compiled con-
current programs are composed. Mixing bugs can arise as architectures evolve,
bringing with them new mappings from C/C++ to assembly. Without a con-
currency ABI, there are no constraints on what compilers should do beyond
those constraints imposed by the memory model. Without testing techniques,
the complicated task of concurrency interoperability must be checked manually.
Further, there are currently no link-time checks in LLVM or GCC to ensure
that mappings are interoperable. Such a check would compare a program’s
mappings against accepted mappings and warn if new mappings are detected.
As such, mappings are chosen based on what is best for an architecture in
isolation or by a user proposing mappings that are best for their workloads.

Today’s compilers have mixing bugs as a result.

Example 4.1.1. The store-buffering test in Figure 4.1(a) has sequentially
consistent [91] ordering. The outcome { P0:t=0, P1:u=0 } is forbidden by
the C/C++ memory model [80]. After compiling this whole program using
"clang -03 -march=armv7-a" (Figure 4.1(b)), the compiled program does not
exhibit { P0:t=0, P1:u=0 } under either the unofficial Armv7-A model or
the newer AArch32 model [64]. This is because the store statements map to
sequences that end with DMBs, which prevent reordering with the subsequent
load (LDR). Compiling the whole program using "clang -03 -march=armv8"
(Figure 4.1(c)) does not expose the outcome under the Armv8 [64] model either.
With this mapping, the store no longer has a trailing fence; instead, the
store-to-load reordering is enforced by mapping the load to an acquire-load
(LDA), which cannot be reordered with the store-release (STL).

However, the constituent operations of Figure 4.1(a) may be compiled for
different (compatible) architectures and mixed together. For example, suppose
we separately compile the store statements using "-march=armv8" and the
load statements using "-march=armv7-a", and combine the resulting binaries

into a final executable This executable exhibits the unwanted outcome under
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(a) The store-buffering C/C++ { atomic_int *x = 0, *y = 0 }
litmus test with sc ordering. PO O { P1 O {
store(x,1,sc); store(y,1,sc);
int t = load(y,sc); int u = load(x,sc);
} }
exists (PO:t=0 /\ P1:u=0) // No.
(b) Using "clang -march=armv7- PO P1
a —03" introduces no bugs since // store(x,1,sc) = // store(y,1l,sc) =
the barriers e preserve the store- MOV R1, #1 MOV R1, #1
to-load ordering. DMB ISH DMB ISH
STR R1, [x] STR R1, [y]
e DMB ISH e DMB ISH
// t = load(y,sc) = // u = load(x,sc) 3
LDR RO, [yl LDR RO, [x]
DMB ISH DMB ISH
exists (PO:t=0 /\ P1:u=0) // No.
(c) Using "clang -march=armv8 PO P1
-03" is also ok, since the store- // store(x,1,sc) // store(y,1,sc) =
releases (=) and the load-acquires MOV R1, #1 MOV R1, #1
(«) preserve ordering. -~ STL R1, [x] =~ STL R1, [y]
// t = load(y,sc) ™ // u = load(x,sc)
- LDA RO, [y] - LDA RO, [x]
exists (PO:t=0 /\ P1:u=0) // No.
(d) Using "clang -march=armv8 PO P1
-03" to compile the stores and // store(x,1,sc) // store(y,1l,sc) =
"clang -march=armv7-a -03" to MOV R1, #1 MOV R1, #1
compile the loads reveals a mix- = STL R1, [x] =~ STL R1, [yl
ing bug. The lone store-release // t = load(y,sc) // u = load(x,sc)
(=) is not sufficient to preserve or- LDR RO, [y] LDR RO, [x]
dering. DMB ISH DMB ISH

exists (PO:t=0 /\ P1:u=0) // Yes.

Figure 4.1: Example of a mixing bug [62] that is missed by ordinary testing. State
mapping f ={ P0:RO—P0:t, P1:RO—P1i:u }.

the Armv8 model, because the Armv7-A mapping expects a barrier after the

store that the Armv8 mapping does not provide, and the Armv8 mapping

expects a load-acquire that the Armv7 mapping does not provide.

Mix testing takes a C/C++ litmus test and a set of compiler profiles and

finds mixing bugs. Mix testing splits the litmus test into its statements, which

are compiled separately using each profile, and each assembly sequence is then

combined into one of multiple assembly litmus tests that represent combinations
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of concurrency implementations of the original C/C++ test. Concurrency-
related compiler bugs are then detected using the technique in Chapter 3. Mix
testing demonstrates another challenge for concurrency compilation testing,
that cannot simply be addressed by testing atomics mappings in isolation, but
rather by strategically testing in the presence of exponentially many choices of
mappings, both now and as architectures evolve.

We implement the technique in the atomic-mixer tool. Mix testing strictly
generalises prior testing work with respect to a single compiler profile, which
tests whole programs under one mapping at a time. We use atomic-mixer to
discover four previously unknown mixing bugs in LLVM and GCC, one of which
has been fixed, and the others confirmed and triaged for fixing by compiler
engineers. We also use atomic-mixer to find a non-mixing bug found by prior
work [71]. We found one of the mixing bugs [50] in GCC’s _Atomic struct
implementation manually, since we rely on the herd simulator, which does not
support structs. Lastly, we found a mixing bug in mappings proposed for the
Java Virtual Machine, which did not make it to production code.

Significant work is required to reduce the test space of mix testing, since the
number of compiled tests expands exponentially in the size of the input programs
and the number of compiler profiles under test. Since our primary motivation
was to specify an ABI, we develop an atomics ABI [69] for Armv8-A AArch64
with Arm’s compiler teams. We specify mappings from C/C++ atomics to
AArch64 assembly sequences and special cases that must be implemented to
prevent mixing bugs. We use atomic-mixer to automatically validate ABI-
compatibility of LLVM and GCC (modulo the bugs we found). As far as we
know this is the industry’s first open source specification of an atomics ABI

with a tool to automatically check compatibility.

4.2 The Mix Testing Technique

Figure 4.2 details how the miz testing technique works. Given a C/C++ litmus

test s, and a set P of compiler profiles under test, we produce a set C' of
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1.split S 1.split
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Figure 4.2: Mix testing technique.

compiled litmus tests. If any compiled litmus test ¢ € C' exhibits a concurrency

bug (Def. 2.4.3) with respect to the source test s then there is a mixing bug.

4.2.1 Definition and Mix Test Notation

Mix testing is defined as the process of: splitting up s into its statements;
compiling each statement separately using profiles; combining the resulting
assembly sequences into the set of assembly litmus tests C'; and checking
whether any ¢ € C' exhibits a concurrency bug with respect to s. We now use
the running example in Figure 4.1 to describe the technique.

First, we split Figure 4.1 into its statements using a splitting function:

Definition 4.2.1. Splitting function. Let s be a source litmus test, we define

split(s) to be the set of all statements of the test’s program prog.

In this work we split a program by its simple (non-compound) statements

(as defined in Figure 2.1). We split litmus test’s program prog as follows:

o For each thread ¢ in prog, get the statements stmts in ¢ by case analysis

on the structure of statements:

1. For simple (non-compound) assignment statements, function calls,

or RMW statements stmt in stmts, return stmdt.

2. For compound statements (sequences, conditionals, and iterators)
recurse on the sub-statements until a simple statement is reached,

return the set of all statements within the compound statement.
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We split programs by statements since we are focusing on the mappings from
simple atomic load and store statements to their assembly sequences. The
splitting function determines the set of statements I to be compiled separately.
There is a trade-off here: the finer-grained the split, the more opportunities
there are for problematic interactions between compiler mappings, but the
larger the search space of possible sequences. The simplest function does not
split the source test at all and just tests compilation using each profile p € P,
that is |/| = 1. This corresponds to (non-mix) testing as conducted by prior
work [160, 71, 118, 41]. Mix testing strictly generalises prior work, which
compiles the whole program under one profile. Another choice of function splits
each source test s into its constituent K threads and compiles those under
different profiles; then we must test |P|IXl different threads. In this case a
single compilation unit will be compiled with the same profile, but compiler
and link-time optimisations create possibilities for mismatches even within a
single thread. Such mismatches would not be caught by function that splits on
whole threads. Intuitively many! concurrency bugs arise due to thread-local
reordering [24, 118], so if each thread is compiled using one mapping and each
mapping is correct in isolation, then no bugs should arise. We expect most
bugs found by splitting at the thread boundary are caught by non-mix testing.
Therefore, we split litmus tests at the statement level as shown in Figure 4.3
(|| =4 in this case), so that I is the number of statements of the input test.
This splitting function offers a reasonable trade-off between the likelihood of
finding bugs and the complexity of splitting the test into smaller fragments.
Next, each statement is compiled separately using the profiles. For example,
the profile "clang -march=armv7-a -03" compiles the load of y on PO in
Figure 4.1(a) to the "LDR;DMB" sequence in Table 4.1. We assume that the
compilers under test use fized (compile time) mappings between C/C++ atomics

and assembly sequences. We explore runtime mappings in §4.4.4.

Definition 4.2.2. Compilation. Let stmts be a set of source statements and

Lwith the exception bugs that arise under non-multi copy atomic models
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Atomic Operation | Compiler Profile Assembly Sequence
load(loc,sc) "clang -march=armv8 -03" LDA RO, [loc]
"clang -march=armv7-a -03" | LDR RO, [loc]
DMB ISH
store(loc,val,sc) "clang -march=armv8 -03" MOV R1, #val

STL R1, [loc]
"clang -march=armv7-a -03" | MOV R1, #val
DMB ISH
STR R1, [loc]
DMB ISH

Table 4.1: Some of LLVM’s sequentially consistent [91] mappings from C/C++ to
Armv7-A and Armv8-A.

P be a set of compiler profiles. We define compile(stmts, P) to be the set of
assembly sequences produced by compiling each statement with each profile:

compile(stmts, P) = { comp(stmt) | stmt € stmts, comp € P}

Then we combine assembly sequences with the original program structure
to produce compiled litmus tests using a combining function (Def. 4.2.3). In
this step we compile the remaining compound statements that determine the
sequencing, control flow, and iterator structure of the program. We do so by
replacing each simple statement with a function call, leaving only compound
statements that have yet to be compiled. We then compile the program
and link against the assembly sequences generated in the previous step. The
aforementioned function calls then branch to the assembly sequences that
represent the compiled atomic statements. Combining the compiled sequences
with the original program structure produces exponentially many assembly
litmus tests in the number of compiler profiles and statements, all of which are
valid combinations of the compiler profiles under test. We discuss how to prune

this space of tests, to prioritise tests that are likely to be interesting, in §4.2.2.

Definition 4.2.3. Combining function. Let s be a source litmus test and asms
be a set of assembly sequences. We define combine(asms,s) to be the set of
assembly litmus tests produced by linking the assembly sequences against the

program structure, and copying over the (rewritten) initial and final state of s.

Concretely given a litmus test s and set of assembly sequences asms we
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produce the final set of litmus tests as follows:

o Get the program structure struct by rewriting each thread ¢ in the program

prog. Rewrite by case analysis on the statements in each t:

1. For simple statements, emit an external function call in place of the

statement and record its positional information.

2. For compound statements (sequences, conditionals, and iterators)
recurse on the sub-statements until a simple statement is reached,

emit a function call and return the new compound statement.

o Compile struct and link with each asm in asms, respecting the positional
information of each statement. Get the set of compiled and linked

assembly programs L.

o Get the initial state init and predicate over the final state pred from the
test s and rewrite using the state mappings from the compiler. Get an
assembly initial state init’ and predicate pred’. Combine init’ and

pred’ with each [ in L to get the set of final litmus tests.

We make the same assumption as in the previous chapter, notably that
registers have state mappings to global or shared variables. The mix testing

technique applies splitting, compilation, and combining steps in sequence:

Definition 4.2.4. Mix Testing. Let s be a source litmus test and P be a set
of compiler profiles. We define atomic-mixer(s, P) to be the set of assembly
litmus tests produced by mix testing s with P:

atomic-mixer(s, P) = combine(compile(split(s), P),s)

Example 4.2.1. Mix testing is illustrated in Figure 4.3.

Each source test compiles to multiple assembly tests. We check if any ¢ in
the set of compiled litmus tests C' exhibits a bug with respect to the source

litmus test s. We can now define a mixing bug.
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{ =*x
PO O A
store(x,1,sc);
int t=load(y,sc);
}
P1 () A
store(y,1,sc);
int u=load(x,sc);
+
exists (PO:t=0 /\ P1:u=0)

0, *y 0 }

Generate C/C++ Litmus Test

PO_0O){
store(x,1,sc);

}

PO_10){
int t=load(y,sc);

}

P1_00O{
store(y,1,sc);

}

P1_10){
int u=load(x,sc);

}

split into statements

"clang -march=armv8 -03" PO_O:

"clang -march=armv7-a

_03"

"clang -march=armv8

_03"

MOV
STL
PO_1:
LDR
DMB
P1_0:
MOV
STL

R1,
R1,

RO,
ISH

R1,
R1,

#1
[x]

[yl

#1
[yl

P1_1:
LDR
DMB

RO,
ISH

"clang -march=armv7-a -03" [x]

\. J

{ *x
PO
MOV
STL
LDR
DMB ISH | DMB
exists (PO:RO=0 /\

R1,#1
R1, [yl
RO, [x]
ISH
P1:R0=0)

combine and link

Figure 4.3: Mix testing Figure 4.1(a) produces multiple mix tests. Splitting pro-
duces multiple statements which are compiled separately as functions.



4.2. The Mix Testing Technique 96

Definition 4.2.5. Mizing bug: For a well-defined concurrent source program s
and its set C' of compiled litmus tests:

MizingBug(s,C) = Jc € C.ConcurrencyBug(s,c) (applies Def. 2.4.3)

Since mix testing generates many litmus tests we introduce a Mix test
notation to pinpoint tests that induce mixing bugs. A mix test is a record
{test :LitmusTest g, assignment :Set(Stmt) — CompilerProfile} consisting of
a source litmus test that is partitioned into its statements ({PO_0, P1_0,...})
and an assignment of profiles to the statements they compile.

We only mix test compiled programs that are instruction-set architecture
(ISA) compatible. This means their binary representation can be combined
and executed without fault, as permitted by the envelope of the ISA. We
do not yet require atomics ABI-compatibility in as far as we cannot find any
official atomics ABIs outside what we contribute in §4.5, but we do require that
compiled programs are ABI-compatible in every other way. This is why our
combining function maintains the original program structure, testing only the
mappings within. In general, mix-testing applies to code generated for CPUs
of any architecture that can co-exist in the same shared-memory system, but

for this work we limit our focus to a subset of recent Arm architectures.

Example 4.2.2. Mix testing the test in Figure 4.4 (top) produces Figure 4.4
(bottom). Figure 4.4 (bottom) arises when the operations of Figure 4.4 (top)
are compiled for Armv8-A and Armv7-A. Running Figure 4.4 (bottom) under
the Armv8 model produces the outcome { P0:R0=0, P1:R0=0 }. The mixing
bug occurs since the load of y on PO is compiled to the "LDR;DMB" sequence.
Since the LDR instruction is missing a leading DMB barrier and it has no ordering

semantics with respect to STL, it can reorder before the STL instruction on PO.

4.2.2 The Complexity of Mix Test Generation
The number of compiled mix tests we generate is exponential in the number of
compiler profiles and number of program statements. Mix testing takes a set

of S source litmus tests as input. Each s € S is split into a set of I program
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C/C++ Litmus Test Outcomes
{ *xx = 0, *y = 0 }
PO (O A
store(x,1,sc);
int t=load(y,sc); { PO:t=0, P1:u=1 }
o« { PO:t=1, P1:u=0 }
store(y,1,sc); { PO:t=1, Pl:u=1}
int u=load(x,sc);
}
exists (PO:t=0 /\ P1:u=0)
{ test = Figure 4.4 (top), PO_0 = store(x,1,sc)
assignment = { PO_1 = load(y,sc)
PO_0 + comp,P1_0+ compy, P1 0 = store(y,1,sc)
PO_1+> compy,P1_1 > compy}} P1 1 = load(x,sc)
where:
comp, = "clang -march=armv8-a -03" comp;(PO_0) = "MOV;STL"
compy = "clang -march=armv7-a -03" compy(PO_1) = "LDR;DMB"
COWUH(Pl_O) = "MOV;STL"
compy(P1_1) = "LDR;DMB"
AArch64 Litmus Test Outcomes
{ *x = 0, xy = 0 }
PO IP1 11{ PO:t=0, P1:u=0 }!!
STL R1, [x] | STL R1i, [y] e o
LDR RO, [yl | LDR RO, [x] { PO:t=1, P1:u=0 }
DMB ISH | DMB ISH { PO:t=1, Pl:u=1}
exists (P0O:R0O=0 /\ P1:R0=0)

Figure 4.4: Example from Figure 4.1 using Mix test notation. State mappings = {
PO:RO—PO:t, P1:RO—P1:u }

statements using a splitting function (Def. 4.2.1). Each i € I is compiled

separately to each distinct assembly sequence for that statement produced by

all the profiles p in the set of P compiler profiles. Each source litmus test

then yields a set C' of different compiled litmus tests, where |C| = |P|ll. For

example, mix testing Figure 4.1 (a) yields |P| =2, |I| =4 that is |C| =16

possible compiled tests. The number |C| of tests for each s € S rapidly increases

as the size of the input test increases. We therefore reduce P, S, and I as much
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as possible whilst maximising code coverage. We do so by:

Curation of P: We omit compiler profiles that do not change the code genera-
tion of atomics relative to others. For instance "clang -01", "-02", and
"-03" use the same atomics mappings, but apply different optimisations.
To maximise the chances of catching bugs we use "-03". We have worked
with Arm’s compiler experts to pick profiles that use different atomic
mappings targeting Arm assembly. Of course, it is possible that certain
optimisations will do different things to (different kinds of) dependencies
and so a finer-grained study of the effect of optimisations on mappings is

worthwhile. For now, such studies are out of scope.

Symmetry reduction on S: We do not generate source tests where the con-

tents of each thread are simply swapped.

Bound |I| by fixing the splitting function: The number of source state-
ments is determined by the splitting function. By splitting litmus tests
at the statement level we bound the number of generated tests. The
number of compiled tests |C| for each s € S is still exponential in I and
P, and it is possible that duplicate tests exist in each set C. In the worst
case when all compiler mappings in P are disjoint — that is a given
C/C++ atomic operation compiles to a different instruction (sequence)
for each profile p € P — the complexity is \PUI | for each s € S. In the
best case when every compiler implements one set of mappings, we only
need to test one compiler, and so |P| =1 and the number of generated
tests is 11! or 1 for each s € S. The best case rarely happens in practice,
since a given architecture has multiple possible atomics mappings, for
each architecture sub-version, and hence multiple compiler profiles to
test. For example, LLVM implements atomics differently for at least
Armv8, Armv8.1, Armv8.2, Armv8.3, and Armv8.4. Further, new atomic
assembly instructions are announced with new architecture versions to

improve performance of concurrent workloads. This means mix testing
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the compilation of concurrent programs is unfortunately a practical ne-
cessity at least until everyone agrees on an ABI that specifies common
atomics mappings. Lastly, compilers are routinely revised and the code
they generate often changes. As such our analysis is not exhaustive or

even timeless, and we must periodically revise P and S.

4.3 The Atomic-mixer Tool

We present the atomic-mixer tool that implements the mix testing technique.
The atomic-mixer tool takes a source litmus test s and a set P of compiler

profiles as input, and returns a set C' of assembly litmus tests.

0. generate® 1. atomic-mixer(s, P)
entry S C
2.{simulate(c, MarcH)|c € C}x*
2.simulate(s, Mspc)* {outcomes(c, M agcm)|c € C }

3.{f(o)|o€ outcomes(c, M arcm)}

4.Bug?
outcomes(s, Mgpc) < {outcomes' (¢, Magrcm)|ce C }

Figure 4.5: Mix testing implementation using the new atomic-mixer tool and
prior work (marked %) [71, 12].

4.3.1 Atomic-mixer Tool Implementation

The atomic-mixer tool builds on the Téléchat toolchain, re-using a lot of
the machinery, and so we refer the reader to the previous chapter for details.
Figure 4.5 shows how we implement the mix testing technique. Given a source

litmus test s and compiler profiles P, mix testing proceeds as follows:

1. Generate assembly mix tests C' and the state mappings f for each c € C.

2. Simulate s under a C/C++ model to get the set outcomes(s, Mgrc).

Simulate each ¢ € C' under its model to get outcomes(c, Magrcw).
3. Map f over outcomes(c, M arcy) to get Set(outcomes’ (¢, M apcm))-

4. For each c € C check for mixing bugs (Def. 4.2.5) with respect to s.
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We use the diy [15] test generator to produce the test s. We simulate
source and compiled tests using the herd [12] simulator. We compare program
outcomes using the mcompare tool [12]. The atomic-mixer tool itself extends
the Téléchat toolchain [71], which handles the non-mix testing case by generating
one compiled litmus test for each profile, increasing coverage by enumerating
atomics mappings of multiple profiles. Provided prior work is kept up to date,
atomic-mixer is independent of the precise details of any particular assembler

or architecture simulator, as long as parsers exist to consume their output.

4.3.2 Challenges Faced During Implementation

The key to efficient mix testing is knowing the number of mappings of a given
atomic operation. There are many different compilers (for example, GCC and
LLVM) and their code generation may change at any time to support new
architectures, new optimisations, or modifications of existing implementations.
A naive approach is to test all compiler releases for each architecture. Despite
the theoretical possibility that each release implements entirely different code
generation, the reality is that few changes to atomics occur in practice. We
therefore look for changes in code generation and only test each variant once.

We describe some of the challenges we faced and how we address them.

Simulation penalty: Simulating behaviour under models is expensive. We
must simulate each source program s to collect its behaviours. We must
also simulate every ¢ € C'. Our goal is thus to reduce the number and size
of the set C' for each s whilst increasing the coverage of code generated

by compilers. We do so by hashing the generated assembly code.

We group C' by hashes and check one representative of each group. It
is possible that changing the compiler profile only changes one or two
atomics mappings whilst other mappings remain unchanged. For example
Armv8.3-A changes the mapping of acquire loads to use the LDAPR in-
struction instead of the existing Armv8 LDAR instruction. Since all other

atomics remain unchanged many compiled programs are very likely to
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have the same static hash and behaviour under simulation. Only one
program with a given hash needs to be simulated in a group. We compute
hashes using the mshowhashes tool [12]. By doing so we only need to

simulate one test from each group of tests with the same hash.

I/O bound on mix testing: Even if we can discard duplicates using hashing,

The

atomic-mixer must still generate them. atomic-mixer must generate
all ¢ € C' as mshowhashes cannot compute the hashes until it has tests.
One can remedy this by tracking changes to particular mappings. The
statements used in litmus tests are reused a lot from test one to another
- especially in diy-generated tests. Omne could exploit this by simply
checking whether the compilation of individual statements varies with
profiles and compiler versions, rather than checking the hash of the final

tests. Implementing this optimisation is further work.

branching problem: Splitting a test introduces branch and return in-
structions. A compiled litmus test has a branch instruction to the code
that is separately compiled. For instance, LLVM generates branch-with-
link (BL) and return (RET) instructions when targeting AArch64. This can
be problematic if processors implement the branch using a control-flow
dependency that constrains the order of execution. Since we are looking
for reordering bugs, we do not want to introduce such constraints. For

small tests, adding branches does not impede herd performance.

Example 4.3.1. Figure 4.6 shows an AArch64 load buffering litmus test, where

each access on PO is replaced by a BL instruction to a function that does a load

or store. The AArch64 model permits the outcome { P0:X0=1, P1:X0=1 }

and hence allows re-ordering across unconditional branches. This means the

effects of instructions after each branch can reorder before events of instructions

prior. For instance, in Figure 4.6 the effects of executing the STR in branch

PO_func_2 can reorder before the effects of executing the LDR in PO_func_1,

enabling the outcome { P0:X0=1, P1:X0=1 }.



Litmus Test

4.4. FEvaluation

AArch64 Outcomes

{ *xx = 0, *y = 0 }
PO | P1
MOV X2, #1 | MOV X2, #1
BL PO_func_1 | LDR X0, [%y]
BL PO_func_2 | DMB ISH
B end | STR X2, [%x] 1 P0:X0=0, P1:X0=0 }
PO_func_1: | DMB ISH { P0:X0=0, P1:X0=1 }
LDR X0, [%x] | { P0:X0=1, P1:X0=0 }
RET | { P0:X0=1, P1:X0=1 }
PO_func_2: |
STR X2, [%y]l |
RET |
end: |
exists (P0:X0 =1 /\ P1:X0 = 1)

Figure 4.6: AArch64 LB test where C/C++ relaxed loads are compiled to branch
instructions on PO and outcomes under the AArch64 model [19].

4.4 Evaluation

We evaluate the mix testing technique and atomic-mixer tool by conducting
a number of case studies using LLVM and GCC. We use atomic-mixer to
reproduce a non-mixing bug found by prior work (§4.4.1), discover previously
unknown mixing bugs (§4.4.2) of which one was found manually. We conduct
a bug finding campaign, unearthing four new mixing bugs (§4.4.3), and found

a mixing bug in mappings proposed for the JVM (§4.4.4).

4.4.1 Reproducing a non-mixing Bug
Since mix testing with one profile corresponds to non-mix testing it follows
that atomic-mixer should be able to reproduce existing bugs. We reproduce a

(non-mixing) bug using atomic-mixer from the previous chapter (Figure 3.1).

Example 4.4.1. Figure 4.7 (top) shows a C/C++ message passing litmus test
and its outcomes. The outcome { P1:r0=0, y=2 } is forbidden by the RC11
model [46]. Figure 4.7 (middle) describes the mix test that gives rise to this
concurrency bug. Note how there is only one compiler profile in Figure 4.7

(middle). The compiled program in Figure 4.7 (bottom) exhibits the outcome.
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C/C++ Litmus Test C/C++ Outcomes
{ *xx = 0, *y = 0 }

PO OO {
store(x,1,rlx);
fence(rel);

store(y,1,rlx); { P1:r0=0, Y=1 }
} . —3 —3
P10 o { P1:r0_1, y_l }
exchange (y,2,rel); { P1:r0=1, y=2 }
fence (acq);
int r0 = load(x,rlx);
}

exists (P1:r0=0 /\ y=2)

PO 0 = store(x,1,rlx)
PO_1 = fence(rel)

PO_2 = store(y,1,rlx)
P1_0 = exchange(y,2,rel)

{ test = Figure 4.7 (top), P1_1 = fence(acq)
assignment = { P1_2 = int rO=load(x,rlx)
all — comp}},
where: comp(PO_0) = "MOV;STR"
comp = "clang -march=armv8.2-a -03" comp(PO_1) = "DMB ISH"
comp(P0_2) = "STR"
comp(P1_0) = "MOV;SWPL"
comp(P1_1) = "DMB ISHLD"
comp(P1_2) = "LDR"
AArch64 Litmus Test AArch64 Outcomes

{ *x = 0, xy = 0 }

PO |P1 { P1:W8=0, y=1 }
STR W9, [X%PO_x1|SWPL W9,WZR, [X%P1_y]

DMB ISH |DMB ISHLD { P1:we=1, y=1 }
STR W9, [X%PO_y]l|LDR W8, [X%P1_x] { P1:w8=1, y=2 }

exists (P1:W8=0 /\ y=2)

Figure 4.7: atomic-mixer finds a non-mixing bug [60]. State mappings = {
P1:W8—P1:r0, y—y }

4.4.2 Finding Bugs the State of the Art Cannot

Mix testing can find bugs that current tools cannot, since they require mixing

and are thus out of scope for those tools. We checked a compiler patch and
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found and reported [59] a mixing bug that was missed when we tested it
back in January 2023. This example highlights the difficulty of testing the
compilation of concurrency as a problem that cannot be addressed by testing
atomics mappings in isolation, but rather by strategic testing in the presence

of exponentially many choices of mappings.

Example 4.4.2. The Store Buffering (SB) litmus test in Figure 4.8 (top)
forbids the outcome { P0:r0=0, P1:r0=0 } under the C/C++ model [80].
Figure 4.8 (middle) shows the mix test case that exposes the bug when mix
testing _Atomic __int128 (i128) accesses using profiles targeting Armv8-A and
Armv8.4-A. Figure 4.8 (bottom) shows the mix test generated by atomic-mixer.
In this case the load pair (LDP) of x on P1 has no leading barrier, and since LDP
has no ordering semantics, its effects can be reordered before the store-release
exclusive pair (STLXP) on P1. The compiled program exhibits the outcome {
P0:r0=0, P1:r0=0 } under the AArch64 model [19].

4.4.3 Bug-Finding Campaign
We found three mixing bugs automatically [62, 63, 59], and one bug manu-
ally [50]. We summarise them here, and describe one more.

1. 32-bit SC load is missing a barrier: See Figure 4.1 and report [62].

2. 64-bit SC load is missing a barrier: See report [63]. An analogue of (1),
but for 64-bit loads when compiling to target 32-bit systems.

3. 128-bit SC load is missing a barrier: See report [59] and Figure 4.8.

4. _Atomic struct size and alignment differ between LLVM and GCC. See

report [50] and Figure 4.9.

Each bug is triggered by a different tests and profiles. These tests were
found using variants of store buffering tests with either sequentially consistent

stores or read-modify-write operations. Picking the size of accesses from 32, 64,
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128-bit Store Buffering Example

C/C++ Litmus Test C/C++ Outcomes
{ 1128 *x, *y = 0 }
PO O {
store(x,1,sc);
1128 r0=load(y,sc); { P0:r0=0, P1:r0=1 }
O { PO:r0=1, P1:r0=0 }
store(y,l,sc); { POZI’O=1, P1:r0=1 }
i128 r0=load(x,sc);
¥
exists (PO:r0=0 /\ P1:r0 = 0)
PO_0 = store(x,1,sc)
{ test = Figure 4.8, PO_1 = 1128 r0 = load(y,sc)
assignment = map } P1_0 = store(y,1,sc)
where: P1_1 = i128 r0 = load(x,sc)
map={P0_0 — comp;,PO_1 — compq,

P1_1+ comp,,P1_0+ compy} comp;(PO_0) = "MOV;DMB;STP;DMB"
comp;="clang -march=armv8.4-a -03" comp;(PO_1) = "LDP;DMB"
compy,="clang -march=armv8-a -03" compy(P1_0) = "MOV;LDAXP;...;CBNZ"

comp,(P1_1) = "LDP;DMB"
AArch64 Litmus Test AArch64 Outcomes
{ *x = 0, xy = 0 }
PO | P1
MOV X2, #1 | MOV X6, #1 o 11{P0:X0=0,P1:X0=0}!"!
DMB ISH o | loop: LDAXP x1,x2°,[/oP1_y] {P0:X0=0,P1:X0=1}
STP X1,X2,[%PO_x]|STLXP W4,X%X5,X6,[%P1_y] {PO:X0=1,P1:X0=0}
DMB ISH | CBNZ W4, loop PAVT ST e AT
LDP X4,X0,[%PO_y]l|LDP X4, X0, [%P1_x] {P0:X0=1,P1:X0=1}
DMB ISH | DMB ISH
exists (PO:X0 = 0 /\ P1:X0 = 0)

Figure 4.8: Mixing bug [59].

or 128-bits triggers different code paths in GCC and LLVM that are triggered
by different compiler profiles. In other words we found three unique bugs.
The last bug [50] we describe was discovered manually while developing
the ABI in §4.5. Manual effort was required since atomic-mixer depends
on herd, which doesn’t support structs. This bug arises when two different

compilers translate code for the same ISA. We discovered that GCC and LLVM
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typedef _Atomic struct { char al[5]; } X;
int size_x = sizeof(X); // GCC=5, LLVM=8
int align_x = __alignof(X); // GCC= 1, LLVM=8

X £(X *p) { return *p; }
// GCC=bl __atomic_load, LLVM=LDAR X2, [loc]

X g(X *p[2]) { return =*p[1]; }
// GCC=__atomic_load, LLVM=LDR X1, [loc,#8]; LDAR X2, [X1]

Figure 4.9: Mixing struct implementations. This issue also effects x86 backends.

have incompatible implementations of _Atomic structs. Both the size and
alignment requirement calculated in Figure 4.9 differs between compilers. The
sizeof operator is used to determine the storage allocation and size of atomic
assembly instructions to be used. In this case GCC’s engineers chose to use an
inefficient locking function (__atomic_load), whereas LLVM’s engineers used a
load acquire (LDAR) instruction. GCC’s engineers chose to use the locking call,
since there aren’t any instructions to handle unaligned atomics or oddly-sized
types, LLVM’s engineers chose to use LDAR on the basis that every other access
would share the same alignment values. Mixing code generated by both is
problematic since LLVM may write struct padding bits to memory where GCC
allocates entirely unrelated data — mixing LLVM and GCC code can invalidate
data and hence program execution in unknown ways. The solution is to over
align and pad atomic types to the next supported atomic size.

It is reasonable to question whether mixing bugs only arise when mixing
acquire-release and barrier-based implementations. We now explore a mixing

bug that does not require barriers.

4.4.4 Mixing Bugs in Proposed Mappings

Arm’s engineers were considering a proposal to change the default mappings
(Table 4.2) of SC [91] loads and stores when compiling for the release consistency
processor consistency extension (RCPC). The RCPC extension introduces the
LDAPR instruction whose effects can reorder before prior store-release (STLR)
instructions that access different memory locations. The LDAPR instruction has

the potential [153] to improve performance over the current LDAR instruction.
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Atomic Compiler Profile Assembly

load(loc,sc) "clang -march=current -03" LDAR WO, [locl]
"clang -march=proposed -03" | LDAPR WO, [loc]

store(loc,val,sc) | "clang -march=current -03" MOV W1, #val

STLR W1, [loc]
"clang -march=proposed -03" | MOV W1, #val
STLR W1, [loc]
DMB 1ISH

Table 4.2: The proposal relaxed SC loads and strengthened SC stores.

Replacing LDAR with LDAPR alone however is unsound since it can reorder with
prior stores (STLR). The change proposed to both strengthen the STLR with a
trailing barrier (DMB ISH), and relax loads to use LDAPR, effectively preventing
non-mixing bugs. We apply mix testing to show that this case would not be

correct when mixing the proposed mappings in with code targeting Armv8-A.

Example 4.4.3. Figure 4.10 (top) shows a store buffering test. The outcome
{ PO:r0=0, P1:r0=0 } is forbidden by the C/C++ model [80]. Figure 4.10
(middle) shows the mix test case that arises when using the mappings in
Table 4.2. Figure 4.10 (bottom) shows the mix test we found manually as
no compiler implements the proposed mappings without which atomic-mixer
cannot work. In Figure 4.10 (bottom) the store-release (STLR) on PO has no
trailing barrier, and the effects of executing the LDAPR can be reordered before
the effects of the STLR. Figure 4.10 (bottom) exhibits the outcome { P0O:r0=0,
P1:r0=0 } under AArch64 [19].

There is nothing wrong with the proposed mappings, provided all stores
are strengthened. In general, we cannot know if a compilation unit will be mixed
with other code for different (yet compatible) architectures. The user can either
guarantee the whole program is always compiled using the proposed mappings
or otherwise every compiler implementation must change. This requires that
every compiler that supports Armv8-A and above (including LLVM, GCC, and
MSVC) strengthens their SC stores with a trailing barrier. Unfortunately such
a wide-reaching change is unlikely to be accepted in practice. This proposal

constitutes an ABI break with respect to today’s compilers.
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Prospective Store Buffering JVM Mixing Bug

Litmus Test

C/C++ Outcomes

{ *x = 0, xy = 0 }

PO O {
store(x,1,sc);
int r0=load(y,sc);

}
P1 () A
store(y,1,sc);
int r0O=load(x,sc);
}

exists (PO:r0=0 /\ P1:r0=0)

{ PO:r0=0, P1:r0=1 }
{ PO:r0=1, P1:r0=0 }
{ PO:r0=1, P1:r0=1 }

{ test = Figure 4.10,
assignment = map }
where:

map={P0_0 — comp,,P1_0 — compy,
PO_1+ compy,P1_1— compsy}

comp;="clang -march=current -03"

compy="clang -march=proposed -03"

Litmus Test

PO_0 = store(x,1,sc)
PO_1 = int r0 = load(y,sc)
P1_0 = store(y,1,sc)
P1 1 = int r0 = load(x,sc)

comp,(PO_0) = "MOV;STLR"
compy(PO_1) = "LDAPR"
comp,(P1_0) = "MOV;STLR"
compy(P1_1) = "LDAPR"

A Arch64 Outcomes

{ *x = 0, xy = 0 }

exists (PO:W0=0 /\ P1:W0=0)

PO | P1 11{ PO:W0O=0, P1:W0=0 }!!
MOV W1, #1 | MOV Wi, { P0:W0=0, P1:W0=1 }
STLR W1, [%P0O_x] | STLR Wi1,[%P1_y] { PO:W0=1, P1:W0=0 }
LDAPR WO, [%PO_yll LDAPR WO, [4P1_x]  { PO:WO=1, P1:W0=1 }

Figure 4.10: { PO:r0=0, P1:r0=0 } is forbidden by the C/C++ model [80].
Mappings={ P0:r0—P0:W0, P1:rO0—P1:WO0 }

It is possible to use the proposed mappings without mixing bugs. The

mappings were proposed as a change to the Java Virtual Machine (JVM)

implementation. When used in isolation these mappings are sound, since the

JVM uses a JIT compiler that can dynamically generate code using the proposed

mappings all at once. However, there are three cases where mixing bugs can

arise. Firstly, heap locations may be written to by the JVM’s C++ code using
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SC atomics (the STLR instruction), but then later read by Java volatiles (using
LDAPR). This can be fixed by inserting barriers after every C/C++ store in the
JVM source. Secondly, a user’s C++ code may share a memory buffer with
Java code (for example, a java.nio.ByteBuffer), where the C/C++ code
stores to the buffer and Java loads from it (using VarHandle: :getVolatile).
Again, the user must insert barriers after C/C++ stores. Thirdly, bugs may
arise if the JVM interacts with C/C++ through foreign function interfaces
(FFI) such as JNI (for instance using an API call to SetIntField). Assuming
the JVM does not synchronize at FFI boundaries (see §4.3.2), barriers must be
added here too.

4.5 Mix Testing an Atomics ABI

In this section we cover our experience applying mix testing in industry. We
worked closely with Arm’s compiler teams to develop an atomics application
binary interface (ABI) that specifies the mappings of source-level atomics into
AArch64 assembly sequences. As far as we know this is the industry’s first
published specification of an atomics ABI. We summarise the ABI as it is today
(the ABI is in Appendix C), and refer the reader to the published document
for updates [69].

4.5.1 An ABI Specification of Armv8 Atomics

The ABI is defined by a list of atomics mappings (§4.5.1.1), accessed through
compiler profiles that generate assembly sequences. A compiler is ABI compat-
ible if it implements the mappings in the ABI (§4.5.1.2), which means it should
not exhibit mixing bugs when mixing with mappings in the ABI (§4.5.1.3).

4.5.1.1 Listing Atomics Mappings

We test atomics mappings produced by the compiler profiles in LLVM and GCC
that use "-march=armv8+{lse|rcpc|rcpc3|1lsel128}/armv8.4-a". Since ar-
chitecture sub-versions such as "-march=armv8.1-a" imply a few of these flags

they are omitted.
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Example 4.5.1. Table 4.3 shows how a 32-bit integer exchange maps to either
a CAS sequence when Armv8.0 is selected or a swap instruction (SWP) if the

Armv8.1-A is selected.

Atomic Operation Compiler Profile Assembly Sequence

exchange(loc,val,rel) | Base "-march=armv8" MOV W2, #val

1bl:LDXR W4, [loc]
STLXR W3, W2, [loc]
CBNZ W3, 1bl

"+1se" MOV W2, #val

SWPL W2, W4, [loc]

Table 4.3: An exchange maps to a compare-and-swap loop or a SWPL instruction.

4.5.1.2 Statement of ABI Compatibility

We define a statement of compatibility with respect to compilers and their

mappings against which we can test compatibility.

Definition 4.5.1. ABI-compatibility A compiler that implements the stated
mappings is ABI-Compatible.

We can test compatibility up to bounds using atomic-mixer. Given a
compiler comp that implements mappings under a set of compiler profiles
P, and a C/C++ litmus test set S, comp is compatible with respect to S if
mix testing using S and P finds no mixing bugs (Def. 4.2.5). This definition
comes with the constraint that this is not a correctness guarantee, but rather
a statement backed up by bounded testing. We test programs with a fixed
initial state, loop unroll factor, and no recursion. The ABI does not make
any statement about the compatibility of compilers outside the test bounds
specified, the provided mappings are not exhaustive, the document makes no
statement about the compatibility of optimised programs or concerning the

performance of compiled programs under the provided mappings.

4.5.1.3 Mix testing mappings in the ABI

We generate a number of concurrency tests, checking ABI compatibility of
compilers that implement the mappings in the document. At the time of writing

the mixing bugs reported in GCC are fixed, but not in LLVM.
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By following the steps in §4.3.1 we mix test LLVM and GCC given compiler
profiles and tests as input. We generate tests that involve patterns of C/C++
atomic operations, memory order parameters, barriers, control-flow and straight
line code up to 5 threads in size?. These tests are not exhaustive but aim to
test atomic operations introduced in C/C++11. The ABI specifies mappings
for C11 atomic operations for 8, 16, 32, 64, and 128-bit width accesses for both

signed and unsigned integer types. Table 4.4 defines the test parameters.

C/C++ constructs: (atomic operations | non-atomics |
barriers | control-flow |
straight-line code)+

Access width/sign: (Wint(8 | 16 | 32 | 64)_t
Memory Order: (rlx | acq | rel | acq_ rel | sc)+
Target Architecture: (armv8 | armv8+lse | armv8+rcpc |

armv8+rcpc3 | armv8+1sel28 | armv8.4-a)+

Table 4.4: Mix testing atomics implementations.

We generated thousands of C/C++ litmus tests using diy [12] and applied
atomic-mixer to get millions of AArch64 assembly litmus tests. We used
mshowhashes to remove redundant compiled tests (see §4.3.2) and herd [12] to
search for mixing bugs. We parallelised [150] mix testing (with load balancing
to reduce swap usage) on a 224 core ThunderX2 using 100 GB runtime footprint
and found no mixing bugs besides those we document in §4.4.2. We do not auto-
generate tests for all mappings in the ABI, since the diy [12] generator does
not support all read-modify-write operations, such as fetch_add. We manually
constructed tests with unsupported operations and applied atomic-mixer to
check for mixing bugs in these cases.

There are many implementations of a given atomic operation in practice.
Considering only the Armv8-A AArch64 backends of LLVM and GCC, there
are up to 5 different mappings for each primitive, but many primitives also have
mappings for each size and signedness. In addition, individual mappings were
changed in compiler patches, but the changes were not consistently applied. As

a result, LLVM and GCC are not currently interoperable, but specifying the ABI

2We reused tests from Chapter 3, testing with more instructions per thread is future work.
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is one step towards addressing this. Altogether, the ABI specification fills over
seventeen A4 pages, even with as much duplication removed as possible. Beyond
this, there are also mappings used by proprietary compilers such as MSVC,
which we have not yet considered. We expect that compiler implementations

for other architectures have the potential for ABI mixing bugs too.

4.5.2 Special Cases

We detail two special cases that compilers should handle. Details of these bugs

are in Chapter 3.

Read-modify-write should preserve read: (Example 3.1) Exchange can
map to SWPL instructions (Table 4.3). However, according to the Arm
Architecture Reference Manual [18] “instructions where the destination
register is WZR or XZR, are not regarded as doing a read for the purpose
of a DMB LD barrier”. The bug in Figure 4.7 arises since the effects of
executing a SWPL may be reordered past the acquire fence, we propose
that compilers do not rewrite the destination register to be the zero

register (WZR) in this case. This also applies to LD<OP> and CAS.

Mutable const-qualified data: (Example 5.2) Registers in AArch64 state
hold 64-bit values. To load 128 bits atomically we must use a CAS loop
(see Table 4.5) when Armv8.0 is selected. If const-qualified memory is
marked read-only (and stored in, for example, .rodata) then executing
the store-exclusive pair (STXP) instruction will crash the program. We
propose that implementations mark const-qualified atomic locations as

mutable This also affects x86 code generation of 64-bit access.

Atomic Operation | Compiler Profile Assembly Sequence
load(loc,rlx) Base "-march=armv8" | 1bl:LDXP X9,X10, [loc]
STXP W3,X9,X10, [1oc]
CBNZ W3,1bl
"+1se" LDP W2,W4, [loc]

Table 4.5: Some mappings for an 128-bit atomic load, in this case a CAS loop or
an LDP instruction.
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4.5.3 Sub-ABIs, ABI-Islands, and the Baseline ABI

There is no one ‘true’ ABI, but rather a specification that serves most purposes.
The ABI we provide represents a baseline specification for any implementation
that aspires to be compatible across all versions of the Armv8 architecture.
Ideally, mainstream implementations such as LLVM and GCC will adhere
to this ABI in the future. This ABI does not prevent implementors from
creating their own ABI, whether it is a subset of the baseline (a sub-ABI) or
an altogether different set of mappings (a disjoint ABl-island). A sub-ABI
could induce mixing bugs on unsupported architectures (like in §4.4.4) and it
would be up to the user of that sub-ABI to ensure such a situation cannot arise.
Likewise, implementors may rely on an entirely different set of mappings that
are disjoint from the baseline specification. Such an ABI-island would require
similar restrictions to ensure correct execution. All ABI variants are of course
relative to a baseline existing in the first place.

We observed that the absence of an explicit baseline led to the definition
of implicit sub-ABIs. As architecture extensions (7e fast new instructions) are
introduced, users quickly identify prospective mappings that offer performance
improvements for their workloads. These sub-ABIs guide compiler development
as they arise, but lacked ABI specification and testing until now. We provide
a baseline ABI as guidance for numerous reasons. Firstly, mixing bugs have
been introduced by accident (§4.4.2) and we want to prevent this as much as
possible. Secondly, there have been numerous attempts to optimise special
atomic sequences (see §4.5.2), motivating the need to collect these cases together.
Thirdly, engineers have been asked whether the same set of prospective mappings
is correct by multiple different partners, and writing down the known cases
helps rule out incorrect mappings. Lastly, the collective knowledge of atomics
ABIs exists as a series of online discussions and web pages [144], which do not
yet contain all compiler mappings or have altogether disappeared (for instance
when LLVM migrated from Phabricator to GitHub). We provide an ABI to

help engineers and reduce the chances of mixing bugs arising in the future.
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4.6 Discussion

We end this chapter by discussing questions concerning mix testing.

Could one reduce the complexity of mix testing? Yes. In §4.3.2 we dis-
cuss how to group tests by a static hash to reduce the number of tests we
must simulate. A further optimisation is to regenerate test groups only
for the mappings that actually change between compiler revisions. We

leave this optimisation to further work.

Is it sufficient to check one test per hash group? Litmus tests are sim-
ple programs with a highly uniform structure. While there is no proof
that testing one candidate per group is sufficient, it is exceedingly unlikely

that hashes will collide with modern hashing technologies.

Could interaction testing help mix testing? Perhaps. Since mix testing
relies on varying profiles and test statements, applying n-way testing to
these parameters may prune redundant combinations. For instance, if a
bug arises with a relaxed atomic mapping, then it may be unnecessary
to test a stronger release mapping. However, this optimisation is not
universal as a compiler may use two unrelated mappings, necessitating

separate testing. This is to say our test parameters are not orthogonal.

Is there data about historic changes to compilers? There is some pub-
lic information about the changes to compiler mappings® however a
complete study is not in the scope of this work. We expect a study would

need to address the following problems:

Bug fixes can be back-ported to older compilers to support software that
relies on older toolchains. For example, the bug in §4.4.1 has been fixed
in toolchains dating back to LLVM version 11. This means the accuracy
of a study on the history of compiler correctness is subject to a compiler’s

mappings, and Atomic-mixer would not unearth historic behaviour in

3Consider the change log of Sewell’s web page of mappings [144].
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this case. When back-ports mask historic behaviour, one would need to

study other sources of documentation to recover data.

Unfortunately, a lot of documentation is now inaccessible. For example,
LLVM’s Phabricator instance, that contained many discussions concerning
compiler bugs, is now deprecated and is no longer accessible. As such
manually reproducing a history of mixing bugs in compilers would require

considerable effort and may miss data.

Are there mixing bugs in older compilers? Yes, and this is how we en-
countered mixing as a problem. In the past, a patch was merged into
LLVM but testing it with Téléchat did not yield any bugs. A partner
of Arm then asked if mixing the mappings from the patch with older
mappings would induce bugs. After studying the patch in the context of
mixing, we realised the patch did exhibit a mixing bug. This example is
documented in §4.4.2. This motivated the development of the mix testing

technique and subsequent analysis that became Chapter 4.

Are there bugs in compilers with respect to the ABI? Yes at the time
of writing the mixing bugs reported in GCC are fixed, but not in LLVM.
Further, we do not support testing of JIT compilers and §4.4.4 describes

a case where we had to mix test the JVM manually.

Does the branching problem affect all architectures? For most mod-
ern architectures, unconditional branch and return instructions have
no effect on the ordering semantics of memory accesses, and as such do
not constrain the simulation of litmus tests. For architectures where a
branch or return has memory side effects the order of execution may be
constrained. For instance if a branch pushes the return address onto
a stack and the return pops it off, then the order of execution may be
affected. We did not test the branching problem on any architectures
other than AArch64, but it would be valid to use unconditional branch

and return sequences in the reassembled litmus test.
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Chapter 5

On The Limitations of Models

and Simulators

In this chapter we assess the limitations of today’s models when used as parts
of our compiler testing oracle. In our oracle, we use executable models and
simulators to compute the expected and actual program behaviour (Def. 2.4.5).
While we found nine bugs, which compares favourably with other concurrency
testing work, it is perhaps less than one would expect from a thesis on compiler
testing. The question arises how sound and complete are these parts?

We test the limits of model implementations and simulators. We find bugs
in unsound models, compiler bugs missed by incomplete models, and behaviours
otherwise overlooked by axiomatic model simulators. Such behaviours arise at
the intersection of concurrent program semantics and other language features,
such as const and atomic types. The examples we describe concern day-to-day
issues for engineers, but are often not studied as they exist at the boundaries
of what is tested. As such, using state of the art model simulators to study
them required more work than we had expected. We conclude that further
development of models and simulators is necessary if concurrency bug finding
is to be automated to the degree that sequential compiler testing has been.

The remainder of this chapter is structured as follows. §5.1 revisits the
oracle problem and §5.2-5.6 describe examples where testing under models and

simulators is unsound or incomplete.
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5.1 The Oracle Problem Revisited

We use simulators as parts of oracles [83, 82] for compiler testing. Oracles are
tools that take a litmus test and compute, with respect to a specific model,
what behaviour it allows (Def. 2.4.2). For our purposes, the herd simulator,
paired with the C/C++ model produces the expected program outcomes, and
herd paired with the architecture model produces the actual program behaviour
(Def. 2.4.5). Comparing the outcomes from these parts of our oracle should be
sufficient to find bugs.

Unfortunately, there are two cases where our oracle can still miss compiler
bugs. These cases arise if the model or simulator are unsound, or when they do
not implement the complete set of language features under test. To be clear we
are focusing on executable models and simulators such as Cat models and the
herd simulator, and not a model as it appears in a C/C++ standards document
or an architecture specification. In this chapter we assess the limitations of
models and their simulators with respect to compiler testing.

A model or simulator is unsound' when it forbids an implementation
behaviour that should be allowed, or vice versa. In other words, one can use a
simulator to show an outcome is reachable when it should not be, or unreachable
when it should be. For example, a model may be unsound if there exists an
outcome of executing a program on hardware that is forbidden by the model.
In this case an expert must confirm? that the hardware behaviour is correct and
the model differs. Dually, a model may be unsound if it allows an outcome that
is forbidden by all implementations. We must be careful here as C/C++ and
architecture models are intentionally loose to allow for implementation freedom.
We focus on cases where the implementation is confirmed to be correct but
the executable model and simulator disagrees. In practical terms unsoundness
manifests as test results that do not match some ground truth. Testing with

unsound models or simulators may miss bugs or raise false positives.

I'Not to be confused with the soundness of mappings from a source to assembly. A model
is unsound if it can prove a statement that should be false.
20f course an implementation may be incorrect, but we focus on checking the models.
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Likewise, a model or simulator is incomplete if there exists an outcome of
executing a program under an idealised implementation that is not exhibited
by the model or simulator. This case differs in that the model or simulator
simply does not detect a behaviour, and hence does not allow or forbid it. In
this case the model and simulator may silently pass over genuine bugs.

We study the unsoundness and incompleteness of the herd simulator and
its models when used as parts of our oracle for compiler testing. Prior to
the development of Téléchat, such analysis was done manually, by fuzzing, or
using hardware [99, 4]. In general, verifying the correctness of an oracle is
undecidable, and so we focus on directed testing using small litmus tests.

We study several cases where compiler testing can go wrong. Where
possible, we adapt models or simulators to handle these cases, or highlight areas
for future work. We first explore the effect of unsound model implementations

on testing.

5.2 Unsound Model Implementations

The most straightforward way testing can go wrong is if a model or simulator
is implemented incorrectly. We found a bug in the unofficial arm. cat imple-
mentation of the Armv7 model automatically when testing LLVM and GCC
using Téléchat. There are outcomes of executing the compiled program under
the buggy arm.cat model [11] (unofficial) that are forbidden under the RC11
model [46]. We fixed the model implementation to forbid the behaviour [65].

Example 5.2.1. In Figure 5.1 (top) the outcome { PO:r0=0, P1:r1=0 }
occurs if the store can be reordered past the load on either thread. This
should never happen under the SC model [91], let alone a C/C++ model
such as rc11 [46]. RC11 is by no means an authoritative reference for ISO
C/C++, but all C/C++ models we used had the same behaviour in this case.
Figure 5.1 (bottom) shows the compiled program and the outcomes under
the arm.cat model [11] when simulated using herd. The outcome is observed

since the fence is compiled to a DMB ISH instruction, however DMB ISH was
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Source Litmus Test Outcomes
{ *xx = 0, *y = 0 }
PO O {
store(x, 1, sc); rcil.cat
fence(sc);
int r0 = load(y, sc);
} { PO:r0=0, P1l:r1=1 }
P1 () { { PO:r0=1, P1:r1=0 }
store(y, 1, sc); { P0:r0=1, P1:r1=1}
fence(sc);
int r1l = load(x, sc);
}
exists (PO:r0=0 /\ P1:r1=0)
Assembly Litmus Test Outcomes
{ *x =0, xy = 0} arm.cat (buggy)
PO |P1
MOV RO, #1 |MOV R2 ,#1 "{ POZR1=O, P1:R3=0 }"
STR RO, [%PO_x]1|STR R2,[%P1_y] { PO:R1=0, P1:R3=1 }
DMB ISH |DMB ISH { PO:R1=1, P1:R3=0 }
LDR R1,[%PO_yl|LDR R3,[%P1_x] { PO:R1=1, P1:R3=1 }
exists (PO:R1=0 /\ P1:R3=0)

Figure 5.1: (Top) C/C++ Store Buffering test. (Bottom) Compiled Armv7-A test.

not implemented correctly in herd. Specifically the fence was not marked as a
barrier in the herd source code. It is unclear how long the bug existed in the
arm. cat model before we found it. We fixed [65] the arm.cat model and herd

so that it no longer exhibits { PO:R1=0, P1:R3=0 } in this case.

We next explore a compiler bug that also lay dormant, since modelling

efforts did not consider the interaction of const and atomic operations.

5.3 Incomplete Model Implementations

We report a runtime crash [57] that arises when compiling and executing an 128-
bit const-qualified atomic load. This is not a concurrency bug since it neither
exhibits re-ordering nor requires multiple threads. However, sequential testing

will likely miss the interaction since atomics are associated with concurrency.
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Source Program C/C++ Outcomes
const _Atomic __intl128 x = 0;
Po() {
__int128_t r0 = load(&x,sc); { PO:r0=0 }
}
// exists (PO:r0 = 0)

$ clang -00 test.c -o test.o && ./test.o

[1] 55891 bus error ./test.o (not detected below)
AArch64 Program AArch64 Outcomes
{ __int128_t *x = 0 }
PO
LDR X9, [X%PO_x]
loop: LDAXP X8, X10, [X9] { P0:X8=0, P0:X10=0 }

STLXP W11, X8, X10, [X9]
CBNZ W11, loop

exists (P0:X8 = 0 /\ P0:X10 = 0)

Figure 5.2: 128-bit Const Atomic Load. This program crashes when run.

Example 5.3.1. Figure 5.2 (top) probes const semantics in LLVM and induces
a run-time crash when run. Figure 5.2 is a single-threaded program that loads
an 128-bit integer with SC [91] ordering. Compiling Figure 5.2 (top) using
LLVM 11 produces Figure 5.2 (bottom). In Figure 5.2 (bottom), the load is
implemented using a store instruction inside a compare-and-swap (CAS) loop.
The LDR instruction loads the address of x from memory through a pointer to x.
LDAXP attempts an exclusive access on the 128-bits of x, loading the contents
into the registers X8 and X10. STLXP then attempts to write the same data
back to x, and if it succeeds it will write 0 to W11 or 1 if the exclusive access
was interrupted. Then CBNZ checks W11 and if zero will continue, otherwise it
will branch to the loop label and retry as the store failed. Figure 5.2 (bottom)

crashes at runtime - since the store to x fails as it is marked as read-only.

Unfortunately, we cannot just remove the store instruction. An engineer
from Arm’s GCC team stated [56]: “Atomic loads have to work even if the

object is marked const. C/C++ permits a non-const object pointer to be cast to
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a const object pointer. That means that any mechanism used for atomic loads
has to work with const objects”. Further, ISO C/C++ [80] specifies that the
source program must not write to the object; however the implementation may
write, if there are no side effects. In this case, the compiled program crashes
which is a side effect.

The herd simulator equipped with the AArch64 model does not catch the
crash in Figure 5.2. The outcomes of simulating the above tests are in Figure 5.2
(right) under the RC11 [46] and AArch64 [19] models, using herd [17]. The
tests have the same outcomes after mapping states, but herd does not flag the

crash since the AArch64 model does not account for read-only memory.

Example 5.3.2. We extend the AArch64 model to flag the crash. We describe
our const Cat [5] model and use Téléchat [71] to show how const is miscompiled
by LLVM-11. The syntax for Cat models is described in §2.2. Our model
includes its semantics from the AArch64 memory model [19], and add rules
for const objects. The set of const-writes is the intersection of accesses to
Const regions of memory with program-write events, less the initial writes
(W \ IW). We raise a flag if the set of const-writes is not empty as this
contradicts the immutability of read-only memory. Figure 5.3 (top) shows
our model. Figure 5.3 (bottom) shows the outcomes of simulating Figure 5.2
(bottom) under our model. The outcomes match those in Figure 5.2, but now

flags const violations.

include "aarch64.cat"

let prog-wr = W \ IW
let const-writes = [Const] & (prog-wr * prog-wr)

flag ~empty const-writes as non-const

{ P0:X8=0, P0:X10=0 }

Outcomes under new model:
Flag non-const

Figure 5.3: (Top) Model of aarch64+const. (Bottom) The const requirement is
now flagged under simulation.
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This crash was fixed in LLVM for Armv8.4 or above. Unfortunately, the
problem remains for Armv8.0 since there is no lock-free method of ensuring
atomicity whilst keeping data in read-only memory [71]. To mitigate this issue,
we specified in the Atomics Application Binary Interface [69] for the Arm 64-bit
architecture that 128-bit integer const-qualified atomic data should be marked

as mutable. We are aware that this also affects x86 code generation.

5.4 Incomplete Modelling of Undefined

Behaviour

We now study how incomplete modelling of undefined behaviour leads to
incorrect diagnosis of a behaviour as allowed. According to the ISO C23
standard [80], undefined behaviour (UB) is “behaviour, upon use of a non-
portable or erroneous program construct or of erroneous data, for which [C23]
imposes no requirements”. Informally, UB is often a proxy term for bad
behaviour that should be removed. Indeed, compilers assume programs are free
of UB when applying optimisations. Enumerating UB for the purposes of its
removal is not however trivial [161]. We observe a case of undefined behaviour
that was problematic for test engineers seeking to find bugs in their code where
it interacts with atomics. We show how the lack of UB modelling can inhibit
reasoning about the compilation of concurrent programs and induce incorrect

results under C/C++ models.

Example 5.4.1. Figure 5.4 does not induce a data race, but returning from
the ub_if_returns branch is undefined behaviour. Both LLVM and GCC
assume programs have no undefined behaviour, inferring that ub_if returns
is never called, that rO==0 must be false, and thus if (r0) is always true.
LLVM removes the conditional branches in PO, and writes to y, allowing the
outcome { PO:r0=1, Pl:ri1=1 } to occur under AArch64 [19]. Debugging
such an example could be challenging, since compilers can remove all code on
the path to statically detectable undefined behaviour. Unfortunately neither
herd nor any of herd’s C/C++ models flag this behaviour as UB.
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{ *xx = 0, *y = 0 }

[[noreturn]] inline void ub_if_returms() { return; }
PO O |
int r0 = load(x,acq);
if (ro) {
store(y,1,rel);

}
if (r0 == 0) {
ub_if_returns(); // UB if this returns
}
}
P1 O {

int rl = load(y,acq);
store(x,1,rel);

}

exists (PO:r0=1 /\ Pl:ri1=1) // forbidden by rcill+lb

Figure 5.4: Goldblatt’s [74] litmus test.

Example 5.4.2. Consider "PO(){ store(y,1,rel);ub_if returns(); }".
If compiled to target Armv8.0-A using "clang -03", then the whole of PO is
optimised away. Further, if main calls a function f that calls a g that calls
PO then all functions including main are removed. If the example program is
compiled and linked with a program that calls PO then executing the compiled
code for PO may proceed to the code below P0O. This could be a security issue

if the linker stores sensitive code after PO.

Simulating these tests under herd’s C/C++ models will not detect such
issues. Simulating the code in the above examples under herd’s C/C++
models will flag data races as undefined behaviour, but other forms of unde-
fined behaviour are not considered. Tools that rely on herd, or its models,
may therefore exhibit false negatives. For instance the outcome { P0O:r0=1,
P1:r1=1 } of Figure 5.4 would be incorrectly flagged as a compiler bug after
compilation when it is due to undefined behaviour — it is a bad test. Likewise,
if a compiled program links against the example code then the processor may
fault at runtime; however, simulation (using for instance herd [12]) may not
show it, since it does not check code outside the provided threads of execution.

In either case, models do not help the user find the bug in their code.
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Fortunately, GCC and LLVM have solutions for these problems. LLVM
has -m1lvm -trap-unreachable, which adds return statements to unreachable
branches to prevent code from ‘falling through’ Unfortunately this option
is not on by default. GCC has -funreachable-traps for similar purposes
at optimisation levels -01 and above. We encourage developers to use the
appropriate compiler flags to avoid trying to diagnose the interactions between

undefined behaviour and concurrency.

5.5 Comparing C/C++ Models

We now use Téléchat to identify discrepancies between C/C++ models. Since
we use the source model and herd? simulator to produce expected program
behaviour, it stands that an unsound C/C++ model may forbid behaviours
exhibited by compiled programs, or allow behaviours not otherwise seen after
compilation. In the former case such differences are either compiler bugs or
cases where the model is too strong. In the latter case models are either
deliberately loose or otherwise too weak. As our testing is particularly sensitive
to the choice of source model, it is informative to compare the relative strength
C/C++ models available [12]. In this section, we use Téléchat to automate the
comparison of C/C++ models to determine their relative strengths and thus
the limitations of each when used to produce source behaviours.

By comparing C/C++ models, we see where each model is too strong or
weak. We show which source models match behaviours expected by C11 [80].
We then compare models using large suites of tests to identify tests where
models are too strong or too weak. Lastly, we find that newer C/C++11 models
allow source behaviours not seen when simulating any compiled program under
herd’s architecture models. We make a case for further work on C/C++ models
to create a model that is weak enough to permit behaviours expected by C/C++
standards, but strong enough to prohibit compiled program behaviours not

seen under any architecture model. Figure 5.5 lists the models we use.

3We fix the simulator as herd from Git [12] commit version #f£0040aca50b.



5.5. Comparing C/C++ Models 125

# | Cat Model Mggc SRC Abbreviation
1 | c11_orig.cat [26] orig

2 | c11_partialSC.cat [27] | pSC

3 | rcill.cat [46] rcil

4 | rcll+lb.cat rcll+lb

# | Cat Model M grcy ARCH Abbreviation
1 | arm.cat [11] arm

2 | aarch64.cat [19] aarch64

3 | riscv.cat [106] riscv

4 | x86tso-mixed.cat [110] | x86

5 | ppc.cat [108] ppc

6 | mips.cat [109] mips

Figure 5.5: The models used during testing, from herd (commit ID #£0040aca50b).

These models are described as follows. The orig model is a formalisation
of the original C/C++11 model. The model proposed by Boehm and Adve [36]
laid down the basic ideas of what became the C+-+11 model, whose designs
were tweaked and fixed by Batty et al. [28] (and many others) on the way to
becoming the C++11 model and the work of Batty [32]. This model permits
load buffering and forbids thin-air reads. Thin-air reads describes a modelling
problem that requires that Load Buffering tests, such as Figure 5.8, to forbid
outcomes whose values are not read from the program itself. The pSC model,
also by Batty et al. [28], is a slightly stronger variant of orig. The orig
model uses the S4 axiom [28] whereas the pSC model uses the S4a axiom of
the same paper. The pSC and orig models are considered equivalent*. Like
orig, the pSC model permits load buffering and forbids thin-air reads. The
rc1l model encodes the model of Lahav et al. [90]. The rc11 model makes
many improvements to prior models and is still used in many papers to date.
Unlike previous models, rc11 forbids load buffering and thin-air reads. The
rc11+1b encodes the RC11 model [90] but allows load buffering.

To compare these models, we compare the outcomes of source and compiled
tests. We use herd to collect the outcomes under each source model, and the

compiled program outcomes under the architecture model below.

4From private communications with Luc Maranget, the maintainer of herdtools.
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We first show how all source models, except rc1l, match behaviours

expected from the C/C++ standards (C23 [80] to be specific).

Example 5.5.1. Consider the load buffering (LB) tests in Figure 5.6 and
Figure 5.7, which are in §7.17.3 of C23 [80]. C23 does not forbid the test in
Figure 5.7, but paragraph 15 on page 266 in C23 states “this is not useful

behaviour, and implementations should not allow it” [80].

C/C++ Litmus Test

Outcomes

{ *xx = 0, xy = 0 }

PO O {
int r0 = load(y,rlx);
store(x,r0,rlx);

}

P1 O Ao
int r1 = load(x,rlx);
store(y,1,rlx);

}

exists (PO:r0=1 /\ Pl:ri1=1)

rcli

{ PO:r0=0, P1:r1=0 }
{ PO:r0=1, P1:r1=0 }

orig|pSClrcli+lb

{ P0O:r0=0, P1:r1=0 }
{ PO:r0=1, P1:r1=0 }
1'{ PO:r0=1, Pl:ri1=1 }!!

Figure 5.6: LB test explicitly allowed by C23 [80]. The compiled program has the

same or less (in the case of x86) outcomes as rc11+1b.

C/C++ Litmus Test

Outcomes

{ *xx = 0, *xy = 0 }
PO O {
int r0 = load(y,rlx);
if (ro == 1) {
store(x,r0,rlx);
}
}
P1 O {
int rl = load(x,rlx);
if (r1 == 1) {
store(y,1,rlx);
}
}
exists (PO:r0=1 /\ Pl:ri1=1)

rcll

{ PO:r0=0, P1:r1=0 }

orig|pSClrc1i+lb

{ PO:r0=0, P1:r1=0 }
11{ PO:r0=1, Pl:r1=1 }!!

Figure 5.7: LB test explicitly allowed by C23 [80]. The compiled program exhibits

{ P0:r0=0, P1:r1=0 } only.
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Example 5.5.2. Consider the LB tests in Figure 5.8 and Figure 5.9. Fig-
ure 5.8 outlines an LB variant explicitly forbidden by C23. Figure 5.9 is not
explicitly mentioned, but upon further reading is allowed. §5.1.2.4 of C23 [80]
states “relaxed atomic operations are not included as synchronisation operations

although, like synchronisation operations, they cannot contribute to data races.”

C/C++ Litmus Test Outcomes
{*x =0, xy =01} rcll
PO O {
int r0 = load(y,rlx); { PO:r0=0, P1:r1=0 }
store(x,r0,rlx);
} -
Pt O | orig|pSClrcli+lb
int r1 = load(x,rlx);
store(y,rl,rlx); 1'{ PO:r0=88, P1:r1=S8 }!!
} { P0O:r0=0, P1:r1=0 }
exists (PO:r0=1 /\ Pl:r1=1)

Figure 5.8: LB variant explicitly forbidden by C23 [80]. herd does not create “thin-
air” values and instead exposes its internal state $8. The compiled
program exhibits the outcome { PO:r0=0, P1:r1=0 }.

C/C++ Litmus Test Outcomes
{ *x =0, *y = 0} rcll
PO() {
int r0 = load(x,rlx); { P0:r0=0, P1:r1=0 }
fence(rlx); { PO:r0=0, Pl:ri1=1 }
store(y,1,rlx); { PO:r0=1, P1:r1=0 }
}
orig|pSClrcl1i+lb
P10 {
int rl = load(y,rlx); { PO:r0=0, P1:r1=0 }
fence (rlx); { PO:r0=0, P1l:ri=1 }
store(x,1,rlx); { PO:r0=1, P1:r1=0 }
¥ 11{ PO:r0=1, Pl:ri1=1 }!!
exists (PO:r0=1 /\ Pl:ri=1)

Figure 5.9: Load Buffering test implicitly allowed by C23 [80]. Variants without
fences are also allowed. The compiled program exhibits the same (or
less) outcomes as rc11+1b.
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In summary load buffering is allowed, except for tests that allow thin-air
behaviours [37]. Of course, it is not enough to test a small sample of tests, so
we now test compilation using two larger suites of C/C++ tests. The first suite
contains the default 89 litmus tests output by "diy7 -arch C". The second
suite contains the 167,184 litmus tests from prior work [71]. We feed these tests
through the flow outlined in §3.2 under SRC and ARCH models.

We categorise test results by the number of outcomes that match before
and after compilation. For each model we automatically identify tests where
outcomes' (comp(s), M apon) L outcomes(s, Mgrc) and explain what concur-
rency patterns cause this. We manually study tests where all compiled programs
under their respective ARCH model exhibits outcomes'(comp(s), M arcn) C
outcomes(s, Mgrc) to identify why the source model is more permissive.

We discuss the results of each C/C++ test suite in order, starting with
the suite of 89 diy tests. Figure 5.10 presents 4 tables of results, one for each
SRC model. Each column of each table lists results for clang and gcc, for each
of the 6 ARCH models listed in the rows. The first thing to note is that Tables
A and B have the same results, which suggests orig and pSC are the same
for this small test sample. In Figure 5.10 the 6 tests that exhibit € outcomes
under rc1l are due to variants of the load buffering (LB) test of Figure 5.9,
since rc11 forbids load buffering. Under rc11+1b these behaviours are allowed.
Dually, rc11+1b has more tests that permit more outcomes than rc11.

We next applied the suite of 167,000 tests. Consider the tables in Fig-
ure 5.11. Once again we split up tables by SRC model, rows by ARCH model,
and columns by compiler. Unlike the previous experiment, Tables E and F
differ in the = and 2 columns. For instance, taking the 2 value for clang
targeting aarch64 gives us 39,952-39,856=96 tests where the pSC model permits
behaviours that orig forbids. This suggests that the orig and pSC models are
not in fact the same. The results in Tables G and H are similar to the previous
experiment for rc11 and rc11+1b. The 2,352 ¢ tests arise since rc11 forbids
LB. Since rc11+1b permits LB, this number drops to 0.
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ARCH chang —clang zclang chc —gcc ;chc
arm 74 D 20 74 D 20
aarché4 | 74 9 12 74 9 12
riscv 74 9 8 74 ) 20
x86 74 0 18 74 0 18
ppc 74 d 12 74 d 12
mips 74 D 20 74 D 20
Table A: SRC=orig
ARCH ,@clang —clang zclang ggcc —gcc zgcc
arm 74 D 20 74 D 20
aarch64 | 74 9 12 74 9 12
riscv 74 9 8 74 5t 20
x86 74 0 18 74 0 18
ppC 74 5 12 74 |5 12
mips 74 d 20 74 d 20
Table B: SRC=pSC
ARCH gclang —clang zclang chc —gcc zgcc
arm 6 36 47 6 36 47
aarch64 | 6 44 39 6 44 39
riscv 6 49 34 6 36 47
x86 0 40 49 0 40 49
ppc 6 48 35 6 48 |35
mips 0 38 o1 0 38 o1
Table C: SRC=rc11
ARCH chang —clang zclang chc —gcc zgcc
arm 0 30 59 0 30 59
aarch64 | 0 38 51 0 38 51
riscv 0 43 46 0 30 59
x86 0 25 64 0 25 64
ppc 0 42 47 0 42 47
mips 0 23 66 0 23 66

Table D: SRC=rc11+1b

Figure 5.10: Testing the compilation of the 89 diy tests.
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clang gcc
ARCH < = 2 < = 2
arm 14,480 | 91,168 | 61,536 | 14,592 | 89,344 | 63,248
aarch64 | 14,592 | 112,736 | 39,856 | 14,592 | 112,736 | 39,856
riscv 14,592 | 122,736 | 29,856 | 14,480 | 88,704 | 64,000
x86 14,528 | 96,392 | 56,264 | 14,528 | 96,392 | 56,264
ppc 14,592 | 114,884 | 37,708 | 13,248 | 114,812 | 37,708
mips 14,528 | 89,208 | 63,448 | 14,456 | 87,008 | 65,720
Table E: SRC=orig
clang gcc
ARCH Z = 2 < = 2
arm 14,480 | 91,072 | 61,632 | 14,592 | 89,248 | 63,344
aarch64 | 14,592 | 112,640 | 39,952 | 14,592 | 112,640 | 39,952
riscv 14,592 | 122,640 | 29,952 | 14,480 | 88,608 | 64,096
x86 14,528 | 96,296 | 56,360 | 14,528 | 96,296 | 56,360
ppc 14,592 | 114,788 | 37,804 | 13,248 | 114,716 | 37,804
mips 14,528 | 89,112 | 63,544 | 14,456 | 86,912 | 65,816
Table F: SRC=pSC
clang gcc
ARCH < = 2 < = 2
arm 2,352 | 96,604 | 68,228 | 2,352 | 94,612 | 70,220
aarch64 | 2,352 | 120,532 | 44,300 | 2,352 | 120,532 | 44,300
riscv 2,352 | 130,628 | 34,204 | 2,352 | 94,060 | 70,772
x86 0 103,072 | 64,112 | O 103,072 | 64,112
ppc 2,352 | 120,876 | 43,956 | 2,352 | 119,948 | 43,516
mips 0 97,520 | 69,664 | 0 95,176 | 72,008
Table G: SRC=rc11
clang gcc
ARCH Z = 2 Z = 2
arm 0 86,628 | 80,556 | 0 84,636 | 82,548
aarché4 | 0 110,556 | 56,628 | 0 110,556 | 56,628
riscv 0 120,652 | 46,532 | 0 84,084 | 83,100
x86 0 88,392 | 78,792 | 0 88,392 | 78,792
ppc 0 110,900 | 56,284 | O 110,412 | 55,356
mips 0 82,850 | 84,344 | O 80,568 | 86,616
Table H: SRC=rc11+1b
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Figure 5.11: Testing the compilation of the 167k tests. Creating each table takes 2

hours 15 minutes when fully parallelised on a 224 core Thunder X2
with a timeout of 120s, using GNU parallel [150].
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C/C++ Litmus Test Outcomes
{ *xx = 0, *y = 0 }
orig
PO O {
storefx. 2. rel); { P1:r1=0, x=2 }
ence (sc); . _
store(y,1,sc); { Plirl=1, x=1}
¥
P1 O { pSClrcil|rcli+lb
int r1l = load(y,con);
if (r1 == 1) { P1:r1=0, x=2 }
store(x,1,sc);
3 { Pl:r1=1, x=1 }
} 11{ Pl:ri=1, x=2 }!!
exists (Pl:r1=1 /\ x=2)

Figure 5.12: S Test. No ARCH model we checked exhibits { P1:r1=1, x=2 }.

Example 5.5.3. We end by studying a test whose behaviours are not observed
by any architecture model. Figure 5.12 shows an ‘S’ litmus test that checks for
the outcome { P1l:ri1=1, x=2 }. The outcome is forbidden by orig but allowed
by pSC, rc11, and rc11+1lb. All compiled programs under their respective
ARCH models match the outcomes of orig in this case. Lahav et al. [90]
(and Batty et al. [28]) state that rc1l (pSC, respectively) does not support
consume semantics. This also explains why rc11+1b does not support consume.
By default herd allows outcomes (such as { P1:r1=1, x=2 }) if they are not
otherwise constrained. Taken together these facts suggest that, for this example,
pSC, rc1l, and rcl1+lb are too weak. We reiterate that it is not wrong for
source models such as rc11 to be too weak, as the C/C++ model must balance
concerns of optimisation, supporting new hardware, and programmability;
however in this case the pSC, rc11, and rc11+1b models are too weak simply
because they are incomplete and thus herd silently allows the outcome {
Pi:ri1=1, x=2 }. We do not believe this outcome was intended.

We note that C/C++11 is not C/C++26, or even C++23. While this
thesis was under review [35] the C++26 committee agreed to deprecate consume
semantics. This means that we would need a different C/C++ model and

version of herd for C+-+26 that warns the user when consume tests are used.
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Three conclusions can be drawn from this section. The first conclusion
is that for the source model and herd pairs we tested, none fully meet the
requirements of C++11 either because they are too strong (see orig and pSC
results in Figures 5.10 and 5.11) or are too weak (see the pSC and rc11{+1b}
outcomes in Figure 5.12). This matters for compiler testing, since we want to
test all atomic statements supported by C/C++11.

The second conclusion is that any pair of herd and C/C+-+11 model
would not also work for newer versions of C/C++. This conclusion is perhaps
unsurprising, but is worth stating as it has consequences for compiler testing.
LLVM and GCC have different code generation depending on which C or C++
version they are compiling (as specified by the profile "-std={c++11, c++20,

..}"). Further, some performance critical software® still depends on older
versions of C/C++, and so we cannot just test compilation under the newest
language version. In order to test the code generation of atomics under each
C/C++ version, we need models and a simulator appropriate for each. It is
further work to use standards-aware simulators, such as CerberusBMC [94], to
conduct testing for each C/C++ version.

Third, we learned that the orig model is not the same as the pSC model.
It was previously understood that these models were equivalent; however this
is not the case. There are 96 tests that exhibit outcomes under pSC that are
forbidden by orig. We do not believe these differences were intended.

There are limitations to this experiment of course. We assume that the
most recent compiler correctly translates all of these tests, and that the source
models support all behaviours exposed by ISO C/C++. This thesis shows that
there are bugs in today’s compilers, so the first assumption may not always
hold. We also learned that not all models support consume semantics in light
of the results above. In summary, we expect more refinements to the C/C++

models and herd are needed if they are to be used in further automated testing.

°For instance, at the time of writing CMSIS is C99 and C-++03 complaint: https:
//arm-software.github.io/CMSIS_6/latest/General/index.html#coding_rules


https://arm-software.github.io/CMSIS_6/latest/General/index.html#coding_rules
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5.6 Precision Testing Under Architecture

Models

We show how testing for architecture-version-specific behaviours under archi-
tecture models can be a challenge. An architecture model can be thought of as
the envelope of all permitted implementations. That is, by fixing some features
the model becomes a particular architecture sub-version. As an architecture
develops, the available features and their permitted behaviours can change. If
we use herd and an architecture model to produce compiled program behaviour
then it is possible that it permits behaviours that are not seen under a particular
architecture sub-version. In order to get precise answers from the compiler
testing oracle, the user must determine the subset of model behaviours that
corresponds to their sub-version of interest. This can be especially challenging
for engineers who are not necessarily concurrency experts or architects. We
provide one such example that proves challenging for engineers debugging

compiled program behaviours for a particular architecture sub-version.

{ 1128 *x = {1,1} %} { i128 *xx = {1,1} %}
PO O { PO
store(x, 0, sc); MOV X8, #0
} MOV X10, #O0O
P1 O { STP X8, X10, [X%PO_x]
i128 r1 = load(x, sc); P1
} LDP X5, X7, [X%P1_x]
exists (P1:r1=0) exists (P1:X5 =1 /\ P1:X7 = 0)

Figure 5.13: 128-bit load store litmus tests.

Example 5.6.1. Figure 5.13 (left) shows a litmus test that loads an 128-bit
atomic integer on one thread and stores it on the other. Figure 5.13 (right)
shows a candidate target program which was considered an alternative to the
CAS loop in Figure 5.2. We set the 128-bit location x as 2 64-bit values using
the array notation { 1, 1 }. If the outcome { P1:X5=1, P1:X7=0 } arises,

then the store pair (STP) instruction has done a partial write to x, which violates
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atomicity. From Armv8.4-A onwards, LDP/STP instructions are guaranteed to
be single-copy atomic assuming data accesses are naturally aligned in normal
memory. Single-copy atomicity prevents atomics from tearing [55] and forbids
the ‘1-0’ outcome on implementations. No such guarantee exists for the Armv8.0-
A architecture and tearing may be observed on a machine that implements
Armv8.0-A. Figure 5.14, shows two possible sets of outcomes when running

Figure 5.13 (right) under Armv8.0-A and Armv8.4-A architecture sub-versions:

Armv8.0-A Armv8.4-A
{ P1:X5=0, P1:X7=0 } { P1:X5=0, P1:X7=0 }
{ P1:X5=0, P1:X7=1 }
{ P1:X5=1, P1:X7=0 }
{ P1:X5=1, P1:X7=1 } { P1:X5=1, P1:X7=1 }

Figure 5.14: Possible Armv8.4-A outcomes of Figure 5.13 (right).

The herd simulator returns the left table of outcomes when running
Figure 5.13 (right) under the AArch64 model. In other words, the particular
version® of herd and Cat model we used did not correctly capture the mixed-
size architectural intent for Armv8.4-A. This means a concurrency expert must
analyse the program to determine the subset of outcomes allowed under a
particular architecture sub-version. Automated testing for the presence of
the ‘1-0’ case for a particular architecture sub-version cannot yet be achieved

without experts available to interpret herd’s output.

6There is an open patch to address this issue at the time of writing: https://github.c
om/herd/herdtools7/pull/670. However the general problem of pinpointing sub-version
specific behaviours remains.


https://github.com/herd/herdtools7/pull/670
https://github.com/herd/herdtools7/pull/670
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Chapter 6

Related Work

In this chapter, we compare our work with the state of the art in compiler
testing for concurrency. We also survey related work in interoperability and
concurrency tools more broadly.

This chapter is structured as follows: §6.1 describes the state of the art
compiler testing techniques specifically for relaxed memory concurrency, §6.2
describes work related to mix testing, and §6.3 describes litmus test generators,

simulators, and adjacent work in program improvement.

6.1 Compiler Testing Techniques

This section surveys the state of the art compiler testing techniques. The state
of the art tools are cmmtest, valide, and c4 [118, 41, 160, 159]. We are not
aware of any work newer than [159]. We summarise their contributions in

Table 6.1 and elaborate on each below.

6.1.1 The cmmtest tool: Morisset et al. (2013)

Morisset et al. [118] conduct differential testing of GCC under the C/C++ model
as formalised by Batty et al. [31]. Differential testing compiles a program with
different compilers, comparing the behaviours of each. For instance, comparing
the outcomes of running executables produced by "clang -01" and "clang
-03". Morisset et al. contribute a theory of sound optimisations, which compares
executions to determine the validity of compiler optimisations. An execution of

an optimised program is valid if it can be obtained by transforming a reference
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Component | cmmtest (2013) validc (2016) cd (2021/2)
Generator CSmith Custom Fuzzer Memalloy
Concurrent? | No No Yes
Behaviour Execution Matching Outcomes
Test Env Hardware Exec Model Hardware+Model
Domains Src-to-Asm IR-to-IR Src-to-Asm
Approach Differential Metamorphic
Models used | C/C++11 C/C++ and LLVM | C/C++
Test features | Non-atomic C/C++ | LLVM atomics C/C++
Compiler GCC 4 LLVM 3.6 LLVM and GCC
Extendable Proprietary tools Open Source
Bugs found 6 3 ‘ 2

Table 6.1: Summary of the state of the art compiler testing techniques.

execution of the source program (allowed under the C/C++ model). The

authors check soundness of sequential optimisations in a concurrent context

by extending CSmith [162] with concurrency primitives and matching the

generated test’s executions before and after compilation. They collect hardware

executions using Intel’s proprietary pin tool [79], which instruments x86-based

test environments to collect traces of program executions. They found six bugs

in the GCC compiler. The cmmtest tool implements this technique as follows:

1. Generate a pseudo-random single-threaded C/C++ test s using CSmith.

2. Compile s using the profile "gcc -00" (no optimisations), get ¢, execute

c on a hardware-based test environment, get a reference execution ref.

3. Compile s again with optimisations (e.g. "gcc -01"), execute in the same

test environment and get optimised execution opt.

4. Using transformation rules, if there exists a transformation ref ~~* opt

then the optimisation is valid.

5. If no such transformation is found, compose s with a thread that induces

a concurrency bug.

The cmmtest tool and Téléchat differ in one important way. Firstly,

cmmtest compares optimisations whereas Téléchat compares whole program
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outcomes. This means cmmtest conducts finer grained analysis than Téléchat,
but the matching algorithm may have to be adjusted to support new optimisa-
tions. Comparing outcomes is much simpler, and more robust against compiler
changes, but it is possible to miss bugs in optimisations if a later pass masks

buggy behaviour.

6.1.2 validc: Chakraborty and Vafeiadis (2016)

Chakraborty and Vafeiadis conduct translation validation of LLVM [41] under
a C/C++ model [155] and an LLVM memory model formalised afterwards [39].
The authors study the differences between the C/C++ and LLVM memory
models, and validate LLVM optimisation passes by matching executions before
and after compilation following the technique of cmmtest. They conduct
translation validation by matching all bounded executions allowed by models
(for each initial state found by a solver). Since the LLVM model was being
formalised at the time of the validc work, they created a custom fuzzer tool for
the LLVM intermediate representation (IR) to increase the chances of finding

bugs. They found three bugs. The validc tool works as follows:
1. Generate a pseudo-random C/C++ test s, using a custom fuzzer.

2. Compile s using "clang++ -00 -emit-1lvm" (no opt), get LLVM inter-
mediate representation ir, analyse ¢ to extract a set of memory events

refs allowed by C/C++ or LLVM model.

3. Compile s with optimisations ("clang++ -03"), get optimised LLVM in-
termediate representation ¢ropt, analyse iropt to extract a set of optimised

events opts under C/C++ or LLVM.

4. For each event opt in opts (for any ref in refs), if there exists a transfor-
mation ref ~~* opt where all path conditions match, then the optimisation

is valid.

5. If no such execution match can be found, compose s with a thread that

induces a concurrency bug.
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The validc tool inherits some limitations of cmmtest, and addresses
others. The authors make a similar assumption to Morisset et al., in that
they rely on "clang -00" to produce an unmodified IR that is presumed
correct. It is possible that that atomics mappings emitted by "clang -00" and
operated on in subsequent optimisation passes is incorrect, but both cmmtest
and validc are designed to test optimisations, rather than incorrect mappings
outright. The validc tool operates on LLVM IR, which permits a finer grained
analysis but is more complex — requiring two sophisticated execution matching
algorithms. The validc tool does not however test compilation down to the
assembly level, and may miss bugs in target-dependent optimisations. Téléchat
faces no such restrictions on the languages used, as it is parameterised over
models, and does not require execution matching, as it treats the compiler as a
black box. Treating the compiler as a black box has its own limitations. Since
the internals of a compiler are not visible in black box testing, pinpointing the

cause of a bug can be a challenge.

6.1.3 The c4 tool: Windsor et al. (2021, 2022)

Windsor et al. [160] conduct metamorphic testing of LLVM and GCC using
both models and hardware. Metamorphic testing generates a variant so of
the source program s; that has the same behaviour as s;, compiles both with
the same compiler, and checks the behaviour of each is the same. For exam-
ple, when compiling "print (1+1)" and "print(2)", both compiled programs
should output 2. The authors contribute an automatic technique for finding
concurrency bugs. The technique is simpler than prior work in that it compares
program outcomes rather than executions. If the outcomes of executing the
compiled program are allowed by the source simulation then the compiler has
not introduced a bug, within bounds. Automation is achieved by generating
litmus tests using the Memalloy tool, simulating source program executions
under using the herd simulator, and collecting hardware executions using the
litmus tool [158, 17, 16]. To increase the chances of finding bugs, they fuzz
C/C++ litmus tests (see §1.2.3) before compilation. They found two new bugs.
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The c4 tool was developed at the same time as Téléchat, and shares some

similarities (see Chapter 3). The c4 tool works as follows:
1. Generate a concurrent C/C++ litmus test s using Memalloy (see §6.3.1).
2. Simulate s under the C/C++ model to get outcomes(s, Msrc).

3. Fuzz s using semantic-preserving mutations and compile to get binary

comp(s).
4. Execute comp(s) on hardware, get outcomes(comp(s), hardwaresrcm).

5. If outcomes(comp(s), hardwareagcm) € outcomes(s, Mgrc) there may

be a concurrency bug.

The c4 tool relies on hardware executions and may miss behaviours. To
increase the chances of observing bugs, they must ‘stress’ the test environment
by augmenting tests with additional threads that strain the memory system.
Hardware execution is problematic, as it can miss bugs, if a given piece of
hardware exhibits a problematic behaviour at all. It is possible that a hard-
ware implementation is compliant with an architecture without exhibiting all

behaviours that the architecture allows.

6.2 Concurrent Program Interoperability

In this section, we discuss related topics related to mix testing. Unlike the
previous section, we do not directly compare these works with mix testing,
since prior work does not test the mixing of assembly code. Instead, we survey
other kinds of mixing of memory models and by inlining assembly. Table 6.2
summarises the work we compare.

Interoperability is a long-standing concern of engineers deploying portable
code. The state of the art testing techniques in §6.1 assume the whole program
is compiled at once, using one set of atomics mappings; this is the closed-world

assumption [123]. Unfortunately, this assumption does not always apply as
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Heterogeneous (2023) | Inline Asm (2024) | Mix testing (2024)
Domain CPU & GPU Src & CPU Src & CPU
Models x86-TSO & PTX RC11 & Ex86 RC11+1b & Armv7/v8
Interop Inter-Thread Intra-Thread Intra-Thread
Approach Soundness of Idealised Mappings Compiler Testing

Table 6.2: Comparison of Concurrent Program Interoperability Work.

production code bases are often compiled separately. For example, a program-
mer may develop a program, store it, and then later link that program against
a new one that uses a different compiler or mappings from C/C++ atomic
operations to assembly sequences, thereby inducing mixing bugs. Mix testing

was motivated by this use case.

6.2.1 Heterogeneous Computing: Goens et al. (2023)

Goens et al. [73] model heterogeneous systems consisting of CPUs and GPUs.
Heterogeneous systems involve processors, graphics devices, and specialised
hardware (for Al processing workloads, for instance). Each subsystem, including
CPUs and GPUs, has its own instruction set and memory model. Subsystems
are then fused together with an interconnect that enables inter-thread commu-
nication through shared memory. Goens et al. present a compound memory
model, that formalises the interactions between x86-TSO CPU and NVIDIA
PTX GPU subsystems [143, 103].

Compound models address a related problem to mix testing. Such models
operate on compound litmus tests, where each thread is written in one language
whose semantics is defined by one model. Mixing CPU and GPU code on
one thread is not considered. Mix testing checks intra-thread compatibility of
different yet compatible architecture versions, but requires the whole program is
executed under one architecture model. Compound models on the one hand are
more powerful than mix testing, as they prove that the soundness of existing
compilation schemes from C to x86-TSO or PTX still hold after mixing such
languages. Mix testing on the other hand is more flexible, since it can check
mappings that exist outside the domain of the compilation schemes, assuming

there is a compiler to emit those mappings.
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6.2.2 Inline Assembly: Emilio de Vilhena et al. (2024)

This work adds inline assembly support to the C/C++ memory model. Inline
assembly is assembly code that is embedded into C code. Many libraries,
kernels, and embedded applications use inline assembly for performance gains.
The semantics of inline assembly is defined by the architecture memory model,
whereas the semantics of surrounding code is defined by the C/C++ model.
Emilio de Vilhena et al. contribute a mired model, that combines the RC11
and Ex86 [49, 90, 129] (a variant of the x86-T'SO [143] model). Their model
formalises the intra-thread semantics of inline assembly and C/C++.

This work is complementary to mix testing and was published in the same
conference as our mix testing paper. This work however uses mixed programs
consisting of x86 and C/C++ code. The authors prove that mappings involving
both C/C++ and assembly are sound with respect to their mixed model. While
verified soundness of mixed programs is a valuable contribution, formalising
a mixed C/C++ model requires a lot of work and both the proof and model
would need to be modified after changes to any model or mapping. In addition,
a family of mixed models requires support for each architecture that is used in
inline assembly. Mix testing uses simpler components, notably mappings and

C/C++ programs — we do not need to mix models.

6.3 Relaxed Memory Concurrency Tools

Tests for behaviours using small programs goes back at least as far as Col-
lier’s [24, 47] work in 1992. Shasha and Snir made the observation [146] that
relaxed behaviours may be modelled as cycles in the partial order over a
program’s executions. Tests characterised in this way check whether a cyclic
execution s can reach a state o under some model M (as introduced in §2.3.1).
Concurrency tools based on axiomatic models are also built around these ideas.

We compare some of these tools below.
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6.3.1 Litmus Test Generators (2010-2023)

Diy ‘do it yourself’: Alglave et al. (2010/12) [15] present the diy tool, which
generates litmus tests from cycles. We used diy throughout this work. As
the name suggests, diy requires the user to provide cyclic specifications (see
§2.3.1 for an example). The diy tool has been maintained for a decade now,
and can generate tests that contain subsets of C/C++, Arm AArch64, Armv7,
IBM PowerPC, Intel x86, RISC-V, MIPS, and more. We failed to generate one
of the bugs we found using diy, since the cycle syntax does not account for
readless RMW operations. As far as we can tell, all test generators that use
cycles as specifications have this issue.

The diy tool is a semi-automatic test generator. The diy tool accepts both
cycles and optionally a set of relations as input. While individual cycles generate
one test at a time, if the user additionally specifies a set of safe relations, then
diy will iteratively relax each safe relation in the cycle to generate multiple
litmus tests at a time. We used this mechanism to generate test suites for our

empirical testing campaigns.

Memalloy: Wickerson et al. (2017) [158] present a constraint-satisfaction
problem, of which litmus test generation is an instance. Their idea was that
problems of test conformance, model comparison, program strengthening, and
compiler testing can be represented as a constraint satisfaction problem to
which the solution is either a program or a pair of programs. Given models
M and N, and a binary relation », by finding programs s,¢, some state o, a
fixed initial state ¢, an initial state mapping f : o — ¢’, and final state mapping
g: 0 — o' then, they check for solutions where the litmus test for s(i) cannot
reach o under M, but ¢(i’) can reach ¢’ under N' where s » t, i’ = f(i), and
o' =g(o). The Memalloy tool implements this technique and is the first tool to
use constraints to generate executions and hence programs. Generated litmus
tests are then solutions or counterexamples to one of the four problems. For
instance, the Memalloy tool was used to find bugs in mappings from OpenCL

to PTX. The Memalloy tool generates either one or possibly two litmus tests
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per constraint solution found, depending on the form of the problem; and
furthermore that automatic generation even in this form is still an improvement
over cycle construction by hand with diy.

The constraint satisfaction problem [158] must be extended so that Téléchat
can be made an instance of it. Since Téléchat compares source and machine
states, we extended the framework above with f and g as they were not in
the original formulation. We can then instantiate Téléchat by setting M as a
C/C++ model, N as the architecture model, » as the compiler, f as the symbol
table, and g as the DWARF debug information extracted when compiling a
given litmus test s with input ¢. While prior work assumes » is a bijection,
mix testing suggests B is a one-to-many relationship, since a compiler can pick
one of many mappings based on the compiler profile. Mix testing implies the
solver would have to do a potentially exponential amount of work to find ¢, if

every statement in s has a different mapping.

Litmustestgen: Lustig et al. (2017) [104] builds on Wickerson et al. by
finding all solutions to the constraint satisfaction problem within bounds on
test size. Given a model as input, Litmustestgen generates a suite of litmus
tests (rather than one or two) that satisfy a minimality criterion. The criterion
specifies that no relation in the executions can be relaxed without allowing new
outcomes in the resultant litmus test. They present the Litmustestgen tool
that implements this technique, also using the Alloy [81] framework. They apply
the tool to a number of case studies, and are able to both prune redundant tests
and find new ones. Solving for minimality is unfortunately super-exponential
in the test size bound. This complexity is fine for generating regression suites
as a one-off task, but may not be acceptable if mix testing increases the
complexity by another exponential factor. Super-exponential complexity is
not feasible for automatically searching for tests that differ between compiler
revisions. Nevertheless, Litmustestgen represents a significant improvement

for automated litmus test generation.

Kater: Kokologiannakis et al. (2023) [87]. Previous techniques only search
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for counterexample tests up to a bounded test size. The Kater tool conducts
an unbounded search by generating consistency checks on executions under a
given model. Like Memalloy, the Kater tool focuses on model metatheory, e.g.
for verifying idealised mappings, but could be tailored to the task of verifying

real compiler mappings.
6.3.2 Relaxed Memory Simulators (2010-2022)

memevents, ppcmem, and RMEM: Alglave et al. (2009) and Sarkar et
al. (2009) present tools for exploring architecture model behaviours [7, 136].
The memevents tool explored program behaviours under axiomatic x86-CC
and x86-TSO models. The ppcmem and ppcmem2 tools (that later evolved
into RMEM [137]) enable the exploration of Armv8, IBM Power, and x86-TSO
program executions under operational models. There are other earlier tools,
such as TSOtool [76] and Nemos [163], but we focus on memevents and RMEM

as they are close predecessors of herd.

Cppmem: Shortly after Sarkar et al. 2011, Batty et al. (2012) present a tool
for exploring C/C++ model behaviours [30]. The cppmem tool implements
the C/C++ model as formalised by Batty et al. [32, 31]. Like RMEM, the
cppmen tool enables exploration of program behaviours under the C/C++
model. Both RMEM and cppmem were vital in early efforts to formalise source
and architecture models through interactive exploration, random search, and

bounded enumeration.

Herd: Alglave et al. (2014) parameterise simulation over models expressed
in the Cat language [17, 5]. The herd simulator (which was an evolution of
memevents) takes a litmus test and memory model as input, and returns the
outcomes of executions. Unlike previous tools, herd models were provided as
separate Cat files rather than as hard-coded OCaml implementations. The herd
tool requires users to implement instruction semantics and may be incorrect as
errors may creep into such implementations. For example, we only discovered

the bug [60] in the C/C++ exchange implementation after the semantics of
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the SWP instruction were corrected in herd, but this required no changes to
Téléchat. Significant work was required to make herd suitable for compiled
programs. Since the intrinsic computational complexity of simulating all
program executions is high [38], the RMEM, ppcmem, cppmem, and herd tools

suffer from scalability issues.

Dartagnan: Ponce De Ledn et al. (2018) [126] expanded on the Memalloy work,
by using SMT solvers to encode behaviours of litmus tests. The Dartagnan
tool implements this technique and supports Cat models of CPUs, GPUs, and
source code. Using solvers to check for satisfiability means Dartagnan returns
one outcome at a time. As such Dartagnan must be run repeatedly to collect
multiple behaviours, however Dartagnan’s focus on satisfiability reduces the

effect of state-space explosions, enabling scalability to larger programs.

GenMC: The algorithms first implemented in RMEM and cppmem, and later herd,
are stateless. Stateless algorithms generate all executions by permuting events,
before filtering out invalid executions using a model. Stateless algorithms do not
scale as we have shown in our experiments. Kokologiannakis et al. (2019) [89]
present an algorithm that adds events one at a time, checking for consistency
at every step — thus reducing the impact on scaling. They present the GenMC
tool, which implements this algorithm. The GenMC tool was used to verify

implementations of concurrency libraries.

Isla and CerberusBMC: Armstrong et al. (2021) and Lau et al. (2019) present
tools for exploring whole language semantics [21, 94]. The Isla tool [21] is
a symbolic execution engine that takes a Cat architecture model and the
semantics of the whole architecture (not just the concurrent parts) as provided
by the Sail [23] specification, to explore the behaviour of litmus tests. Likewise,
the CerberusBMC tool accepts a Cat C/C++ model, and supports a much
larger proportion of the C/C++ language as implemented in the Cerberus C
semantics. By scaling behaviour exploration using SMT solvers, and using two
larger sources of language semantics these tools address the two key limitations

of using herd.
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NVLitmus: Lustig et al. (2022) [102] present a tool for reasoning about
the NVIDIA PTX model. Previous models all share the same global view of
memory, which is subject to certain coherence rules. Modern GPUs typically
have custom hardware that is tightly coupled to the GPU datapath, but is not
necessarily subject to the same coherence rules. To restore reasoning, Lustig
et al. model non-coherent datapaths, capturing the non-standard memory
behaviour that results. Their prory model strictly generalises prior models, in
that every fence or memory access has an additional tag, which specifies the
domain where synchronisation must apply. Prior models are then a special
case, as their accesses are all tagged with the baseline generic proxy. Similar to
other SMT-based tools, the NVLitmus tool takes an Alloy [81] model, a PTX
litmus test, and checks whether certain states are reachable.

Nothing in our techniques are specific to herd or the Cat models. The
SMT-based tools, improved algorithms, and Alloy models could help in scaling

compiler testing. We defer these ideas to future work.

6.3.3 Program Improvement (2009-2023)

Last but not least, we summarise tools for program improvement. These works
are not strictly related to compiler testing, but rather detect bugs in programs

and attempt to fix them.

Sanitisers: There are many sanitisers, which take a program and check if a
program exhibits a particular problem. The ThreadSanitizer tool [139] detects
data races in large C/C++ programs. The UndefinedBehaviourSanitizer [44]
tool detects large classes of undefined behaviour. The AddressSanitizer [13§]
tool can detect many kinds of buffer overflow and use-after-free bugs. The
MemorySanitizer [148] tool can detect uninitialised memory. These tools are
included as part of LLVM. We note that most of these tools were developed
independently of memory modelling efforts, and so they may miss reordering

behaviours that otherwise dedicated tools can catch.

Porting and Fence Insertion: Compiler testing is analogous to the porting
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problem. The porting problem concerns the translation of concurrent programs
in one language, such as x86-TSO, to a more relaxed language such as AArch64.
To port successfully, additional synchronisation is required to ensure new
reordering cannot occur. As such compilation and porting are instances of
the same translation problem, where the source is typically less relaxed than
the target. Beck et al. [33] tackle the problem of porting concurrent programs
from one relaxed language to another. The Atomig tool [33] finds and fixes
bugs amongst millions of lines of code when porting the MariaDB MySQL
database management system. This tool detects concurrency patterns and adds
implicit synchronisation to avoid using expensive fences. Rocha et al. [134] take
a different approach, by making the whole application sequentially consistent,
before removing barriers. Dually, the area of fence insertion aims to prevent
reordering by inserting barriers. Nimal [121] observed that cyclic executions
could be found using Tarjan’s [151] strongly connected components algorithm.
The CImpact tool [9] implements this technique, finding unexpected cycles in

large C/C++ programs where fences can be inserted.
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Chapter 7

Conclusions

We outline our contributions (§7.1), and highlight possible future work (§7.2).

7.1 Summary of Contributions

We begin by summarising our contributions, the limitations of our work, and

the implications that follow.

Compiler testing under source and architecture models: We present
the Téléchat technique that checks the compilation of concurrent C/C++
litmus tests by comparing the allowed outcomes of execution before and after
compilation as permitted by source and architecture models respectively. A
concurrency-related compiler bug arises when there is an outcome of a compiled
program allowed by the architecture model that is not an outcome of the source
program allowed by the source model. We found and reported a number of
new concurrency bugs, and conducted a number of novel case studies on the
state of concurrency compilation in GCC and LLVM. As far as we know, the
Téléchat toolchain is the first tool of its kind to be deployed in industry testing.

Téléchat has a limitation in that it depends on model support. We assume
the source and architecture models support the instructions under test. We
found a bug in an unofficial implementation of the Armv7 model [65] that
prior techniques miss. Since prior work [118, 41, 160] depends only on source
models, this limitation is a consequence of testing using models rather than

hardware. More generally we depend on models supporting all source or
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assembly instructions in our tests.

Testing under models of source and processor architectures improves the
likelihood of detecting bugs compared to testing on hardware. By employing
models based on the C/C++ language standards and processor architectures,
we obtain oracles that closely align with official specifications. While testing can
only reveal the presence of bugs [112], it makes the process of identifying and
fixing them repeatable. As the complexity of modern processors continues to

rise, we expect that testing based on specifications will become more important.

Mix testing: We present the mix testing technique and atomic-mixer tool
that checks whether compiler mappings (from C/C++ atomic operations to
assembly sequences) are interoperable. In the past, C/C++ litmus tests
were typically compiled under one mapping. Testing the interoperability of
constituent C/C++ operations and their mappings to different (compatible)
architectures had not been considered beyond Sewell’s [144] mappings web-page.
A mixing bug arises if any of the mixed tests exhibits a concurrency-related
compiler bug in relation to the source litmus test. We found a number of new
mixing bugs that cannot be caught by prior work, and worked with Arm’s
engineers to publish an Atomics Application binary interface [69].

The limitation of Mix testing is that it requires expertise and a lot of
resources. For mix testing to be successful we rely on experts to pick compiler
profiles that induce different atomics mappings, and we require a lot of computer
time and space to generate the litmus tests reachable from those profiles.
Fortunately, only a few compiler profiles introduce new atomics mappings,
and so we only need to test those. Moreover, atomics mappings for a given
compiler and architecture change rarely, perhaps twice a year, or whenever new
instructions are introduced. As such, mix testing only needs to be run when
mappings are changed, which amortises the cost over the long term.

One implication of mix testing is that it is necessary while multiple map-
pings exist. Our development of mix testing exposes the complexity of testing

concurrent compilation, emphasising that the issue cannot be solved by testing
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atomic mappings in isolation. Instead, it requires testing within the context of
a vast number of possible mappings. This challenge will remain relevant for as
long as compilers support multiple atomic mappings.

Another implication of mix testing is that interoperability is reducible to
checking a specification. The complexity of mix testing can be alleviated by
defining an atomic application binary interface (ABI). The ABI simplifies mix
testing by narrowing down the number of implementations to test; though the
test space remains exponential in theory; the ABI provides a useful validation

framework for engineers to use in practice.

Assessing the limitations of models and simulators: We explore the
limitations of using models and their simulators when put to the task of
compiler testing. Téléchat and atomic-mixer have successfully found numerous
concurrency-related compiler bugs. Despite their effectiveness in the validation
of small concurrent litmus tests, today’s executable models and simulators are
limited in their applicability if they are unsound or incomplete. We conducted
empirical studies on the interaction between concurrency compilation and other
domains. We found bugs that are missed, models that do not support language
features, and behaviours otherwise overlooked by axiomatic model simulators.
In doing so we highlight the limits of the herd simulator and its models when
used as parts of compiler testing oracles. We highlight some of the lessons
we learned in using tools and models to solve problems faced by engineers in
Arm’s compiler teams.

An implication of this work is that today’s tools and models need more work.
Given the current limitations of available tools we believe that concurrency
compilation testing cannot yet be automated to the same extent as sequential
compilation testing. There is a wealth of fuzzers, generators, and test tools for
sequential programs in use by engineers and experts alike. Our work suggests
that operating concurrency testing tools still require an expert in the loop to
either operate tools, improve them, or understand their output. We anticipate

that significant engineering effort will be needed to develop the tools to a point
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where they can be used by engineers who may not be specialists in concurrency.
Chapter 5 examines several real-world challenges that engineers face in this

domain, which require considerable effort to address.

Bugs: In total, we have so far found and reported nine concurrency-related
compiler bugs and mixing bugs in LLVM and GCC. These bugs have either
been fixed, or are currently triaged for fixing by Arm’s engineers. This compares

favourably with the numbers of bugs found by prior concurrency testing works.

7.2 Further Work

We end by outlining potential lines of inquiry.

Fuzzing source programs: We do not fuzz, or modify tests to increase the
chance of observing bugs in, our source programs. Prior work [118, 41, 160]
applies semantic-preserving transformations to small litmus tests, turning them
into tests several hundred lines of code in size. Despite this, the number of bugs
we found compares favourably with the state of the art. It is worth studying

whether our technique is successful when fuzzing too.

Scaling simulation to real-world programs: We test compilation using
small litmus tests as herd is designed to work on such tests. We do not consider
complex optimisations however, which require large programs to induce bugs.
Further, it is not yet clear to whether bugs that arise in large programs are
reducible to minimal examples (along the lines of creduce [130]), and whether
reduced tests can still trigger buggy code paths in the compiler, while being
small enough to run in regular automated testing. Such questions may inform

the development of scalable techniques.

Mix testing other architectures and domains: Mix testing is a general
idea we expect to apply elsewhere. Indeed, in Chapter 6 we discuss related
works where other authors independently use the term mized programs (as
opposed to our mix tests). Broadly speaking mixing can occur in sequential
programs, or in any other domain. For instance, we are not aware of any mix

testing of sequential programs using, for instance, CSmith [162].
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Figure Cycle Specification
Figure 3.11 "PodWR Acq Fre Rel PodWR Acq Fre Rel"
Figure 7.2 | "FenceReldWWRfeR1xR1xFenceAcqd?RFreRelR1x"

Figure 7.1: Cyclic specifications of litmus tests.

Test generation for indirect accesses: We found some bug-inducing tests
in this thesis manually. The running example in Chapter 3 is not automatically
generated by today’s tools (copied into Figure 7.2 below). Such tools generate
tests from minimal specifications of explicit executions (see Chapter 6). The
bug we found arises due to the absence of a read. It is worth considering
whether it is possible to extend cyclic specifications to handle bugs that arise
only through indirect accesses to data, or whether complementary techniques

such as fuzzing are necessary.

Example 7.2.1. Using the cycle syntax of diy [15] we specify two tests in
Figure 7.1. Note the explicit reads (R), writes (W), and fence (Fence) operations.
Figure 3.11 is specified as follows. On thread PO, in program order (Po) there
are two accesses to different (d) locations, where the first is a write (W) and the
second is a read (R). On P1 the first write, proceeds after the external read
(Fre) on PO. Thread P1 has the same pattern as PO (PodWR), and each thread
has acquire (Acq) and release (Rel) annotations on its accesses. Finally, the

write of PO proceeds after the read on P1 with another Fre closing the cycle.

Example 7.2.2. Consider the bug that motivated Chapter 3. Figure 7.2 is a
variant of message passing (MP) where the exchange operation discards the
read of y on P1 and instead writes 2 to y and checks y in the final state. This
example is not produced by generators the use cycles as specifications [71, 67].

It is not clear that Figure 7.2 can be specified using diy. The problem
is that Figure 7.2 explicitly omits the read of a read-modify-write (RMW),
instead relying on indirect observation through y. Of course a special syntax
may be created for readlesss-RMW operations, but does not change the problem

in the current theory. The problem is that the bug arises outside the scope of
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C/C++ Litmus Test C/C++ Outcomes
{ *xx = 0, *y = 0 }

PO OO {
store(x,1,rlx);
fence(rel);
store(y,1,rlx); { P1:

+ )

P1 O { 1 PL:
exchange (y,2,rel); {P
fence (acq);
int rO0 = load(x,rlx);

}

exists (P1:r0=0 /\ y=2)

Assembly Litmus Test AArch64 Outcomes
{ *xx = 0, *xy = 0 }

PO | P1

MOV W9 ,#1 | MOV W9 ,#2 I
STR W9, [X%PO_x1|SWPL W9,WZR, [X%P1_y]
DMB ISH |DMB ISHLD

STR W9, [X%PO_y]ILDR W8, [X%P1_x]

exists (P1:W8=0 /\ y=2)

Figure 7.2: Figure 3.1 repeated here.

the explicit cyclic specification approach used by state of the art generators [15,
158, 104]. It is not surprising that special (but not unique) cases analogous to
Figure 7.2 exist. The success of randomised fuzzing and differential testing [162,
99, 95] in finding concurrency bugs is partly explained by their not being
constrained to a particular test specification pattern (such as cycles). It stands
to reason that cycles can miss compiler bugs off-the-beaten path. That said
specifying, let alone testing, concurrent programs is tricky [38] and it is no

surprise that cycles still drive the state of the art.

We conclude that more work is needed on concurrent test generators.
Dead code elimination is a common compiler optimisation targeted by fuzzers.
Likewise, message passing is well-understood. We expect that the bug induced
by Figure 7.2 would be caught by first generating an MP test, and second
fuzzing it in line with Windsor et al. [160, 159]’s metamorphic testing approach.
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Appendix A

Téléchat Artifact

The appendix consists of the Téléchat tool and scripts provided with this paper.
Téléchat builds on the herd tool-suite [12] and its models. As such the results
are liable to change. This artifact [70] was submitted to the CGO conference
artifact evaluation process alongside our paper [71]. We were awarded all
badges:

[SW] Luke Geeson and Lee Smith, CGO Artefact for Compiler Testing
With Relaxed Memory Models Dec. 2023. doi:10.5281/zenodo . 10204529,
URL: https://zenodo.org/records/10411403

Artifact Checklist

1. Algorithm: Téléchat.

2. Program: 12c, c2s, s21 [71] and herdtools [12].

3. Compilation: Includes LLVM 11, GCC 9.2, GCC 10.
4. Models: From herd toolsuite [12].

5. Data Set: Tests generated using provided c11.conf.
6. Test Environment /Binary: Docker Ubuntu 20.04.

7. Hardware: Either x86-64 or Arm AArch64 machines.

8. Run-time State: not sensitive to run-time state.


https://doi.org/10.5281/zenodo.10204529
https://zenodo.org/records/10411403
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9. Metrics: Outcomes of executing tests under models.
10. Output: Console and .1log files.
11. Experiments: Makefile provided reproduces results.

12. Disk-space requirements: 5 GB for Docker image, +100 GB for the
large-scale study (§3.4.4).

13. Time needed to prepare workflow: Everything is ready.

14. Time needed to complete experiments: ~ 10 hours.

15. Licences: CeCILL-B licence.

16. Workflow Frameworks: Makefile, GNU Parallel [150].

17. Archived(DOI): https://doi.org/10.5281/zenodo. 10204529

18. Available: Zenodo or Docker Hub! [70].

Description

How Delivered

The artifact is available on Zenodo and consists of a Docker container with the

Téléchat tool, compilers under test, and scripts required to reproduce results.

Hardware Dependencies

Either an Intel x86-64 or Arm AArch64 based machine. The artifact was tested
using a MacBook Pro with a dual-core Intel i7 CPU, a Lenovo P720 with
2xIntel Xeon Gold 5120T CPUs (56 cores), a MacBook Air with an 8-core
Apple M1 (Arm AArch64), a Cavium Thunder X2 with 2x28-core CPUs (Arm
AArch64), and under x86-64 emulation (using the M1 machine).

"https://hub.docker.com/r/lukeglO1/telechat-artefact/tags


https://doi.org/10.5281/zenodo.10204529
https://hub.docker.com/r/lukeg101/telechat-artefact/tags
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Software Dependencies

Téléchat requires a Linux distribution such as Ubuntu. Including:

o The C/C++ compiler under test (multi-lib cross-compilers work best on

multiple platforms).
o GNU binutils, e.g. binutils-riscv64-1linux-gnu.

« GNU Parallel [150], libxml2, time, and libc6

Installation

1. Download and install Docker. For example on Ubuntu 20.04 you can

install docker using the official guide?

2. Download telechat-artefact-arch.tar.gz from Zenodo (where arch

is either arm64 or x86).

3. Load the Docker container:

> docker load -i telechat-artefact-arch.tar.gz
4. Run the Image:

> docker run -it lukeglOl/telechat-artefact

This runs the Ubuntu image and mounts the current directory into the

container at artefact-output.

Alternatively, if you wish to install from Docker Hub, we provide Intel

x86-64 and Arm AArch64 builds:

> docker pull lukeglOl/telechat-artefact:latest

Then run:

> docker run -it lukeglOl/telechat-artefact:latest

2https://docs.docker.com/desktop/install/ubuntu/


https://docs.docker.com/desktop/install/ubuntu/
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Experiment Workflow

A Makefile drives the Téléchat toolchain, and examples of how to use it are

provided in the README.md. For example, to run the “smoketest” in the docker

container, type:

artefact> make examples

The Readme contains instructions on how to customise testing and generate

different test benchmarks.

Updates since artifact publication

The figure numbers have changed when adapting the paper and artifact
documentation for the thesis. All figures that follow in this chapter are

for figures in the thesis.

We decided to change the spelling of ‘artefact’ to ‘artifact’ in the docu-
mentation, however the shell environment and files that were assessed by

the evaluation committee retain the old spelling.

The outcome [0:r0=0; 1:r0=0;] is the output of the mcompare tool. It
corresponds to the outcome { P0O:r0=0, P1:r0=0 } in the thesis. The

set notation in the thesis follows the formalism.

Likewise, the output [PO_r0]=0; [P1_r0]=0; [P2_r0]=0; is from herd
and corresponds to the outcome { PO_r0=0, P1_r0=0, P2 r0=0 }.

The paper used the terminology of positive of negative differences. This

is unintuitive, and so we replace such terms with & and 2, respectively.

Paper Claims

1.

Figure 3.7 (top left) has outcomes in Figure 3.7 (top right). under the
RC11 model [90], when compiled for Arm AArch64, Figure 3.7 (bottom

left) has the outcomes in Figure 3.7 (right) outcomes.
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2. Windsor et al. miss [159] miss the load buffering behaviour of Figure 3.7.

Téléchat observes it.

3. We exercise all the features in Table 3.1. when testing LLVM and GCC

for the architectures listed.

4. We get the results in Table 3.2 under the RC11 model [90], but if we

permit load-to-store reordering all ¢ differences disappear.

5. Compiling and Optimising Figure 3.10 using Téléchat enables its simula-

tion to terminate in milliseconds.

A number of minor claims appear in the paper, like how we added a vector
datatype to herd. To keep this appendix small we refer the reader to Téléchat
generated tests that use these features. To validate the bug reports, please see

our bug board?

Evaluation and Expected Results

We assume you are running with a clean directory.

Claim 1 (< 5 minutes on an Apple M1 machine) Please run:

artefact> make examples
Check the log:

artefact> cat artefact-output/Output/logs\

/examples_int_C_tests_11lvm-03-AArch64 mcompare.log

The source and compiled program outcomes are tabulated, LBO04_examples/

_int_C_tests has new behaviour as shown in Figure A.1:
Claim 2 (< 1 minute checking manually) Windsor et al. [159] state: “we

experimented with using the stronger RC11 memory model of Lahav et al. [90]

as the input to our test-case generator, RMEM [a simulator parameterised over

3https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board/


https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board/
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cll1 [...] tests a64_[...] tests

[0:1r0=0; I:r0=0;] +[PO_r0=1; P1 r0=1;]
[0:r0=0; 1:r0=1;]
[0:r0=1; 1:10=0;]

Figure A.1: Outcomes of C/C++ and AArch64 LB tests.

architecture models, not part of c4] identified as a bug the ‘load buffering’ test
that RC11 forbids, but C11 and AArch64 permit.”
We observe load buffering (Figure 3.7) in Claim 1.

Claim 3 (~ 10 hours on a 224 core ThunderX2) Please run:
artefact> make all CONF_FILE=cll.conf

Warning: This requires a powerful machine to run.

The Output directory should have tests using the keywords: fence,
*x, if, load, store, clang-11, gcc-10, -01, -02, -03, -march=armv7,
-march=x86-64, -march=mips64, powerpc-linux-gnu, aarch64-linux-gnu,
riscv64-pclinux-gnu, and so on...

Claim 4 (~ 10 hours on a 224 core ThunderX2) Please run:
artefact> make all CONF_FILE=cll.conf

Once done, the numbers in Table 3.2 should match the € and 2 differences,

observe that all the Z differences go away when we use the rc11+1b.cat model:
artefact> make all CONF_FILE=cll.conf CMEM=rcll+lb.cat

Warning: This requires a powerful machine to run.

Claim 5 (< 5 minutes on an Apple M1 machine) Please run:
artefact> make examples
And then you can see the compiled (and optimised) Figure 3.10:

artefact> cat artefact-output/Output\
/examples_int_C_tests/tgt/11vm-03-AArch64\

/3.LB004_examples_int_C_tests.litmus
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Simulation timings are in the herd log:

artefact> cat artefact-output/Output \
/examples_int_C_tests/tgt/ \
11vm-03-AArch64/all_a64 11vm-03-\

AArch64_examples_int C_tests.log

Observe that simulation took ~3 milliseconds (subject to your CPU clock speed

and memory latency) in Figure A.2:

Test 3.LB004_examples_int_ C_tests Allowed
States 8

[PO_r0]=0; [P1_r0]=0; [P2_r0]=0;
[PO_r0]=0; [P1 r0]=0; [P2 r0]=1;

[...]

Time 3.LB004_examples_int C_tests 0.03

Figure A.2: Running the three thread LB test took 3 milliseconds.

On the other hand, Consider the unoptimised.litmus test, adapted from
LLVM-11 code taken from godbolt.org* (which is the same as 3.LB004) that

we have not seen terminate after running for 1 hour on an Apple M1 machine:
artefact> make dnf

Warning: It is unclear whether herd terminates with this input
Experiment Customisation

You can customise the experiments when invoking Make:

o Generate different C/C++ tests using a config file (default: None, options:

cll.conf, c11_acq.conf):
artefact> make examples CONF_FILE=cll.conf

o Set source model (default rcill.cat, options: c11_partialSC.cat,

cll_simp.cat, rcll.cat, rcll+lb.cat):

‘https://godbolt.org/z/GIb4PqlYK


https://godbolt.org/z/G9b4Pq1YK
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artefact> make examples CMEM=cll _simp.cat
« Set simulation timeout, (default 120.0 seconds):
artefact> make examples TIMEOUT=1.0

o Test other compilers. Add a profile to profiles.json, add the
profile name (such as 11lvm-03-AArch64) to the PROFILE variable in
the Makefile, add the MODEL_profile to the Makefile, and re-run
./build.sh &% ./run.sh.

Available Benchmarks

The benchmarks used can be generated by providing a CONF_FILE parameter
to the Makefile:

o §3.4.4: c11.conf: for the large-scale differential testing.

e §3.4.6: c11_acq.conf: for the LDAPR case study.
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Appendix B

Mix testing Artifact

The artifact consists of the scripts to reproduce figures in the paper. This
artifact [72] was submitted to the OOPSLA conference artifact evaluation
process alongside our paper [68]. We were awarded the available and functional
badges:

[SW] Geeson, Luke and Brotherston, James and Dijkstra, Wilco and Don-
aldson, Alastair F. and Smith, Lee and Sorensen, Tyler and Wickerson, John,
OOPSLA Artifact for Mix Testing: Specifying and Testing ABI Compatibil-
ity Of C/C++ Atomics Implementations Dec. 2024. doi:10.5281/zenodo .
12671272, URL: https://zenodo.org/records/12671272

Artifact checklist
1. Algorithm: mix testing (Figure 4.2).
2. Program: The herd [12] simulator.
3. Models: From herd toolsuite [12].
4. Data Set: Tests provided in expected directory.
5. Test Environment/Binary: Docker Ubuntu 20.04.
6. Hardware: Either x86-64 or Arm AArch64 machines.

7. Run-time State: not sensitive to run-time state.


https://doi.org/10.5281/zenodo.12671272
https://doi.org/10.5281/zenodo.12671272
https://zenodo.org/records/12671272
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8. Metrics: Outcomes of executing tests under models.

9. Output: Console and .log files.

10. Experiments: Makefile provided reproduces results.

11. Disk-space requirements: 5 GB for Docker image.

12. Time needed to prepare workflow: Everything is ready.

13. Time needed to complete experiments: 15 minutes.

14. Licences: CeCILL-B licence.

15. Workflow Frameworks: Makefile, GNU Parallel [150].

16. Archived(DOI): 10.5281/zenodo. 12667763

17. Zenodo URL: https://zenodo.org/doi/10.5281/zenodo. 12667763

18. Available: Zenodo or Docker Hub! [72].

Description

How Delivered

The artifact is available on Zenodo and consists of a Docker container with the

scripts to reproduce figures.

Hardware dependencies

Either an Intel x86-64 or Arm AArch64 based machine. The artifact was tested
using a MacBook Pro with a dual-core Intel i7 CPU, a Lenovo P720 with
2xIntel Xeon Gold 5120T CPUs (56 cores), a MacBook Air with an 8-core
Apple M1 (Arm AArch64), a Cavium Thunder X2 with 2x28-core CPUs (Arm
AArch64), and under x86-64 emulation (using the M1 machine).

https://hub.docker.com/r/lukeglO1/oopsla24-artifact/tags


10.5281/zenodo.12667763
https://zenodo.org/doi/10.5281/zenodo.12667763
https://hub.docker.com/r/lukeg101/oopsla24-artifact/tags
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Software Dependencies

The artifact requires a machine that supports Docker running a Linux distri-
bution such as Ubuntu. For example on Ubuntu 20.04 you can install docker
using the guide?.

Installation

Automatic Installation (easiest)

Install docker builds for either x86-64 or AArch64:
> docker pull lukeglOl/oopsla24-artifact:latest
Then run:

> docker run -it lukeglOl/oopsla24-artifact:latest

Manual Installation

1. Download oopsla24-artifact-arch.tar.gz from Zenodo (where arch

is arm64 or x86).

2. Load the Docker container:

> docker load -i oopsla24-artifact-arch.tar.gz
3. Run the Image:

> docker run -it lukeglOl/oopsla24-artifact

This runs the Ubuntu image and mounts the current directory into the

container at artifact-output.

Kick-the-tires phase
A Makefile drives the herd tool to reproduce the provided program behaviours,

to run the “kick-the-tires-phase” in the container, type:

artifact> make figs

2https://docs.docker.com/desktop/install/ubuntu/


https://docs.docker.com/desktop/install/ubuntu/
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Experiment Workflow

We assume you are running the artifact with a clean directory. To evaluate a

claim, run each make command below, or run them all at once using:

artifact> make figs

Updates since artifact publication

The figure numbers have changed when adapting the paper and artifact docu-
mentation for the thesis. All figures that follow in this chapter are for figures
in the thesis, except artifact commands that name figures from the paper

explicitly.

Paper Claims

1. Running the code in Figure 4.1(a) through herd, using the rc11+1b.cat

model, produces the outcomes in Figure B.1:

{ PO:t=0, P1l:u=1 }
{ PO:t=1, P1:u=0 }
{ PO:t=1, Pl:u=1 }

Figure B.1: The outcomes of Figure 4.1(a) permitted by the RC11+LB model.

2. Likewise, Running Figure 4.1(d) under aarch32.cat produces the out-

comes in Figure B.2:

{ PO:R0=0, P1:R0=0 }
{ PO:R0O=0, P1:RO=1 }
{ PO:RO=1, P1:R0=0 }
{ PO:RO=1, P1:RO=1 }

Figure B.2: The outcomes of Figure 4.1(d) permitted by the AArch32 model.

3. Running Figure 4.1(b) under aarch32.cat produces the outcomes that
match those in Figure B.3 (after mapping source locations to machine

registers).
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{ PO:RO=0, P1:RO=1 }
{ PO:RO=1, P1:R0=0 }
{ PO:RO=1, P1:R0O=1 }

Figure B.3: The outcomes of Figure 4.1(b) permitted by the AArch32 model.

4. Running Figure 4.6(left) under aarch64. cat produces the same outcomes

as Figure 4.6(right).

5. Running Figure 4.7(top left) under rc11+1b.cat produces the outcomes

in Figure 4.7(top right).

6. Running Figure 4.7(bottom left) under aarch64.cat produces the out-
comes in Figure 4.7(bottom right).

7. Running Figure 4.8(top left) under rc11+1b.cat produces the outcomes

in Figure 4.8(top right).

8. Running Figure 4.8(bottom left) under aarch64.cat produces the out-

comes in Figure 4.8(bottom right).

9. Running Figure 4.10(top left) under rc11+1b. cat produces the outcomes
in Figure 4.10(top right).

10. Running Figure 4.10(bottom left) under aarch64.cat produces the out-
comes in Figure 4.10(bottom right).

11. Compiling and Running Figure 4.9 on GCC and LLVM produces different

results.

A number of minor claims appear in the paper, like how we implemented
a 128-bit signed integer type in herd. To keep this document small we refer
the reader to the figures that use these features. To validate the bug reports,

please see our bug board?.

3https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board/


https://lukegeeson.com/blog/2023-10-17-Telechat-Bug-Board/
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Evaluation and Expected Results

Compare the expected results and timings of each by comparing the output of
the following commands with the data in the provided log files (all run on an

Apple M1 machine) in Table B.1:

Claim | Command Time Required | Expected Result (should match on stdout)
1 make figla | < 1 minute See ~/expected/figla/outcomes.log

2 make figld | < 1 minute ~/expected/figld/outcomes.log

3 make figlb | < 1 minute ~/expected/figlb/outcomes.log

4 make fig9 < 1 minute ~/expected/fig9/outcomes.log

5 make figll | < 1 minute ~/expected/figll/outcomes.log

6 make figl7 | < 1 minute ~/expected/figl7/outcomes.log

7 make figl2 | < 1 minute ~/expected/figl2/outcomes.log

8 make figl3 | < 1 minute ~/expected/figl3/outcomes.log

9 make figl4 | < 1 minute ~/expected/figl4/outcomes.log

10 make figlh | < 1 minute ~/expected/figl5/outcomes.log

11 make figl6 | < 1 minute stdout of running both programs will differ

Table B.1: Commands to compare the Figures’ output with log files.

Expected warnings or errors

o Unrolling limit exceeded, legal outcomes may be missing. This is a standard

warning emitted by herd, for our tests this is fine.

Reusability guide

Core of the Artifact

The core of the artifact is the herd tool [12]. We provide the figures in the
paper, and check their behaviour under models using herd. Documentation of

the artifact is provided in the README .md.

Experiment Customisation

You can customise the experiments when invoking Make:

o Set source model (default rc11+1b.cat, options: c11_partialSC.cat,

cll_simp.cat, rcil.cat, rcli+lb.cat):

artifact> make figs CMEM=cll simp.cat
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o Set architecture model for figures featuring assembly tests (default

aarch32.cat, options: arm.cat, aarch64.cat):

artifact> make figs AMEM=aarch32.cat
 Set simulation timeout, (default 120.0 seconds):

artifact> make figs TIMEOUT=1.0

warning: choosing an incompatible model will cause simulation to fail.
This is because the model is used to pick which parser is used on the test in
question, if the C Parser is used to parse an assembly test, it will fail. This is
expected and a limitation of how herd works. Running each figure individually
under a specific model (ie make figld AMEM=arm.cat) works in this case. If
parsing succeeds (this can happen for instance with arm.cat and aarch32.cat
tests which share the same parser), then the hash of the final outcomes may

differ, once again causing a failure. This is also expected.

Replicating results without the artifact

It is possible to replicate the results by building herd from source, and running

the tests in the expected directory. To build herd from source, please run:

> git clone https://github.com/herd/herdtools?
> cd herdtools7

> make # Note: you may need to install some dependencies

Once you have successfully built herd, you can run the tests provided in

the expected directory:

> ./_build/install/default/bin/herd7 \
-model herd/libdir/rcll.cat \

-I herd/libdir ~/expected/figla/figla.litmus

which should produce outcomes much like the artifact.
Note: the rc11+1b. cat model is not provided by herd — you will need to
get it from the artifact.
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Appendix C

Armv8 Atomics Application

Binary Interface Specification

This appendix provides a copy of the C/C++ Atomics Application Binary
Interface Standard for the Arm® 64-bit Architecture we developed with our
Arm colleagues. The document was released as an official specification in the
Q3 2024 release of the Arm ABI. The PDF can be found here:

https://github.com/ARM-software/abi-aa/releases/download/20
24Q3/atomicsabi6b4.pdf

The document source can also be rendered on GitHub using the restructed
text format: https://github.com/ARM-software/abi-aa

For updates on this document, please check the GitHub ABI page above.
In what follows we produce a copy of this document as it was released in Q3 of
2024, except we remove the page numbers so that the thesis has one continuous
sequence of numbers. Please observe the copyright for this document and
the disclaimer that the views of the authors expressed in this thesis are not
endorsed by Arm or any other company mentioned.

Luke developed this ABI as part of the mix testing work in Chapter 4
with assistance from Wilco Dijkstra from Arm’s Compiler Teams. The ABI
contains the current compiler mappings of LLVM and GCC and new or corrected

mappings added as a result of the bugs we found.


https://github.com/ARM-software/abi-aa/releases/download/2024Q3/atomicsabi64.pdf
https://github.com/ARM-software/abi-aa/releases/download/2024Q3/atomicsabi64.pdf
https://github.com/ARM-software/abi-aa
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C/C++ Atomics Application Binary Interface
Standard for the Arm® 64-bit Architecture

2024Q3

Date of Issue: 5 September 2024




1 Preamble

1.1 Abstract

This document describes the C/C++ Atomics Application Binary Interface for the Arm 64-bit architecture.
This document lists the valid mappings from C/C++ Atomic Operations to sequences of AArch64
instructions. For further information on the memory model, refer to §B2 of the Arm Architecture

Reference Manual [ARMARM].

1.2 Keywords

C++, C, Application Binary Interface, ABI, AArch64, C++ ABI, generic C++ ABI, Atomics, Concurrency

1.3 Latest release and defects report

Please check C/C++ Atomics Application Binary Interface Standard for the Arm 64-bit Architecture for the
latest release of this document.

Please report defects in this specification to the issue tracker page on GitHub.
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1.5 Licence

This work is licensed under the Creative Commons Attribution-ShareAlike 4.0 International License. To
view a copy of this license, visit http://creativecommons.org/licenses/by-sa/4.0/ or send a letter to
Creative Commons, PO Box 1866, Mountain View, CA 94042, USA.

Grant of Patent License. Subject to the terms and conditions of this license (both the Public License and
this Patent License), each Licensor hereby grants to You a perpetual, worldwide, non-exclusive,
no-charge, royalty-free, irrevocable (except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Licensed Material, where such license applies
only to those patent claims licensable by such Licensor that are necessarily infringed by their
contribution(s) alone or by combination of their contribution(s) with the Licensed Material to which such
contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim
or counterclaim in a lawsuit) alleging that the Licensed Material or a contribution incorporated within the
Licensed Material constitutes direct or contributory patent infringement, then any licenses granted to You
under this license for that Licensed Material shall terminate as of the date such litigation is filed.

1.6 About the license

As identified more fully in the Licence section, this project is licensed under CC-BY-SA-4.0 along with an
additional patent license. The language in the additional patent license is largely identical to that in
Apache-2.0 (specifically, Section 3 of Apache-2.0 as reflected at
https://www.apache.org/licenses/LICENSE-2.0) with two exceptions.

First, several changes were made related to the defined terms so as to reflect the fact that such defined
terms need to align with the terminology in CC-BY-SA-4.0 rather than Apache-2.0 (e.g., changing “Work”
to “Licensed Material”).

Second, the defensive termination clause was changed such that the scope of defensive termination
applies to “any licenses granted to You” (rather than “any patent licenses granted to You”). This change is
intended to help maintain a healthy ecosystem by providing additional protection to the community
against patent litigation claims.

1.7 Contributions

Contributions to this project are licensed under an inbound=outbound model such that any such
contributions are licensed by the contributor under the same terms as those in the Licence section.

1.8 Trademark notice

The text of and illustrations in this document are licensed by Arm under a Creative Commons
Attribution-Share Alike 4.0 International license ("CC-BY-SA-4.0"), with an additional clause on patents.
The Arm trademarks featured here are registered trademarks or trademarks of Arm Limited (or its
subsidiaries) in the us and/or elsewhere. All rights reserved. Please visit
https://www.arm.com/company/policies/trademarks for more information about Arm’s trademarks.

1.9 Copyright

Copyright (c) 2024, Arm Limited and its affiliates. All rights reserved.
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2 About this document

2.1 Change control

2.1.1 Current status and anticipated changes

The following support level definitions are used by the Arm Atomics ABI specifications:
Release

Arm considers this specification to have enough implementations, which have received sufficient
testing, to verify that it is correct. The details of these criteria are dependent on the scale and
complexity of the change over previous versions: small, simple changes might only require one
implementation, but more complex changes require multiple independent implementations, which
have been rigorously tested for cross-compatibility. Arm anticipates that future changes to this
specification will be limited to typographical corrections, clarifications and compatible extensions.

Beta

Arm considers this specification to be complete, but existing implementations do not meet the
requirements for confidence in its release quality. Arm may need to make incompatible changes if
issues emerge from its implementation.

Alpha

The content of this specification is a draft, and Arm considers the likelihood of future incompatible
changes to be significant.

All content in this document is at the Alpha quality level.

2.2 Change History

If there is no entry in the change history table for a release, there are no changes to the content of the
document for that release.

Issue Date Change

00alp0 5th September 2024 Alpha Release.

2.3 References

This document refers to, or is referred to by, the following documents.

Ref External reference or URL Title

ARMARM DDI 0487 Arm Architecture Reference Manual Armv8
for Armv8-A architecture profile

CSTD ISO/IEC 9899:2018 International Standard ISO/IEC 9899:2018 -
Programming languages C.

AAELF64 ELF for the Arm 64-bit Architecture ELF for the Arm 64-bit Architecture
(AArch64) (AArch64)

CPPABI64 C++ ABI for the Arm 64-bit C++ ABI for the Arm 64-bit Architecture
Architecture (AArch64) (AArch64)

RATIONALE Rationale Document for C11 Atomics Rationale Document for C11 Atomics ABI
ABI

PAPER CGO paper Compiler Testing with Relaxed Memory
Models
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2.4 Terms and Abbreviations

The C/C++ Atomics ABI for the Arm 64-bit Architecture uses the following terms and abbreviations.
AArch64
The 64-bit general-purpose register width state of the Armv8 architecture.

ABI
Application Binary Interface:

1. The specifications to which an executable must conform in order to execute in a specific
execution environment. For example, the Linux ABI for the Arm Architecture.

2. A particular aspect of the specifications to which independently produced relocatable files must
conform in order to be statically linkable and executable. For example, the C++ ABI for the Arm
64-bit Architecture [CPPABI64], or ELF for the Arm Architecture [AAELF64].

Arm-based
... based on the Arm architecture ...

Thread
A unit of computation (e.g. a POSIX thread) of a process, managed by the OS.

Atomic Operation
An indivisble operation on a memory location. This can be a load, store, exchange, compare, or
arithmetic operation. Atomics may be used to define higher level primitives including locks and
concurrent queues. ISO C/C++ defines a range of supported atomic types and operations.
Concurrent Program
A C or C++ program that consists of one or more threads. Threads may communicate with each
other through memory locations, using both Atomic Operations and standard memory accesses.
Memory Order Parameter

The order of memory accesses as executed by each thread may not be the same as the order they
are written in the program. The Memory Order describes how memory accesses are ordered with
respect to other memory accesses or Atomic Operations. ISO C/C++ defines a nenory_order enum
type for the set of memory orders.

Mapping
A mapping from an Atomic Operation to a sequence of AArch64 instructions.
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3 Overview

AArch64 atomic mappings defines the mappings from C/C++ atomic operations to AArch64 that are

interoperable.

Arbitrary registers may be used in the mappings. Instructions marked with * in the tables cannot use WZR

or XZR as a destination register. This is further detailed in Special Cases.

Only some variants of f et ch_<op> are listed since the mappings are identical except for a different <op>.

Atomic operations and Memory Order are abbreviated as follows:

Atomic Operation

Short form

atomic_store_explicit(...)

store(...)

atomic_|l oad_explicit(...)

load(...)

atomic_thread_fence(...)

fence(...)

atom c_exchange_explicit(...)

exchange(...)

atomi c_fetch_add_explicit(...

fetch_add(...

atomic_fetch_sub_explicit(...

fetch_sub(...

atomi c_fetch_or_explicit(...

fetch_or(...

atomic_fetch_xor_explicit(...

fetch_xor(...

atom c_fetch_and_explicit(...

fetch_and(. ..

Memory Order Parameter

Short form

nmenory_order_rel axed

rel axed

nmenory_order_acquire

acquire

nmenory_order _rel ease

rel ease

nmenory_order_acq_rel

acq_rel

menory_or der _seq_cst

seq_cst

If there are multiple mappings for an Atomic Operation, the rows of the table show the options:

Atomic Operation

AArch64

store(l oc, val, rel axed)

ARCH1

option A

ARCH2

option B

Where ARCH is either the base architecture (Armv8-A) or an extension like FEAT_LSE.

Suggestions and improvements to this specification may be submitted to the: issue tracker page on
GitHub.

4 AArch64 atomic mappings

4.1 Synchronization Fences
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Fence

AArch64

atom c_t hread_fence(rel axed)

NOP

atomi c_t hread_f ence(acquire)

DVB | SHLD

atom c_thread_fence(rel ease)
atomi c_t hread_fence(acq_rel)
atom c_thread_fence(seq_cst)

4.2 32-bit types

In what follows, register X1 contains the location | oc and W2 contains val . WO contains input exp in

compare-exchange. The result is returned in W.

Atomic Operation

AArch64

store(l oc, val, rel axed)

STR W, [X1]

store(loc, val, rel ease)
store(l oc, val, seq_cst)

STLR W, [X1]

| oad( | oc, r el axed)

LDR W, [Xi]

| oad(| oc, acquire)

LDAR W2, [Xi]

LDAPR W2, [X1]

| oad( | oc, seq_cst)

LDAR W, [Xi]

exchange( | oc, val , r el axed)

| oop:
LDXR W), [X1]
STXR W3, W2, [X1]
CBNZ  WB, |oop

FEAT_LSE

sSW W, W, [X1] *

exchange( | oc, val , acqui re)

| oop:
LDAXR W), [X1]
STXR W8, W2, [Xi]
CBNZ  WB, |oop

FEAT LSE

SWPA W2, W, [X1] *
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Atomic Operation AArch64
exchange( | oc, val , rel ease) Arnmv8- A
| oop:
LDXR W), [X1]
STLXR W3, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE
- SWPL W2, W, [X1] *
exchange(l oc, val , acq_rel) Arnv8- A )
exchange( | oc, val , seq_cst) | oop:
LDAXR W), [X1]
STLXR W3, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE
- SWAL W2, W, [X1] *
fetch_add(l oc, val, rel axed) Arnmv8- A
| oop:
LDXR W), [X1]
ADD we, W, W
STXR W3, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE
- LDADD W), W2, [X1] *
fetch_add(l oc, val, acquire) Arnmv8- A
| oop:
LDAXR W), [ X1]
ADD we, W, W
STXR W3, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE
LDADDA W), W2, [X1] *
fetch_add(l oc, val, rel ease) Arnmv8- A
| oop:
LDXR W), [X1]
ADD we, W, W
STLXR W3, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE
- LDADDL W), W, [X1] *
fetch_add(l oc, val,acq_rel) Arnmv8- A | )
fetch_add(! oc, val, seq_cst) oop:
LDAXR W), [X1]
ADD we, W, W
STLXR W8, W2, [X1]
CBNZ  WB, |oop
FEAT_LSE

LDADDAL W, W2, [Xi]

*

Copyright © 2024, Arm Limited and its affiliates. All rights reserved.




198

Atomic Operation AArch64
conpar e_exchange_stron Arnmv8- A
pare. g9e- 9 MV W, W
| oc, exp, val , rel axed, r el axed) | oop:
LDXR W, [X1]
cwP w, W
B.NE fail
STXR W3, W2, [X1]
CBNZ  WB, |oop
fail:
FEAT LSE
- CAS W, W, [X1] *
conpar e_exchange_stron Armv8- A
pare. ge_strong( MV W, W
| oc, exp, val , acqui re, acquire) | oop:
LDAXR W, [Xi]
cwP w, w
B.NE fail
STXR W8, W, [Xi]
CBNZ  WB, |oop
fail:
FEAT _LSE
- CASA W, W, [X1] *
conpar e_exchange_stron Arnmv8- A
pare_ 9e- o MV W, W
| oc, exp, val , rel ease, rel ease) | oop:
LDXR W), [X1]
CwP W, W
B.NE fail
STLXR WB, W, [Xi]
CBNZ W8, | oop
fail:
FEAT_LSE
- CASL W, W2, [X1] *
conpar e_exchange_stron Arnv8- A
P X g9e- 9 . MOV W, W
| oc, exp, val , acq_rel, acquire) | oop:
conpar e_exchange_st rong( LDAXR W0, [X1]
CwP W, W
| I t t !
oc, exp, val , seq_cst, seq_cst) BNE  fail
STLXR WB, W2, [X1]
CBNZ W8, | oop
fail:
FEAT LSE

CASAL W, W, [X1] *

4.3 8-bit types

The mappings for 8-bit types are the same as 32-bit types except they use the B variants of instructions.
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4.4 16-bit types

The mappings for 16-bit types are the same as 32-bit types except they use the H variants of instructions.

4.5 64-bit types

The mappings for 64-bit types are the same as 32-bit types except the registers used are X-registers.

4.6 128-bit types

Since the access width of 128-bit types is double that of the 64-bit register width, the following mappings
use pair instructions, which require their own table.

In what follows, register X4 contains the location | oc, X2 and X3 contain the input value val . X0 and X1
contain input exp in compare-exchange. The result is returned in X0 and X1.

Atomic Operation AArch64
store(l oc, val, rel axed) Armv8- A
| oop:
LDXP  XZR, X1, [X4]
STXP Wb, X2, X3, [X4]
CBNZ Wb, |oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, X0
MOV X7, X1
CASP X0, X1, X2, X3, [X4]
cwP X0, X6
ccw X1, X7, 0, EQ
B.NE | oop
FEAT_LSE2
- STP X2, X3, [X4]
store(loc, val, rel ease) Arnmv8- A
| oop:
LDXP  XZR, X1, [X4]
STLXP Wb, X2, X3, [X4]
CBNZ W5, | oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MoV X6, X0
MOV X7, X1
CASPL X0, X1, X2, X3, [X4]
cwP X0, X6
ccw X1, X7, 0, EQ
B.NE | oop
FEAT_LSE2
- DMB | SH
STP X2, X3, [X4]
FEAT_LRCPC3
- STILP X2, X3, [X4]
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Atomic Operation AArch64
store(l oc, val, seq_cst) Arnmv8- A
| oop:
LDAXP  XZR, X1, [X4]
STLXP Wb, X2, X3, [X4]
CBNzZ W5, | oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, XO
MOV X7, X1
CASPAL X0, X1, X2, X3, [X4]
CwP X0, X6
CCwP X1, X7, 0, EQ
B.NE | oop
FEAT _LSE2
- DVB | SH
STP X2, X3, [X4]
DvB | SH
FEAT_LRCPC3
- STI LP X2, X3, [X4]
| oad(| oc, rel axed) Arnv8- A
| oop:
LDXP X0, X1, [X4]
STXP Wb, X0, X1, [X4]
CBNZ  Wh, |oop
FEAT_LSE
- CASP X0, X1, X0, X1, [Xx4]
FEAT_LSE2
- LDP X0, X1, [X4]
| oad(| oc, acquire) Arnmv8- A
| oop:
LDAXP X0, X1, [X4]
STXP Wb, X0, X1, [X4]
CBNZ W5, | oop
FEAT_LSE
- CASPA X0, X1, X0, X1, [X4]
FEAT_LSE2
- LDP X0, X1, [X4]
DivB | SHLD
FEAT_LRCPC3

LDI APP X0, X1, [X4]
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Atomic Operation AArch64
| oad(| oc, seq_cst) Arnmv8- A
| oop:
LDAXP X0, X1, [X4]
STXP W, X0, X1, [X4]
CBNZ Wb, |oop
FEAT_LSE
- CASPA X0, X1, X0, X1, [X4]
FEAT_LSE2
- LDAR X5, [ X4]
LDP X0, X1, [X4]
DMB | SHLD
FEAT_LRCPC3
LDAR X5, [X4]
LDl APP X0, X1, [X4]
exchange( | oc, val , rel axed) Arnmv8- A
| oop:
LDXP X0, X1, [X4]
STXP Wb, X2, X3, [X4]
CBNZ Wb, |oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, X0
MOV X7, X1
CASP X0, X1, X2, X3, [X4]
cwP X0, X6
ccw X1, X7, 0, EQ
B.NE | oop
FEAT_LSE128
- MoV X0, X2
MOV X1, X3
SWPP X0, X1, [X4]
exchange( | oc, val , acqui re) Arnmv8- A | oop
LDAXP X0, X1, [X4]
STXP Wb, X2, X3, [X4]
CBNZ Wb, |oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, X0
MOV X7, X1
CASPA X0, X1, X2, X3, [X4]
cwP X0, X6
ccw X1, X7, 0, EQ
B.NE | oop
FEAT_LSE128
- MoV X0, X2
MOV X1, X3
SWPPA X0, X1, [X4]
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Atomic Operation AArch64
exchange( | oc, val , rel ease) Arnmv8- A
| oop:
LDXP X0, X1, [X4]
STLXP Wb, X2, X3, [X4]
CBNZ Wb, |oop
FEAT _LSE
LDP X0, X1, [X4]
| oop:
MOV X6, XO
MOV X7, X1
CASPL X0, X1, X2, X3, [X4]
CwP X0, X6
CCwP X1, X7, 0, EQ
B.NE | oop
FEAT _LSE128
- MoV X0, X2
MoV X1, X3
SWPPL X0, X1, [X4]
exchange(l oc, val , acq_rel) Arnmv8- A
exchange( | oc, val , seq_cst) I oop:
LDAXP X0, X1, [X4]
STLXP Wb, X2, X3, [X4]
CBNZ W5, | oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, XO
MOV X7, X1
CASPAL X0, X1, X2, X3, [X4]
CwP X0, X6
CCWP X1, X7, 0, EQ
B.NE | oop
FEAT_LSE128

MoV X0, X2
MOV X1, X3

SWPPAL X0, X1, [X4]
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Atomic Operation AArch64
fetch_add(l oc, val, rel axed) Arnmv8- A
| oop:
LDXP X0, X1, [X4]
ADDS X0, X0, X2
ADC X1, X1, X3
STXP Wb, X0, X1, [X4]
CBNZ Wb, |oop
FEAT _LSE
LDP X0, X1, [X4]
| oop:
MOV X6, XO
MOV X7, X1
ADDS X8, X0, X2
ADC X9, X1, X3
CASP X0, X1, X8, X9, [Xx4]
cwP X0, X6
COMP X1, X7, 0, EQ
B.NE | oop
fetch_add(l oc, val , acquire) Arnmv8- A
| oop:
LDAXP X0, X1, [X4]
ADDS X0, X0, X2
ADC X1, X1, X3
STXP Wb, X0, X1, [X4]
CBNZ W5, | oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, X0
MOV X7, X1
ADDS X8, X0, X2
ADC X9, X1, X3
CASPA X0, X1, X8, X9, [Xx4]
CwP X0, X6
CcCowP X1, X7, 0, EQ
B.NE | oop
fetch_add(l oc, val, rel ease) Arnmv8- A
| oop:
LDXP X0, X1, [X4]
ADDS X0, X0, X2
ADC X1, X1, X3
STLXP W5, X0, X1, [X4]
CBNZ Wb, |oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, XO
MOV X7, X1
ADDS X8, X0, X2
ADC X9, X1, X3
CASPL X0, X1, X8, X9, [X4]
cwP X0, X6
COMP X1, X7, 0, EQ
B.NE | oop
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Atomic Operation AArch64
fetch_add(l oc, val,acq_rel) Arnmv8- A
fetch_add(l oc, val , seq_cst) | oop:
LDAXP X0, X1, [X4]
ADDS X0, X0, X2
ADC X1, X1, X3
STLXP Ws, X0, X1, [X4]
CBNZ Wb, |oop
FEAT_LSE
- LDP X0, X1, [X4]
| oop:
MOV X6, X0
MOV X7, X1
ADDS X8, X0, X2
ADC X9, X1, X3
CASPAL X0, X1, X8, X9, [X4]
cwP X0, X6
ccw X1, X7, 0, EQ
B.NE | oop
fetch_or(loc, val,rel axed) FEAT_LSE128
MoV X0, X2
MOV X1, X3
LDSETP X0, X1, [X4]
fetch_or(loc,val, acquire) FEAT_LSE128 VOV X0, X2
MoV X1, X3
LDSETPA X0, X1, [ X4]
fetch_or(loc,val,rel ease) FEAT _LSE128
MOV X0, X2
MOV X1, X3
LDSETPL X0, X1, [X4]
fetch_or(loc,val,acq_rel) FEAT_LSE128
fetch_or(loc,val, seq_cst) MOV X0, X2
MOV X1, X3
LDSETPAL X0, X1, [ X4]
fetch_and(l oc, val, rel axed) FEAT_LSE128
MVN X0, X2
MN X1, X3
LDCLRP X0, X1, [X4]
fetch_and(l oc, val, acquire) FEAT_LSE128
MN X0, X2
MV X1, X3
LDCLRPA X0, X1, [X4]
fetch_and(l oc, val, rel ease) FEAT_LSE128
MN X0, X2
MVN X1, X3
LDCLRPL X0, X1, [X4]
fetch_and(l oc, val,acq_rel) FEAT_LSE128
fetch_and(l oc, val , seq_cst) M/N X0, Xz
MN X1, X3
LDCLRPAL X0, X1, [X4]
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conpar e_exchange_st r ong( Armv8- A | oop
| oc, exp, val , rel axed, r el axed) LDXP X6, X7, [X4]
cwP X6, X0
cow X7, X1, 0, EQ
CSEL X8, X2, X6, EQ
CSEL X9, X3, X7, EQ
STXP W5, X8, X9, [X4]
CBNZ Wb, |oop
MoV X0, X6
MoV X1, X7
FEAT_LSE
- CASP X0, X1, X2, X3, [X4]
conpar e_exchange_st rong( Arnmv8- A | 00
| oc, exp, val , acqui re, acquire) LBAXP X6, X7, [X4]
conpar e_exchange_st r ong( cwP X6, X0
; cowe X7, X1, 0, EQ
| oc, exp, val , acqui re, rel axed) CSEL X8, X2 X6, EQ
CSEL X9, X3, X7, EQ
STXP Wb, X8, X9, [X4]
CBNZ W5, | oop
MOV X0, X6
MOV X1, X7
FEAT_LSE
- CASPA X0, X1, X2, X3, [X4]
conpar e_exchange_st rong( Arnmv8- A | 00
| oc, exp, val , rel ease, rel axed) LBXP X6, X7, [X4]
cwP X6, X0
Cccw X7, X1, 0, EQ
CSEL X8, X2, X6, EQ
CSEL X9, X3, X7, EQ
STLXP Wb, X8, X9, [X4]
CBNZ W5, | oop
MOV X0, X6
MOV X1, X7
FEAT_LSE
CASPL X0, X1, X2, X3, [X4]
conpar e_exchange_st r ong( Armv8- A | 00
| oc, exp, val ,acq_rel,acquire) LBAXP X6, X7, [X4]
conpar e_exchange_st r ong( awp X6, X0
; cow X7, X1, 0, EQ
| | t ’ ’ )
oc, exp, val , seq_cst, acquire) CSEL X8 X2, X6, EQ
CSEL X9, X3, X7, EQ
STLXP Wb, X8, X9, [X4]
CBNZ Wb, |oop
MoV X0, X6
MoV X1, X7
FEAT_LSE
- CASPAL X0, X1, X2, X3, [X4]
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5 Special Cases

5.1 Unused result in Read-Modify-Write atomics

CAS, SWP and LD<OP> instructions must not use the zero register if the result is not used since it allows
reordering of the read past a DMB | SHLD barrier. Affected instructions are marked with *.

5.2 Const-Qualified 128-bit Atomic Loads

Const-qualified data containing 128-bit atomic types should not be placed in read-only memory (such as
the . rodat a section).

Before FEAT_LSE2, the only way to implement a single-copy 128-bit atomic load is by using a
Read-Modify-Write sequence. The write is not visible to software if the memory is writeable. Compilers
and runtimes should prefer the FEAT_LSE2/FEAT_LRCPC3 sequence when available.
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